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1. BBEOEHUE

1.1 Bbi3oBbl uudpoBon TpaHcchopmaumnm

Mepen opraHmsaumsamum B Poccum cTtosaT 3agaum umdpoBon TpaHchopMauuMn B YCITOBUSIX
nmnopTto3amellenuns. MNogpasgenenns UT aBRsOTCA akTUBHBIMU Y4aCTHUKaMM 3TUX NPOLLECCOB
M MOryT CTOMKHYTbCA C OOMbLIMM YWCOM CROXHOCTEW NPWU MOCTPOEHUW, HACTPOMKe,
obcnyxusaHmm n mactabmpoBaHun MHpPacCTpyKTypbl. OpraHmsaumnam TpebyroTcsl ycrnewHo
pasBepHyTble M aKcnnyatTupyemble naHawadTel VT, KOTOpble OTKpbIBAOT LOCTYM K CaMbiM
COBPEMEHHBIM MHAOYCTPUAnbHbIM peLLEHUAM — MNPUTOM 6e3 CrOXHOro yBsi3biBaHWS OpPYyr C
Apyrom n 6e3 ganbHenwen NoaaepXKM pa3po3HEHHbIX CraraeMblX CAIOXHOIO peLLeHus!.

TpaHchopmauma UT — cnoxHbli npouecc. OH TpebyeT 6onblumX YCUNnn no NnaHMpoBaHuIo,
OLEeHKe, peopraHusauuMm M MoOepHU3aLMuM TEXHOMNOrnn WHAPPACTPYKTYPbl U MPUMOKEHUIA.
MHOXeCTBO (pakTOpOB BNUSAET Ha Yycrex, BKMoYash CTOMMOCTb, 3KCMEepTU3y, perynsuuio,
CTpeMIieHMe K UHHOBALUUAM M BOSIO K YCMELLHOW TpaHcopmauuu.

Kaxgaa opraHmsaums CTpeMUTCH K UMAOPOBON TpaHcopMauum CO CBOEW CKOPOCTbIO U CO
CBOMMW LensMu gns 9TorM TpaHcdopMauun. He kaxgon opraHmsauum Tpebyetcs MOMHOCTbIO
obnayHas mogenb [JOCTaBKM MHMPACTPYKTYpbl. A 4TO TpebyeTcs — Tak 3TO noaxon,
No3BONAOLLNA OpraHM3aunMm [OCTUYb TakOW TOYKWM, B KOTOPOW TpaHcdopmMauumsa npuHeceT
Xenaembli 3apQEKT, U C TakMM TEMMNOM, KOTOPbIN LieniecoobpaseH anis eé 6musHec-mogenm.

Bbi3oB B TOM, Kak 4OCTMUYb 3TON TpaHcdopMauun, 1 KakuM obnacTtam criegyeTt yaenutb ocoboe
BHUMaHWe, YTobObl TpaHcopMaL s NPOU3oLLINa.

Mo HekoTopbIM oueHkam, Ao 50% paboyero BpeMeHn nepcoHan 3atpaynBaeTt Ha obcnyxuBaHue
CyLLecTBYIOLLEN MHGPACTPYKTYpbl. B Takom crnydyae ocTaeTcs He Tak MHOro pecypcoB Ans
BblpaboTkM cTpaTernm, NNaHUpoBaHWsS U BbINOMHEHMS nnaHa TpaHcdopmauun UT. LWarn,
BeAylMe K CHWXKEHUIO croxXHocTu WUT-MHpacTpyKTypbl, MO3BONAT BbICBOOOAUTL pecypchbl
cotpyaHukoB UT aAns bOKyCMPOBKM Ha CTpaTermvyeckux Uensax, KoTtopble OyayT CryxuTb
ApanBepoM LUndpoBomr TpaHcopmarmn.

Ecnn opraHusaumm BugaT cBouMM Lensamn Undposyto TpaHcopmauuio, To Ckana”*p MoxeT
npegoctaBuTb 3PPEKTUBHYIO OCHOBY Ans UT-MHMpacTpyKTypbl, CHWXKAaIOLLY0 Harpysky Ha
coTpyaHukoB UT 1 yckopstoLwyto TpaHcdopmawmio.

1.2 [OuHamunyeckas uHdpacTpykTypa

[MHamnyeckas MHPaCTPyKTypa — KOHBEPreHTHOE peLleHue, KOTOpoe COCTOUT U3 CEpPBEpOB,
4acTb M3 KOTOPbIX BblAENeHbl 4NS NpeaoCTaBNeHns BblYMCIIUTENbHBIX PECYPCOoB, a apyras ans
PEeCcypCcoB XpaHeHWs1 faHHbIX (M CETEBbIX KOMMYTaTOPOB). Y3rbl BbIMUCIEHUSI U XPAHEHUST MOTYT
HECTM pa3nnyHble Harpyskn Kak BbIMUCIIUTENbHbIE, TaK Y XPaHEHWUS AaHHbIX.

OuHamnyeckaa nHgppacTpyktypa gobaenset B apxutektypy UT BO3MOXHOCTU «NpOrpammMHO-
onpegensemblx xpaHunuuy» (software defined storage, SDS). OHM coeguHAOT KrtoveBble
KOMMOHEHTbI TpaguumnoHHblix LIO — BblMMCAUTENBHBIE PECYPChl U PECYPCbl XpPaHEHUS — Ha
cepBepax, YTo NO3BOSISAET UCKMOUYNTb N3OBLITOYHYIO CTOMMOCTb M CNOXHOCTb «SAN-habpuk».

PelleHna B cocTaBe AMHaMNUYECKON MHAPPACTPYKTYPbl ABNAOTCSA NPOorpaMMHo-onpeaensemMbimMu,
4YTO O3Ha4yaeT oTAeneHue (PyHKLMOHANLHOCTU pelleHnsa OT usmdeckoro obopygoBaHms —
MHTerpauus mexagy KOMnoHeHTamMu 3aMeTHO Bbllle, YeM B TpaauumoHHon UT-nHdpacTpykType.
OuHamnyeckas WHpacTpykTypa npegnonaraeT ynpasfeHWe BCeM U3 OOHOrMo OKHa, depes
€AWHbIN MHTEpdEeNC ynpaBneHus.

[rHamunyeckas MHPaACTPYKTypa He ABMSETCS YHMBEpcanbHbIM OTBETOM Ha ntobol Bonpoc, HO
CNUCOK peLUEeHWIA, rae NpuMeHeHre NoAo6HbIX peLleHnii LenecoobpasHo, oveHb Benuk. HaunHas
OoT HebomnbWwMx MHPPACTPYKTYyp A0 MaclTabHbIX CUCTEM OOLWEro HasHadeHus, W
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BbICOKOHArpyXeHHbIX 00nayvHbIX MHAPaACTPYyKTyp. Takue peleHuss cnocobHbl obecneynTb
BeCbMa LUMPOKMIM OMana3oH XapaKTepUCTMK B KOHTEKCTE NMPOU3BOAMTENBHOCTU, HALEXHOCTU U
mMacTabupyemocTu.

1.3 MawwuHa Buptyanusaumm Ckana’*p MB.OU

MawwuHa BupTtyanusauum Ckana’p MB.OU senseTcsa nporpaMmHo-annapaTHbIM KOMMEKCOM,
npeAHasHa4YeHHbIM AN CO34aHWs FOPU3OHTaNbHO MacliTabupyeMon U OTKa3oyCTONYMBOW
cpefbl BUpTyanuaawuu.

MawwuHa Buptyanusaumm Ckana’p MB.JU asnsieTca nporpaMmHo-annapaTHbIM KOMMEKCOM
(MAK), coBmecTHO paspaboTaHHbIM koMnaHusimmn Ckana”p n basuc.

MawwuHa BupTtyanusaumm Ckana”“p MB.JM noctpoeHa N0 NpuHUMNY AUHAMUYECKOWN
nHdpacTpykTyphbl (Puc. 1).

<h
@ Basuc.Digital Energy

cl/cb

-}
O Basuc.DynamiX

AuHamuyeckan
nHbpacTpyKTyYpa
laC, laaS
k8s/vm, k8s/bm

Puc. 1 Cocmas MawuHb!
MawwnHa BknovaeT cneayowme 6roku: ynpaBneHnsa, KOMMyTaunm, BbIMUCTIEHUS, XPaAHEHUS.

B coctaBe mawwHbI ncrnonb3yeTcs cneayolee obopygoBaHue:
= bBbnok ynpaBneHus — y3nbl ynpaBneHust (apxutektypa x86)
= Bnok BbluucneHns — y3nbl BoluUCEHNS (apXxuTekTypa x86)
= Bnok xpaHeHus — y3nbl xpaHeHus (apxutekTypa x86)

= bBnok kommyTauumn — yanbl 4oCTyna, MHTEPKOHHEKTA U MOHUTOpUHIra 25/40/100 GigE

1.3.1 lMpeunmywectea MawwuHbl BUpTYyanusauum MB.[1U

[Mpeumywectsa MO basnc.DynamiX
B ocHose lNnatgopmbl AuHamudeckon IHpacTpyKTypbl HAXOOUTCA CUCTEMA OpKecTpauuu.

Cunctema opkecTpauum no3BonsieT aBTOMaTU3MPOBaATbh BECb KU3HEHHbIA LIMKIT NMPUNOXEHUN 1
3agencTteyeT mexaHusm self-healing, a Takke obnagaeT BO3MOXHOCTbIO yNpaBnATh fo6bIMK
anemeHTamu: baremetal cepeepa, VM, KOHTeNHepbI, pecypcbl XpaHeHud, PaaS-6nokn n 1.4.

= bbiCcTpbIn deployment nHGpacTpyKTypsbI

= [OTOBble VMHCTPYMEHTbl ANS ynpaBreHus BUPTYyarnbHbIM AaTa-UeHTPOM U CeTeBbIMU
YHKUMAMHI
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MoxHO co3gaBaTh U ynpaensaTb wabnoHamm u blueprint'amu laaS
BrnoyHoe/06bekTHOE XpaHeHne C HacTparBaeMon NPOU3BOANTENBHOCTBIO
ABTOpM3aUnsa N ayTeHTUpUKaUNs Yepes oTaenNbHbIN MOAYNb security broker
MonHodyHKumMoHanbHbI REST API

WHTerpaumoHHomn mogynu Kk nictpymentam CICD n DevOps

MapaHTns coBmectumoctn — Ckana’*p npooaut R&D paboTbl no BbiGopy 1 Banugauun
obopynoBaHNA BMeCTe C WUCMNONb3yeMbiM nporpammHbiM obecneveHnem. Cepsepbl,
KOHTPONMEpPbl, HaKoNUTenu, CeTeBble KOMMYyTaTopbl, NporpamMmmHoe obecnedeHve
BMPTyanusauuu, ynpaBneHus, BUpTyanbHbIX pabodmx MeCcT TECTUPYIOTCA U aTTeCTyTCA
MMEHHO B TOW kOMBUHauun, kotopas OyaeT NOCTaBNATLCS

CepuiiHoe  npou3BOACTBO  MO3BONSET  CO34aTb  TUPAXMPYEMOE  pelleHve C
pernameHTHbIMK cpokamu agoctynHocTn. ObopyaoBaHme 13 coctaBa MalwmHbl sBNSeTcs
He TONbKO TEXHUYECKM BaNMAMPOBAHHbLIM, HO 1 MAcCOBO AOCTYMHbIM ANA 3akasa. B Tom
yucne, 3a CYeT COTPYOHMYECTBA C HECKOMbKMMK NOCTaBLLMKaMyn 060pyaoBaHus, Kpome
cobCTBEHHOMO NPOMN3BOACTBa cepBepoB Mapkun Ckanap

CobcTBeHHasn cnyxba nogaepXxun no3sonsetr obecneynTb NOSAEPXKKY U3 OQHOrO OKHa —
Nno BCEM COCTaBMSOLWMM KOMMNekca. MHUWOEHTbl, OaXe Ha CTblke annapaTtHbiX WU
nporpaMMHbIX KOMMOHEHTOB, OyayT pasbupatbcs cnyxbon nogaepxkm Ckana’p,
KOTOpble, NpM HEOOXOAMMOCTU, yXe caMyn obpaTtaTca B noaaepkky npovssoautens
KOHKPETHOro KOMMOHEHTa

MonyyeHne HOBbIX YHKUMA C OOHOBMEHMSIMU  cUCTEMBI.  DYHKLMOHANBHOCTb
peanusoBaHa He B annapaTtHoM, a B NporpaMMHoM obecrnedeHnn, noatomy gobasneHve
HOBbIX (PYHKUUIA He ByaeT OrpaHUYeHo TeM, YTO «NPUOBPETEH KOMMIEKC NpeablayLero
NOKONEeHMs»

CunbHble CTOPOHbI peLleHns

WHTerpmpoBaHHoOe peLueHne

MNMonHoueHHasa nnaTdopMa yrnpaBneHWs XXU3HEHHBIM LIMKITOM CIIOXHbIX Cpef
EavHbii AP| ynpaeneHusa obnadHbiMu pecypcamum (agantepbl ans Ansible/Terraform)
BbicokonponssognTensHasa cucteMa XpaHeHUst AaHHbIX

Mogcuctema yyeTa noTpeGrneHnss pecypcos

CtpaTtervsi passutusi npoaykra

CdopmmpoBaHa JopoXHas KapTa Ha HECKONbKO NeT Brepea

TexHonoruu

TunoBoe cepsepHoe 1 ceTeBoe obopyaoBaHue
EanHbIN TpaHCnopTHLIM NaHawadT Ha OCHOBE BbICOKOCKOPOCTHOro Ethernet
'Mbkas nporpammMHo-onpegensemMas cpega XxpaHeHus

GPU-on-Demand
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= MHOroyHKUMOHaANbHbIA, OTKa3oyCcTOMYMBLIM ~ ONOK  ynpaBneHuss u ayguta (C
BO3MOXHOCTbIO peanusauum cueHapues Self-Healing)

Poccuickasa paspaboTka 1 KOMNMeKTyoLwmne

= Becb uukn paspabotkm sgpa nnatdopMbl obecneumBaeTc 6e3 MHOCTPaHHbIX
napTHepoB, 6e3 community
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1.3.2 OOGwasn apxuTteKTypa nnatopmMbl AMHAMUYECKON MHPPACTPYKTYPbI

Mnatdopma gMHaAMUYECKON MHAPACTPYKTYPbl COCTOMT M3 crieaytollero Habopa KOMMOHEHT
n3obpaxeHHbIX Ha Puc. 2.

Mnatdopma guHamuyeckon MHGpPacTPyKTypbI

([ ] Admin GUI End-user GUI Visual environment editor
t ]

paduuecxune
uHTepdencsl ynpasneHns

= RESTul
API
interface

Mporpammeibie
uHTepdencs ynpasnexns

Mogens
NPOrPaMMHOro ynpasneHus

Infrastructure-as-a-Service engine
ODKECYDGTOP
cueHapwes ynpasneHns
0o . - s S
O\ Event detection & response Universal Storage Mamt Network function virtualization - 9 e
UniecrEoprse memem | e | e S e—

WHTErpauMoHHbie Mogynn

OnemeHTbl UHPpPaCTPYKTYpPbI

L)
Cucrems Xpanetns Ceresbie us 'VMWARE Bare-metal
PeLo Lad vvos m';'m PPCSS virtualzation orchestration

Puc. 2 KomnoHeHmbl nnamaghopmbl QuHaMu4ecKol UHpacmpyKkmypbl

Mpadhnyeckme nHTepdencol ynpaBneHns CoCTOAT U3 aaMUHUCTPATMBHBIX U MOMb30BaTENbCKMUX
UHTepdencoB, a Takke peJakTopoB Y MnarnHoB.

MporpammHbie uHTepdencol npegctasneHbl REST APl n nitepdgencammu Ansible n Terraform.

Mogenb nporpammHoro ynpasneHus dopmupyeT [JuHamuyeckyto MHpacTpykTypy Ha 6ase
noaxona “UHcpactpykTypa kak kog” n obbeanHseT BupTyanbHble MalvHbI, AUCKW, CETEBbIe
CerMeHTbI, pecypcHble rpynnel, knactepbl Kubernetes n gpyrue cpeapl.

OpkecTpaTtop cueHapueB ynpasneHus npeactaBneH B Buae “nHpacTpykTypbl Kak cepBuc’.

NHdpacTpyKTypHblE MHTErpauMoHHbIe MOAYNN o6ecneynBatoT cneayowmi yHKLUNOHan:
= [Mnatdopma pernctpaumm cobbITUn U aBTOMaATUYECKMX OTBETOB
= [lnatdopma ynpasneHuns xpaHunuwamm
= Hapgctpoiika ynpaBneHusa ceteBbiMU OYHKLUUSMNA

= [MnaTtdopma yHMBepcansHOW cepBEpPHOM BUPTYanusauuu

Becb aTOT (pyHKUMOHaAN 6a3npyeTcsa Ha aneMeHTax MHPPaACTPYKTYpPbI, TAKMX Kak:
= Cucrtembl xpaHeHus
= CerteBble pelleHns
= Buptyanmsaums KVM

= OpkecTpauusa annapaTHbIX NnaTopm
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1.3.3

1.3.4

TexHnyeckne Bo3aMmoxxHocTu MawmnHbl BUpTyanusaumm

Beictpas apantauua k TpeboBaHusM ©Ou3Heca. [duHamunyeckaa MHGPACTPYKTypa
Oasmpyetca Ha TWUMNOBOM CepBEPHOM UK ceTeBoM 00opyaoBaHUKM, KoTopoe, 6onee
OOCTYMHO, 4YeM creunanuanpoBaHHble CUCTEMbl XpaHeHus u obopypoBaHue Fibre
Channel.

HapexHasa npoussoauTenbHas paboTa npu  GonblUMX Harpyskax. nNporpamMMHo-
onpedensieMon  CUCTeMbl  XpaHeHusi  noaaepXkvBaeT  MacwTabupoBaHue  NoO
NPOV3BOAUTENBHOCTM Kak BepTuKanbHO (BbiIbopom Goree BbICTpbIX HakonuTenen), Tak 1
ropusoHTanbHo — BblGOpoM Gonbluero yucna HakonuTenen/cepeepoB. Kpome Toro,
Takasi cMCTeMa COCTOMT M3 GOMbLUOrO YMcna paBHO3HAYHBLIX Y3IIOB U apXUTEKTYPHO He
MMeeT eaUHCTBEHHOIO KOMMOHEHTA, KOTOPbIN MOr Bbl CTaTh Y3KUM MECTOM.

B03MOXHOCTb BbIBECTU M3 3KCMyaTaumm nobon aneMmeHT cuctembl 6e3 CyLecTBEHHOro
BNUSHUSA Ha obLLyto paboToCnoCoOBHOCTE CUCTEMBI.

He‘-IyBCTBVITeJ'IbHOCTb K €OUHUYHbIM OTKa3aMm.

bonee Hu3kne TpeGOBaHVIFI K 3KCnepTtn3e cneunarnncrtoB, SKCiyaTUpyrLwnx peLueHune,
3a CHEeT MeHbLlero Komim4yectsa yHUKarbHbIX KOMIMOHEHTOB.

B0O3MOXHOCTb TMOKOrO M MOYTU MrHOBEHHOIO nepepacnpefeneHns pecypcoB Mexay
3aga4yamu.

YnobHoe  LeHTpanuM3oBaHHOE  YyNpaBfieHWE  BblYUCIUTENbHLIMKM  pecypcamn U
XpaHUNuem 13 eanHoro nHTepdeinca ¢ HasHa4yeHMeM NPMOpUTETOB W NpaBmn obLLero
AocTyna.

Bo3amoxHOCTb nepeHoca paboTalowmx BUPTYanbHbIX MaWWH Mexay (uU3n4eckumm
cepBepamu 6e3 0CTaHOBKMW.

bonblwas 4Yacte OyHKUMW ynpaBneHust AOCTYMNHblI Yepe3 nporpamMmMHble MHTepdencol
(API), Takum 0Bpa3om BO3MOXXHa aBToMaTM3aLmsa onepaumn Hag MHOPaCTPYKTYPOW.

CueHapvwl ncnonb3oBaHusa MalUHbI BUpTyanu3auuu

MawwvHa Buptyanu3saumm Ckana”p MB.JW wucnonb3dyetcs Ons MNOCTPOEHUS AMHAMUYECKON
NHMPACTPYKTYPbl N MOXET NPUMEHATLCHA B pa3HOOOpPasHbIX CLEeHapusix U ux KoMbuHaumsx.

CwvnbHble CTOpPOHbI MalunHbl BUpTyanusaumMm - rapaHTUa COBMECTMMOCTM MpPOrpaMMHbIX W
annapaTHbIX KOMMOHEHTOB, MPOCTOM BBOA B 9KCMfyaTauuil 3a CcYeT MOCTaBKM  Kak
npeayCcTaHOBMEHHOrO peLleHnsl, TeXHMYeckas nogaepkka U3 O4HOro OKHa M AOCTYN K HOBbIM
PYHKUMSAM NyTeM OOHOBMEHMSI NPOrpaMMHoOn Yactn MalumHbl.

MawwnHa moxeT NPUMEHATLCA B ClieayrunX cueHapuax:

ABTOMAaTU3NPOBaHHOE YyrpaBrieHne cpeaon pa3paboTkn 1 TECTUPOBAHUS

Ha Puc. 3 nokasaH TMNOBOW Npouecc ynpaBneHus cpeaon paspaboTku.

ﬁ Pecypchbl npenoctasneHs! @ 3aBeplLieHo

NocTynHocTe pecypcos Bce anemeHTbl cpensb! DaKTUUECKOE Hauano OkoHuaxne + PecypCbl aBTOMATUUECKM
KOHTPONMPYeTCs 1 CO30aTCA AaBTOMATUUECKM: peanusauum 3apad TECTMPOBaHUS 0CBOGOXAEHS! ANS APYIMX
NPOBEPSETCA CUCTEMO

P P Cepsepsi | I 3apava

aBTOMaTUUeCKu

no/cno
MNoaroToska AaHHbIX " DR A + YmeHblaetcs TTM

Puc. 3 lNpouecc ynpasneHusi cpedoli paspabomku
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Hwxe npeacTasneHbl TUMOBbLIE BONPOCHI U 3a4a4n, C KOTOPbIMWU CTankuBatoTCsl KOMaHabl
paspaboTku:

= [o 15% BpemeHu pa3paboTymMKOB TPATUTLCA HA OpraHU3aunio pasMeLLeHnsi pecypcoB

= 20% BCcex pecypcoB NpocTanBaloT U3-3a HEBO3MOXXHOCTU UX ONepaTUBHOIro
nepencnonbL3oBaHus

= bBonbluve cpokn obecneyeHns 3anpocoB pecypcos oT GusHeca

MawwnHa BI/IpTyaJ'IVI3aU,I/IVI npegHasHad4eHa Ona peweHnAa 3TUX 3afad 4epes crepyrumne
MeXaHN3Mbl:

= MexaHuam camoobGenyxuBaHms Ansi aBTOMaTU3MPOBaHHOIO pas3BepTbiBaHMS cped Ons
TEeCTMpOoBaHusl, pa3paboTku 1 NPOAYKTUBHOIO KOHTYypa

= Y4yeT u nepepacnpegeneHme pecypcoB C NOMOLLbI eANHOW KOHCOMW U ynpaBrieHue
OMHaMMYeCcKon MHAPaCTPYKTYPOn

= [lpegoctaBneHve pecypcoB MO 3anpocy, WHAPACTPYKTypa-Kak-kod, nogaepxka
KOHTENHEPOB

an/IMeHeHI/Ie OMNCaHHbIX BbllLlEe MEeXaHU3MOB NO3BONIAET NOoJfyyHnThb crnegyrune npenmmyliecrtea
Aana opraHn3auunn:

= CokpaweHue time-to-market - CyiecTBeHHOE yCKOpEeHME BbINOMHEHMSA KaXK40ro aTana 3a
CYeT YCTpaHEeHUs py4HbIX Onepauuni, aBTOMaTUYECKOrO KOHTPOSiS U MCMOSb30BaHUS
wabnoHoB

= [JocTynHocTb pecypcoB - Pecypc ncrnonb3yeTcs TONbKO BO BpeMsi TECTUPOBaHMSI, Nocre
4Yero MrHOBEHHO BO3BpaLLaeTcs B My, U MOXET ObITb MCNONb30BaH ANs APYrUX TECTOB

= W3meHsiemas koHdurypaums - 3a cyeT mcnonb3oBaHWs smart-liabnoHoB cyllecTByeT
BO3MOXHOCTb TOYEYHO UMW NOSHOCTBIO U3MEHSITb KOHUIrypaLMo OTAENbHbIA 3NIEMEHTOB
cpeabl (6€3 4ONONHUTENBHOMO COrnacoBaHms)

Mopaepkka NpoLieccoB pas3paboTku

Mnatgopma obecneunmBaeT TecTupoBaHue w conpoBoxaeHns WC kak Knaccuyeckom
MOHOJUTHOW, TaK U UHHOBALMOHHOW — MUKPOCEPBUCHOM apXMUTEKTYpPbl, OT NPOTOTUNUPOBAHKSA A0
BHegpeHus (Puc. 4).

1
-~ »
,$~ YnpaBneHue KU3HEHHbIM LIUK/IOM MPOAYKTOB

Penosutopuu koaa, 5 UncTpymentl AnA C60opKa NpunoXKeHUi
AaHHbIX 1 c6opok PaspabOTuMKOB U TECTUPOBIIMKOS BHYTPY NaaTGopmbl

© 0
(ci/cp)
® ®

MoaaepuBalowas nyywmnx Wuterpayua c IDEwn AsTOTECTMPOBaHME U yNpasnexve
npaktuk DevOps u Agile npoueccamu paspabotku AVHAMUUECKOW TECTOBOM Cpeaom
(Infrastructure-as-a-Code)

Puc. 4 Juaepamma yrnpasneHusi XU3HEHHbIM UUKIIOM rpodykma
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DevOps koHBeliep

= WHCTpymeHTbl obecneyeHns KOHBEMEPHOW pa3paboTkum M COMpPOBOXAEHME LMGPOBbLIX
NPOAYKTOB

oToBbIE peuenTbl U WabMnoHbI
= KB8S knactep
= B[l (Postgres, Mongo, Cassandra etc)

= Hadoop, Spark, Kafka

DevOps ons uccnegoBaHusa gaHHbix (Model-as-a-Code)

= CosgaHune rmbkoTUpaKMpyemblx LLAGMOHOB CIOXHbIX cped paboTbl ¢ aHaANUTUYECKMMM
AaHHbIMU

CepBKC NOJTHOrO LuKa pa3paboTku

Takke B cocTaBe MpoAykTa BO3MOXHO pasBepTbIBaHWE CEPBMCOB MOMHOMO LMKa paspaboTku
Agile, DevOps, DevSecOps «13 KOpOGKM».

Cepsuc nmeeT NoNTHOYHKLMOHAMBHLIN U UHTYUTUBHO NOHATHbIM REST API gns paspaboTtumkos.

OcHoBa bumopgansbHoro AT

= [locTpoeHue pipeline kak Ona Knaccudeckux MNpUoXeHWn, Tak U MUKPO CEPBUCHOMN
apXUTEKTYpbl

= [10O Basuc.DigitalEnergy TpebyeT MMHMManbHbIX 3aTpaT BPEMEHN Ha COMPOBOXAEHME U
afMUHUCTPUpPOBaHUE

Cucrtema nosBonseT ferko obecnevnTtb BepTuKaribHoe " ropn3oHTaribHoe MaCLLITa6VIDOBaHVIe.

YHuBepcanbHaga cepBepHasi UHPPaCTPYKTypa

MawwuHa Buptyanusauumn MB.OU cnyxuT oTNUYHbIM (pyHOAMEHTOM AOns MHAPaCTPYKTYpbl
cepBepHO BUpTyanusaumm obLero HasHavyeHus.

MalunHa MoXeT BKMoYaTb OT BOCbMU M 0 OECSITKOB U COTEH Y310B, 06 beANHEHHbIX B OOWH UMK
HECKOIbKO KIacTepoB, C yNpaBfieHNEM U3 OOHOIO OKHA eAVMHON CUCTEMbI YNpaBreHus.

B 3aBucumocTn ot TpeboBaHun 3TO MOXeT ObiTb Kak eguvHaa MalwuHa, Tak M HECKOMbKO
oTAaenbHbix MawuH (Hanpymep, o6CNyXmMBatoLMX OpraHM3aumoHHO pasHble 3agaun).

NHgopacTpykTypa coununanos

Kak npaBuno, cueHapui MHGPaCTpyKTypbl chunuanoB npegnonaraet He camble 6Gonbline
notpebHOCTM B pecypcax. MawwuHa BupTyanu3auum u3 BOCbMM Y3MOB (C BO3MOXHOCTbIO
pacwmpeHna npuv HeobXo4MMOCTM) 3aKkpblBaeT 3TM MNOTpPeOHOCTM W peanu3yeT 3agadvy
«TUNU3auun», Korga B KaxaoM dounuane yctaHoBneH eanHoobpasHbi KOMMEKC.

BaxHbIMK SBRSOTCA TakMe CBOWCTBA, Kak NoAAep)ka M3 eQUHOro OKHa, KoTopasi CHubKaeT
TpeboBaHNA K KOMMNETEHLUUSIM COTPYAHMKOB Ha MecTax, B YbM 3adauv BXOAUT oGCnyxueaHue
KOMMrekca M BO3MOXHOCTb 3aK/IOYEHUS CEepPBUCHOTO KOHTpPaKTa B pasHbiX pervoHax PO,
BKIO4asi BO3MOXHOCTb aBaHCOBOW 3aMeHbl 1 peMOHTa 060pyAoBaHUS MO MECTY YCTAHOBKM.

BBenenune 10 n3 24



Ckana’“p MB.JU

"ocynapcTBeHHbIe MHGOpMaLnoHHble cuctemsl (I'MC)

MNC moryt otnnyatbes psgom dopmanbHbiX TpeboBaHWi, TakMx Kak Hannume MalwuHbl B
EOouHOM peecTpe pOCCUMIACKON pPafMO3MEKTPOHHOM MPOAYKUMM, WM HEOBXOAMMOCTbIO
aTTecTauMm MOCTPOEHHOW  WH(PPaCTPyKTypbl, 4YTO BredeT 3a cobon TpeboBaHue
CepTUdULNPOBAHHOCTU  KOMMOHEHTOB W COOTBETCTBUA TpeboBaHUAM  MHOPMaLMOHHON
BesonacHocTy.

31n bopmanbHble TpeboBaHMA MOryT 6bITb BbINOAHEHbI Npy noMoLm MawwuH Ckana”p.

1.4 Apxutektypa MawwuHbl BUpTYanusaumm

PekomeHayemasi MMHUManbHas koHdurypaums komnnekca Ckana”p MB.IW — Bocemb y3nos,
U3 HUX YeTbipe y3na npegocTaBnsAlT BblYUCNUTENbHbLIE Pecypchbl, a ApYyrve YeTbipe pecypchbl
XpaHeHus. Takon KoMnnekc NpoaomkuT obecnevmBaTb pe3epBMpoBaHMe AaHHbIX Nocne Bbixoaa
N3 CTPOS OOHOro cepBepa XpaHeHus, 1 aaxe paboTas Ha Tpex OCTaBLUMXCA Yy3nax, No3BONUT
nepesarpyxaTb Ansg 06cny>xmeBaHus oguH y3en.

MakcmanbHoe KOoSiM4ecTBO y3510B onpeaendaeTca TOJIbKO CnocobHOCTLIO obecneynTb KX
CBA3HOCTb O514 paGOTbI pacnpegeneHHoro AOuMckoBoro maccmBa C  UCNOJIb3OBaAHMEM
BbICOKOMPOMN3BOOUTEITbHbIX KaHal10B CBA3U, N peKOMeHOaunAaMN Nno HNCIYy XOCTOB B KIacTtepe.

OpHako npu NpoYMx paBHbIX pekoMeHZyeTCsl BKItoYaTh B COCTaB knacTtepa o 50 y3nos kaxgoro
TMNa (BblYMCNUTENbHbIE Y3Mbl M Y3Nbl XpaHeHUs!) Ans yao6cTBa OBCNYKMBaAHUA U CHKEHUS
[OMeHa oTkasa.

TunoBaga cxema

Tunosasa cxema komnnekca Ckana”p MB.[U n3obpaxeHa Ha Puc. 5 n nogxoant gns peleHms
OOnbLUMHCTBA CTaHOAPTHbLIX 3adady, CBA3aHHbIX C obecnevyeHMeM paboTbl MHPOPMALMOHHbBIX
cuctem.

KommytaTtop Yanb! Bbluncnenns 1..N KommytaTtop
cetu CeTn AaHHbIX

KommyTatop 1 KommyTatop 1

KonTponnep 1 KonTponnep 2 KonTponnep 3

Yanbl xpaHenus 1..M

STOR-O1 META NvMe | Wite (NVMe/ssD) | Date disks WK § -y
K (HDD/SSD)
omMyTaTop 2 KommyTatop 2

STOR-03 W m META NVMe | Write (NVMe/SSD) D(a:,ggi/ssk;é’;’(

Puc. 5 Tunosas cxema komrnnekca Ckanap MB.AN

,D,J'IFI XpaHeHnA AOaHHbIX MOTYyT MUCNOJSf1Ib30BaTbCA HaKOMUTENIM C pa3HbIMU XapakKTepUCTUkamun
npon3soanTesibHOCTU U CTOMMOCTU, HEepeaAKO UCMNOJIb3yeTCA HECKOJIbKO TUMNOB Cpaaly. Cuctema
Nno3BOJIAET OpraHn3oBaTb MHOINoypoBHEBOE XpaHeHWe, Korga Ana BupTyalibHbIX MalluH C
pPa3HbIMU Tpe6OBaHVIF|MI/I ncnosnb3yeTca ypoBeHb C Hanbonee noaxogAaAwmMn HakonnuTesiamMmu.
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2. OTNNYUTENDBbHBLIE YEPTbI

OTtnuuntenebHbiMn YepTamn MawuHbl BupTtyanusaumu Ckana”p MB.OWU aBnstoTca noctaBka
nporpaMMHO-annapaTHoOro KOMMfeKkca «rof  KI4Y», OPUEHTUPOBAHHOIO Ha  BbICOKYIO
HadEeXHOCTb U BbICOKYHO NPOU3BOAUTENBHOCTb.

Bbicokas HageXxHOCTb obecneymBaeTcs 3a cHET crnegyruwnx coctaBliAaAOLLNX:

MnepBM30p M NPOrpaMMHO-ONpeaensieMasl cuctema XpaHeHusl co3faBanuch M pas3BuBatoTCs C
YyNnopoMm Ha HafeXHOCTb C (hOKYCOM Ha MCKITIOYEHNE NOTEPb AaHHbIX U3-3a OTKA30B XpaHunuLa.
Pe3epBHOE KOnMpoBaHWe HacTpamBaeTcsl AN 0CO00 KPUTUYHBLIX BUPTYarbHbIX MalUWH, YTO
NO3BONSIET CO34aTb KOMUM KPUTUYHbBIX JaHHbIX.

[ns BUPTyanbHbIX MaLIMH AOCTYMEH KrnacTep BbICOKOW AOCTYMHOCTU, MUHUMU3MPYIOLLUIA BPEMS
MPOCTOS NpY OTKa3ax y3roB.

Mbl npoBoamm BbIGOp 1 NpoBepky obopyaoBaHusa Ha aTane R&D.

KoHdurypaums MalwmvHbl npegycmaTpmBaeT pes3epBUpOBaHME BCeX MNOTeHUManbHbIX TOYeK
OoTKasza. JTO He TOMbKO Y3nbl, HAKOMUTENW, HO MU CEeTeBble KOHTPOMMEPbl M KOMMyTaTopbl B
coctaBe MaluuHbl.

MpoBoanTcsa npoBepka o6opyAoBaHUS Ha NPOM3BOACTBE YTO MO3BONSET UCKMOYUTL Hanmyme
HeKa4yeCTBEHHbIX KOMMMEKTYIOLMUX M CHU3UTb YPOBEHb Bpaka.

Cnyx6a noaaepXkn 13 o4HOro OKHa, MO3BOSISIET 3aKa34umKy NOMyYnUTb NOMHbLIN HABoP CEPBUCHbIX
yCryr Kak Mo annapaTHON COCTaBNAoLWEN KOMMNIeKca, Tak 1 No NPOrpaMMHON YacTu.

OTnuunTernbHble YepTbl 12 n3 24



Ckana’“p MB.JU

3. COCTAB PELWUEHUA

MawwnHa BMpTyanuMsaummn coctouT n3 610oKoB, 06bEANHEHHbIX B OO4HY WIW HECKOMbKO CTOEK B
3aBMCUMOCTU OT KOHdUrypauum u KOMnoHoBkM MawwuHbl Ha Puc. 6 unsobpaxeH npumep
KOHoUrypaumm B 04HON CEPBEPHON CTOMKE.

MawnHa cocTonTt n3 cnegyrowmx OnoKoB:

= bBnok ynpaenenus ato 3-x yanosom s
KnacTtep yrnpaeneHus ¢
OTKa30yCTOMYMBLIM PEXMMOM paboThl Baox (|
BCEX CEePBUCOB Lk i

s
s
g
F4
m
s
!
g
o
@
<
T
s
g

= bBnok koMmyTaumm obecneuyvBaeT
CBSI3HOCTb KOMMOHEHTOB NNaTopMbl EnoK
N PYHKLMM MOHUTOPUHTA, kommyrausn | |
ynpaeneHus, nogaepxusaeT
pasnnyHble TUMbl COeaNHEHUN L

= bnok BblHUCIIEHNA npencrtaeneH bnok
KnacTtepoM BbIHUCITUTES1bHbIX Y3J10B Ha BblUMCNEHUA
6a3e runepsusopa

= Bnok xpaHeHuWs NOCTPOeH Ha OCHOoBe B
nporpammHo-onpeaensiemMon CUcTembl xpaHeHuA
XpaHeHUs AaHHbIX

Puc. 6 Cocmae MawuHbl supmyanu3sayuu

3.1 bnok ynpaBneHus
Y3nbl aToro 6noka obecneuynsatoT ynpasneHne MalumHON.

Cuctema ynpaBneHus obecneumBaeT MHTEpPdENC OQHOIO OKHA ANS yNpaBreHus KOMMIIEKCOM.

3.2 bBnok KommyTauum

Bnok kommyTauum obGecneuvMBaeT CETEBYH CBA3HOCTb Mexay Bcemu 6rnokamu MalumHbl 1
npeaocTaBnsieT CeTV BHELLHEro 4oCTyna, BHYTPEHHErO B3aMMOAENCTBMS U MOHUTOPUHTA.

KomMmyTaumoHHbI 6ok npeactasnaeTt cobon 2 unm 3 Habopa KOMMYTaTOpPOB 4SS OpraHM3auum
ceTen:

=  WHTEPKOHHEKTa — TEXHUNYECKaA CETb MawwuHbl, ona Tpaq)vn(a nporpamMmmMmHOro XxpaHunuiia
= A0CTyna — CeTb ANA BUPTYyallbHbIX MalUUH

= ynpaBleHua — ceTb A4 A0CTyna K |PM|-KOHTpOJ’IJ’IepaM cepBepoB N3 CoCTaBa MalUUHbI

TunoBble KOHUrypaLumum KOMMyTaUUMOHHOro 6roka — 2+2+1 unn 2+1 kommyTaTopa.
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KoHpurypauus 2+2+1

B aTon koHGurypaumm nepeas napa kKoMmyTaTtopoB obecnedmBaeT ceTb 4OCTyna, BTopasi napa
— KOMMYyTaLuM1 1 0guMH KOMMyTaTop obecnednBaeT ceTb ANs KOHTponepoB ynpasneHusa IPMI.

B nocnegHem crnyyae kommyTaTop He OyOnupoBaH B CUIy HEBO3MOXHOCTM MOOKIHOYEHUSA
KoHTponepos IPMI 6onee yem ogHUM ceTeBbIM MHTEPGENCOM.

KoHpurypauus 2+1

B aTOM KOHUrypaumm ogHa napa kKoMMyTaTtopoB obecneymBaeT N ceTb UHTEPKOHHEKTA, N CEeTb
aoctyna. PasgeneHuve ceTen gocturaeTcs 3a cyet mx nsonauum yepes VLAN. CeTb ynpaBneHus
IPMI peanuayeTcsa Tak e, Kak B MepBOM BapuaHTe.

Bbibop TOro, Kakyt KOHGMUrypauuto WUCMonb3oBaTb, 3aBUCUT OT Can3uHra, B 4acTHOCTMU,
OXnagaemMomn Harpysku Ha ceTn 4oCTyrna U UHTEPKOHHEKTA.

Kpome TOro, B 3aBMCUMOCTU OT psiga hakTopoB MOryT ObiTb BbiGpaHbl KOMMYTaToOpbl C NOPTaMm
25, 40 nnn 100 Mout/c.

(kommyTaTop ansa cetu ynpaenexust IPMI Bcerga c noptamu 1 [6ut/c).

3.3 bBnok BbluucneHus

Y3nbl aTOro 6roka MNpegocTaBnsoT BblYMCIUTENBHbIE pecypcbl MawwuHbl. Ha 3Tux yanax
paboTaeT runepsm3op.

MnepBM30p ynpaBnsieT 4OCTYNOM BUPTyarnbHbIX MalUWH K pecypcam CepBepoB.

Briokn BblUUCAEHUA W XpaHeHus obecneumBalOT BbIYUCIIUTENBHbIE pecypCbl U pecypcCbl
XpaHeHusd, Ha cepBepax 3Toro Groka BbINOMNHAKTCA nporpamMmmMmHbli€ KOMMOHEHTbI MawwnHbl.

3.4 bnok xpaHeHuA

CepBepbl atoro Gnoka obecneumBaloT pecypcbl xpaHeHus MawwuHbl. Ha aTux cepBepax
paboTaeT nporpammHo-onpeaenseMoe XpaHunuie.

MporpammHo-onpenensemoe xpaHunuuie obecneumMBaeT [OCTYN K OUCKOBbIM pecypcam,
dpopmupyembim n3 HDD-/SSD-HakonuTenen, yCTaHOBMEHHbIX B CEpBepax.

Hwxe onncaHbl nporpaMMHbie N annapaTtHble KOMMOHEHTbI MawwuHsbI.

3.5 [lporpaMmHbIe KOMMOHEHTbI MawuHbI AWHaAMN4eCKoun
MHPaACTPYKTYpPbI

MporpammHas yacte Ckana”p MB.AU peannsoBaHa Cc NOMOLLLH KOMMOHEHTOB, NEPEYNCITEHHbIX
Hwxe (Tabnuua 1).
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Tabnuua 1. KomnoHeHmbl MawuHbl supmyanusayuu Ckana™p MB.AN

HaumeHoBaHue MO HasHauyeHue

MO «Basnc.DynamiX> e Cepsep ynpasneHus. ObecneumBaeT eanHblil

WMHTepdenc ansa ynpasneHms MatlumHon.
YnpaenseT runepsusopamu, Knacrepamu
BbICOKOW JOCTYNHOCTWN N 6anaHCUpOBKY
Harpysku, BUpTyanbHbIMW MalLMHaMM U NPOM.

e [wunepBu3op. ObecneunBaeT pasgeneHune
pecypcoB cepBepa Mexay BUpTyanbHbIMU
MaLUVHaMMW.

e [lporpamMmmHo-onNpeaensieMoe XpaHunuLe.
Ob6ecneunBaeT pacnpeaeneHHbIn UCKOBbIN
MaccuB.

3.6 Y3nbl MawwuHbl AUHaAMUYECKON NMH(PPACTPYKTYPbI

MawwuHa auHamu4veckon mMHopacTpyktypbl Ckana”p MB.AIU noctpoeHa, kak npaBuio, Ha
6ase y3nos cobcTBeHHOro 6peHga Ckana’p. Ho, ons rapaHTum yooBneTBopeHus TpeboBaHui
3aKa34ynkoB (B TOM 4mMCne NO CPOKaM NOCTaBOK), NOOAEPKMBAKOTCS NApPTHEPCKME OTHOLLEHMUS C
HEKOTOpPbIMY APYrMMW NOCTaBLUMKaMK CEPBEPHOro obopyaoBaHus.

Bbibop KOHKpETHOro npomsBoamMTens obycrnaenvBaeTcsl LenecoobpasHOCTb0 B KOHKPETHOM
NpoeKTe, B 3aBUCUMOCTM OT Taknx (pakTopoB, Kak BO3MOXXHOCTb NOCTaBKN B ONTMMarbHbI€ CPOKM
N opyrux bakTopos, NO3BONAKLWMX NogobpaTb MakCUMarnbHO NOAXOASALEEe peLlEHNE B KaXA0M
KOHKPETHOM cry4ae.

B obwem cniydyae 310 yHMBeEpCarnbHble y3rbl 00LEero HasHayeHns, B CTOEYHOM UCMOSTHEHUU, C
KOHCTPYKTMBOM, JOCTATOYHbIM 4S8 pa3MeLLeHns He meHee 4 anckoB (06bl4HO 12—-24).

MwuHuManbHoOe 4MCno cepBepoB B cocTaBe ogHon MawwuHbl — 11. MakcumarnbHoe 4ncro,
TEXHUYECKM MOXET JOXOAUTb A0 AECHATKOB M COTEH, HO 0bycnaBnmBaeTCs 3TO He OrpaHu4yeHnemM
Ha NoAAepXMBaemMoe KONM4yecTBo, a LenecoobpasHocTbio. LlenecoobpasHocTb onpepensieTca
NCXOAs U3 Takmx pbakTopoB, Kak, obecneyeHne ceTeBOW CBA3aHHOCTU (06beguHeHune ceTen
aoctyna wW/wnu WHTEPKOHHEKTAa), apXUTEeKTypoW OTKa30yCTOMYMBOCTW, HampuMmep Hanuuune
HECKOMbKMUX KIacTepoB M MPOrpaMMHbIX XpaHunuw, cpegHero pasmepa. OgHako Ha npakTuke
06bI4YHO UCNONb3YeTCs O4HO eQMHOE XPaHUMULLE.

3.7 JlnueH3upoBaHue MalUUHbI

B MawuHe pguHammyeckon wuHppacTpykTypbl MB. U nuueH3mMpoBaHuio nognexart
cnegyowme kKoMnoHeHTel (Tabnuua 2).
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Tabnuuya 2. JluyeH3auposaHue KOMIOHEHMO8

EpnHuua
HaumeHoBaHue MO Ha3sHaveHue A .
NMLUEeH3upoBaHuUA
Obecne4veHne
baauc.DynamiX — BUPTYanu3aunm cepBepHbIX 6 03y
BbluncnurenbHbin y3en cucTeMm (cepBep ynpaBneHns
BXOAUT B 3TY NINLIEH3MIO)
: Peanusauus
Basnc.DynamiX — Y3en 1 o
pacnpegeneHHoro guckosoro = T6 cblpon éMKOCTU
XpaHeHns
MaccuBa

B cTOMMOCTb NULIEH3MIA KaXKOOro KOMMOHEHTA BKITFOYEH cepTUdMKaT TEXHMYECKON NOAOEPKKN Ha
1 rog.
[MpaBuna nuueH3npoBaHUS y3r0B XpaHEeHUs

MpnobpeTteHne nuueHsnn Ha gaHHoe MO gaBnsaeTca obasaTenbHbIM Ha Kaxabin TOanNT Cbiporo
ONCKOBOro NpoCTpaHcTBa, 06eCcneyeHHOro yCTaHOBMNEHHbIMU B Y35bl XpaHeHusa anckamn. Jpobu
OKpYrnsatTCa A0 Lenoro, B 60bLUyo CTOPOHY.

CnyxebHble aucku nog OC, cnyxby MeTagaHHbIX 1 K3LUWM 3annCh He BKIOYAKOTCH B pacyer.
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4. BbICOKAA OOCTYNHOCTb U SAWLUTA OAHHbIX

[ns obecneyeHnss BbLICOKOW [OCTYMHOCTM B pPELUEHUM peanu3oBaHa COOTBETCTBYHOLLAS
YHKUMOHANbHOCTL — KIlacTep BbICOKOM OOCTYNMHOCTU Ha ypoBHe rmnepsusopa. B kavectee
OCHOBbl OH WCMONb3yeT MNPOrpaMMHO-ONPeaEeNnsemMoe XpaHunule, peanuaylollee BbICOKYHO
AOCTYNHOCTb AaHHbIX BUPTYanbHbIX MaLLWH.

KnacTtep BbICOKOWM JOCTYMHOCTU

MpeanonaraeTcs, YTo ANs y3noB MalwuvHbl BKoYaeTcs (OYHKUUS «BbICOKOW AOCTYMHOCTM». B
3TOM Cryyae COOTBETCTBYIOLLME KOMMOHEHTbI B KaXXAOM TMNEepPBU30OpEe HaYMHAOT OTCReXuBaTb
AOCTYMHOCTb KaXaoro npoyero yana MaluuHbl U BECTU yYeT TOro, Kakue BUpTyarbHble MallVHbI
paboTaloT Ha kaxaoMm yane. B cnyyae oTkasa cepBepa paboTaBluMe Ha HeEM BUPTyasibHble
MalUMHbl MpekpaTsaT cBO paboTy, Ho OyayT nepesanylieHbl Ha Apyrvx ysnax MaiwuHel,
MVWHVMU3NPOBAaB TEM CaMbIM BPEMS MPOCTOS.

CnenyeT yuuTbiBaTb, YTO BOMPOC AOCTYMHOCTM BUPTYyalbHbIX MalUMH HaxoOoMTCs Ha CTblke
bYHKUMM BbICOKOM [OCTYMHOCTM B TUMNEPBU3OPEe U MPOrpaMMHO-ONpPeaensiemMol CUCTEMbI
XpaHeHus.

Ans dyHKUMM BbICOKOW OOCTYMHOCTU MPaKTUYECKU HECYLLECTBEHHO, CKOMbKO Y3IOB OTKaXyT
OOHOBPEMEHHO, BUPTYyaribHble MalluHbl 6yayT nepesanyLeHbl Ha ocTaBLUMXcs yanax. Ho ¢ Touku
3pEHNst AaHHbIX BMPTYyanbHbIX MalUWH HEKOTOPblE U3 HUX MOTFYT CTaTb HEAOCTYMHbI YXe npu
BTOPOM-TPETHLEM OAHOBPEMEHHOM OTKa3e. OTO HopMaribHOEe NOBEeAEHNE CUCTEMDI, U, ecrin ByaeT
nocTaerneHa 3agada obGecneynTb BbICOKYH AOCTYMHOCTb M B Cllydae MHOXECTBEHHOro oTkasa
y3510B, OHa CMOXET ObITb peLleHa NyTem ykazaHusi COOTBETCTBYHOLLMX NONUTUK Ppe3epBUPOBaHMS
AaHHbIX.

Mpy BbIGOpPE y3na Ans nepesanycka BUPTyanbHOW MalUWHbl peanusoBaHa forvka Bblbopa
HaMMmeHee 3arpy>KeHHoro ysna.

Bbicokas OOCTYMNMHOCTb AaHHbIX NMPporpaMMHoO-onpenendemMoro XxpaHunuiilia

MporpammHo-onpegensiemass cucrema xpaHeHuss Ckana”“p MB.JU moxeT peanusoBaTb
M30bLITOYHOCTb AaHHbIX U paboTaeT no anroputmMy nsbbiTouyHoe koguposaHue (Erasure Coding).

PesepBupoBaHne obecneumBaetcss pobaBrneHnem O6roKOB 4YeTHOCTU/M3GbITouHOCTU. MoryT
MCNoNb30BaTbCs Crneayllme BapuaHTbl (4aHHble + YETHOCTb), B 3aBUCUMOCTU OT >KErlaemoro
YPOBHS AOCTYMHOCTU N KONN4YeCcTBa XOCToB B cucteme: 2+ 1,3+ 1,4+ 1,4 +2,5+2,6 + 2.

Cxema peanusaunm TeXHONornmM n3bblITOYHOro KOANPOBaHUS ANs cnydas 5 + 2 npuBeaeHa Huxe
(Puc. 7).

Bnokn
AaHHbIX III i III
[aHHble | //’?:,»: T 1
| N T
— o | L
5 N . il
CNm 0 1
Bnokun
N36bITOYHOCTI

Puc. 7 N36bimo4Hoe KoduposaHue
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5. AHOOPMALMOHHAA BE3OINACHOCTDb

MawwnHa BUpTyanum3aumn Moxet OblTb MCMONb30OBaHa B VIH(*)OpMaLI,VIOHHbIX cucremax cC
AONMONTHUTENbHbIMU TpeGOBaHVIFIMI/I cornacHo HOpMaTI/IBHOIZ OOKyMeHTauunn.

Te vnun nHble Bepcun MO n3 coctaBa MalwuHbl BUpTyanu3aumm nonydanu ceptudpmkatr @CTOK.
Kpome Toro, MawwunHa coBmecTma ¢ psgoM annapaTHbIX M NPOrpaMMHbIX HanOXEHHbIX CPeacTB
obecneveHnst MHGPOpPMaLUMOHHOM 6e30NacHOCTMW.

Ons nony4yeHuWs Tekywlero cratyca cepTuduKauum UnNnM BO3MOXHOCTU  MCNONb30BaHUS
HanoOXeHHbIX CpencTB cnenyet obpaTntbes k npegcrasutento Ckana’p.

OpHako kaxabii NPoekT TpebyeT oTaenbHOM NpopaboTkX. [Jna KOHCyNnbTauumn No 3ToMy BONpOCYy
pekomeHayeTcsi 06paTUTbLCA K NPOUIbHOMY CUCTEMHOMY WMHTErpaTopy Mnu npeacraBuTenNto
Ckana’p.
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6. TAPAHTUPOBAHHOE KAYECTBO

KauectBeHHble nokasatenn MawuHbl BupTtyanusauum Ckana’p MB.OIU oGecne4ynBatoTcsa eé
COOTBETCTBMEM NPOBEPEHHOMY CTaHOAPTHOMY BapuaHTy, COGMOAEHMEM YCTaHOBMEHHbIX HOPM
n TpeboBaHWn no OpMUPOBaHUIO, peanusaumen paboT BbICOKOKBANUMULMPOBAHHBIMU
cneunanucTtaMmm Ha Bcex aTanax XM3HeHHOro Lmkna.

[Mpon3BoaCTBO (KOMMNeKkToBaHne 1 pa3sepTbiBaHue 10)
[ |_|pVI npon3BoACTBE NCNOJ1b3YHOTCA BbICOKOKa4YeCTBEHHbIE KOMMJIEKTYIOLWMne

= Co6opka NpoayKuuM OCYLLECTBSIETCS CTPOr0 B COOTBETCTBUM C YTBEPXKAEHHBLIM NI1aHOM
pa3meLleHMss KOMMNOHEHTOB

= [NepBnyHoe passepTbiBaHue MO ocyLiecTBRSETCS B aBTOMATUYECKOM PEXUME

= JononHuteneHble HacTporkn MO OCyLeCTBNSATCSA B COOTBETCTBUM C YTBEPXKOAEHHOW
MeTOOMKOM N NOoLIAaroBOn MHCTPYKLUNEN

= OcyuwecTBnserca MyHKUMOHaNbHOe TeCTMpOoBaHue cchopMmnpoBaHHOM MaLluunHbI

= OTKknoHeHus oT TMNoBoro pewexns Ckana”p MB.OWU ncknoyeHbl

[lepenaya B aKkcnnyatauuto

= Ckana”p MB.OW nonHocTblo cchopmmpoBaHa, NPOTECTMPOBAHA, rOTOBA K pa3MELLEHMIO
B CETU 3aKa3umka 1 pasmMeLlleHunto npuknagHoro MO

= B komnnekte co Ckana”p MB.OW nepepatoTcs nacnopTt pelleHus, cepTudumkat Ha

NOAAEPXKKY

= [lpoBoguTtcsa obydeHue cneunanucToB 3akasuumka pabote co Ckana”“p MB.OWU (no
3anpocy)
[Mogoepxka

= Ckana”p MB.OWN noctaBnseTtcs ¢ rogoBov nogaepkon (6onee BbIrOAHbLIN BapuaHT —
Ha 3 unu 5 nert), KoTopas BKYaeT B cebs pelueHMe BOMpPOCOB, CBSA3AHHbLIX C
HapyLeHnsamMm paboTocnocobHOCTN Kak KOMMfekca B LENOM, Tak U ero OTAemnbHbIX
annapaTHbIX KOMMOHEHTOB U MPOrpaMMHOro obecneyeHus

= [lepBas 1 BTOpas nUHWMA TNOAAEPXKKM NPedoCTaBMslTCA  HenocpeacTBEHHO
npoussoautenem Ckana”p vnu ceptudunumpoBaHHbIM napTHépom Ckana’p

= Y 3akas4yvka eCTb BO3MOXHOCTb BblOOpa BapmaHTa noaaepxkun (9x5 nnm 24x7)

= B cnoxHbIx cnyyasix B pelleHun npobnem Ha TpeTben NUHUM NOJOEPXKKM Y4acTBYHOT
APXMTEKTOPbI U MHXeHepbl, pa3pabotynkn MO n MawwuHbl BUpTyanusauum Ckana’p
mMmB.OuU
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LononHutenbHble TpeboBaHUS

BoamoxHa peanusaums [OONOMHUTENbHBIX TpPeboBaHWM NO MOAEPHM3AUMU UNKU Pas3BUTUIO
Ckana”p MB.OM (no 3anpocy), B TOM 41cne:

= annapaTtHasi MoAepHU3auusi peLleHns

= TOpU3OHTaNbHOE WNU BepTuKanbHOe MaclTabvpoBaHME HOBOrO MMM MMEOLLErocs
peLueHus

= UN3MEeHeHne PYyHKLMOHANMBbHOCTM KOMMOHEHTOB ancTpmbyTtueos MO, nx gopaboTtka

= TEecTUpoBaHWEe NPUMOXEHUA, MNPOU3BOAUTENBHOCTM MPUNIOKEHUIA WM WMHOE [pyroe
3anpoLleHHoe TeCTUpoBaHNe

PaboTbl BbINOMHAKTCA C y4acTUEM apXUTEKTOPOB U MHXEHEPOB, pa3paboTunkos MatumHbl u MO
Ckana’p MB.OMW.
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7. TPEBOBAHUA K PASMELLEHUIO PELLUEHUA

PelleHne npeactaensiet cobor cepBepPHbIN MOHTaXHbIN WkKad 19”7, BbicoTa 42U, ¢ AanbHenLen
BO3MOXHOCTbIO MOAYMbHOW paclumMpsaeMocTn 4o 14 cToek.

HanonHeHne wkadga obopygoBaHMEM M COBOKYMHbIA BEC 3aBMCAT OT BblIOpaHHOro BapuaHTta
peweHna n moryTt coctanaTb oT 400 go 800 kr.

ﬂ,]’lﬂ NnoaKnr4YeHnA LlJKa(ba K cucreme 3J'IeKTpOCH86)KeHVIF| OOJTKHbI ObITb npegycMoTpeHbl ABa
He3aBNCUMbIX BXOAaA 3N1EKTPONMNTaHUA.

PacuéTtHas notpebnsemas MOLHOCTb LKada coctasnsieT ot 6 go 11 kBrT.

B mecte YCTaHOBKMU OOJTXHblI ObITb npegycMoTpeHbl COOTBETCTBYOLWLME MOLLHOCTU NO OTBOAY
Tenna.

TpeboBaHus ons noaknoyeHms MalumnHbl K ToKanbHOW CETY 3aKasynka onpeaensitoTcs Ha aTane
dhopmMupoBaHus cneundukauum MatumnHbi.

Mpy pa3BépTbiBaHUM pelleHuUst Ha HEM OyayT BbINONHEHbI HACTPOMKM CETEBbIX agpecoB B
COOTBETCTBMW CO CTPYKTYPOW CETM 3aKka3uuka. 3akasyvk SOIKEH NpefocTaBUTb Heobxoaumble
[AaHHble B COOTBETCTBUM C HOMEHKIATYPO KOMMOHEHTOB peLLeHus.

B ceTu 3akasymka 4OSMKHbI ObITb HaCTpPOEHbl COOTBETCTBYHOLLUME MAPLLUPYTbl U NpaBa O0CTyna.

HanbHenwne MeponpusiTUst Mo BBOAY B 3KCMMyaTauMio OCYLLECTBMASIOTCS 3aKa3uMKOM MyTEM
HaCTPONKM NPUKIaAHbIX NPOrPaMMHbIX CUCTEM.
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8. TEXHUYECKAA NMOOAOEPXKA

MoctaBka Ckana”p MB.OW ocywiectBnaeTcs ¢ npegBaputenbHbIMU COOPKON, TECTUPOBAHMEM U
HacTporikon obopyaoBaHus cornacHo TpeboBaHMAM 3akasudvka. KadecTBeHHasi nopaepkka
Ckana”p MB.AUN ob6ecneunBaeTcs eqmMHbIMM cTaH4apTamMmu rapaHTUAHOIO U NOCTrapaHTUNHOMO
TEeXHMUYECKOro ob6cnyXnBaHus:

= [lakeT ycnyr no TexHUYeCcKon NogaepKke Ha nepBbi rog BKIHOYEH B MOCTaBKY.

= 3akasuuK MOXeT BblbupaTb nakeT B 6a30BOM pexume 9x5 nnm B pacLUMPEHHOM peXxume
24X7 (onumst ans KpUTUYEeCKon OYHKUMOHANbHOCTN).

= Cpok Ha4yanbHO NpMobpeTaemMon TEXHNYECKON NOAOEMKKM MOXKET ObITb YBENMYEH 40 3 U
5 net, Takke [OCTYNHa NPONOHraunsa NOAAEPXKKN.

= BO3MOXHO BKMtoYeHWE B COCTaB CTaHAOapPTHbIX NakeToB AOMNOJTHUTENbHbIX onunn n ycnyr.

CocTaB TMMNOBbLIX MAKETOB YCMyr Mo TEXHUYECKOW noadepxke NpeacTaBrieH B Tabnvue Hwke
(Tabnwuua 3).

Tabnuua 3. MNakemel ycriye no mexHu4yeckoul noddepxxke Ckana™p MB.AN

Maket Maket
«9x5» «24x7T»

Ycnyra

Pexum «O6cnyxuBaHme Komnnekca
Ckana’p MB.[1/ B pexxume 9x5» (B + -
paboyee BpeMsi No pabounm gHAM)

Pexum «O6cnyxmBaHne komnnekca
Ckana’p MB.[1/ B pexume 24x7» - +
(KpyrnocyTo4HO)

MpenoctaBneHne 4ocTyna K cucteme
pernctpaumm 3anpocoB/MHUMOEHTOB + +
Service Desk

MpepocTtaeneHne goctyna k 6ase 3HaHUR
no npoayktam Ckana’p

MpepocTaBneHne 0GHOBNEHWUN
nuueHsunoHHoro MO Ckanap

[narHocTvka, aHanms u ycTpaHeHune
npobnem B paboTe komnnekca Ckanap
MB.[OW, Bkntovas:

= yCTpaHeHue arnnapaTHbIX
HeucnpaBHOCTEN;

= TEXHUYEeCKOeE cornpoBoXaeHne Mno.

KoHcynbTauum no pabote komnnekca
Ckana’p MB.1A
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Maket Maket
«9x5» «24x7T»

Ycnyra

«3awmTa KoHduaeHUMaNbHOM
MHdopmMaunn» (HemcrnpaBHble HOCUTENN

Onuus Onuus
MHdOpMaLMN He BO3BpaLLaoTCS
3akasunkom)
3ameHa U peMoHT 060pya0oBaHUS NO MECTY + +
yCTaHOBKM
HocTaBka o6opyaoBaHus Ha 3aMeHy 3a + +
CYeT npousBoauTens
PaclumpeHHble onummn obcnyxnBanuns - +
BpemeHa pearmpoBaHus 1 OTKNKUKa, He bonee:

30 MUHYT,
- 30 MUHYT, KPYrioCyTOYHO
Bpems pernctpauumn obpalueHunn paboune 4achl
(24x7)

(9x5)

MogkroyeHne criebunanncTa K peLleHuto B TeuyeHune 1
B TeuyeHne 1 vyaca

WHUNOEHTOB KPUTUYHOIO N BbICOKOrO pabo4yero yaca

ypOBHEN (9x5) (24x7)

MpumedaHne k cpokam pemoHTa obopyamoBaHus: komnnekc Ckana”p MB.OWU apxutekTypHO
SIBNSIETCHA YCTONYMBBIM K BbIXOAY M3 CTPOS OTAENbHBIX KOMMOHEHTOB U AaXe Y30B, NO3TOMY HEeT
HeobxogumocTn B obecrnedyeHun [JOpOrocTosILLEro cepBuUCa CPOYHOro BOCCTaHOBIEHUS
o6opynoBaHMs B TeYEHUE CYTOK U MeHee. B komnnekce NnpeaycMOTPeHoO, Kak MUHUMYM, OBOVHOE
pe3epBMPOBaHNE  OCHOBHbIX  KOMMOHEHTOB, MO3BOMAKOLWEE COXPaHATb  AaHHble U
paboToCnoCOBHOCTL Aaxe Npu BbIXo4e U3 CTPOSi HECKONbKUX AUCKOB U/Mn CEPBEPOB.

MonHoe onucaHune ycnyr NoaaepXKku AOCTYNHO Ha canTe skala-r.ru.
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O KOMIMAHUA

KomnanHma Ckana’p — paspaboTuMk “ npousBoAauTENb MOAYMNbHOW nnatgopmbl AN
BbICOKOHArpy>XeHHbIX KOpnopaTUBHbIX U rocyaapCTBEHHbIX MHPOPMALMOHHBIX CUCTEM.

MawwmHbl Ckana’p SIBNSOTCS CEPUNHO BbiNyCKAaeMbIMU NPeaHacTPOEHHbIMM KOMMIeKcaMmn |
NO3BONSIIOT OCYLLECTBNATb ObICTPOE pa3BEpTbiBaHWE U BBOA B KCMyaTaLuio.

MoaynbHbln  NpuHUMN  obecneymBaeT UMHTErpauuio  pPasHOPOAHbLIX  KOMMOHeHTOB  UT-
MHMPACTPYKTYPLI B €ANHYHO NnaTtdopmy NpeanpusTmii, Kopnopaumin n BeOMCTB.

EavHble nogaepxka v cepBUCHOE OOCRyXMBaHWE AMS BCeX NPOAYKTOB NuHenkn Ckana’p oT
npousBoauTens obecrneynBatoT onepaTMBHOE paspelleHne NHLNOEHTOB Ha CTbIKE TEXHOMOMMM.

Cesbkutecb ¢ komaHgon Ckana’p no anektpoHHoun noute MV@skala-r.ru.
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