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MawwuHa Buptyanusauum pabounx mect Ckana*p MB.BPM

1. NTIPEAUCITIOBUE

OnuncaHne OoKyMeHTa

OTOT TexHuyeckni 00630p [aeT KOHUEeNnTyanbHbIn U apXUTEKTYpHbI 00630pbl MawuHbI
BUPTyanbHbIX paboynx mect Ckana”p MB.BPM

Bpowiopa onucbiBaeT TO, Kak ONTMMU3MPOBAHHbIE MNPOrpaMMHO-annapaTHble KOMMSEKChI
OTBEYalT COBPEMEHHbLIM BbI30BaM, 1 pokycupyeTcst Ha MawmHe BUpPTYyanbHbIX paéo4ynx mecT
Ckana”p Kak O4HOM 13 NUANPYIOLLMX PELLEHUI B 3TOM CErMEHTE.

Ayountopus

OTa b6poLutopa npegHasHavyeHa ang coTpyaHMKOB koMnaHun Ckana”p, napTHEPOB U 3aKa34yMKoB,
nepeg KOTOpPbIMM CTaBATCA 3adayun pa3paboTku pelleHusi, 3akynku, YyrnpasneHus wnm
akcnnyataumm MawuHbl BUpTyanbHbIX pabounx mect Ckana”p MB.BPM.

PeBusumn

MepeyeHb peBn3nn JOKyMeHTa npeacTasrneH Huke (Tabnuua 1).

Tabnuua 1. Pesu3suu
e
Ansapb 2023 CospaHve
Anpenb 2024 Odopmutensckmne npaBku
ObpaTtHas cBsI3b

Ckana’p 1 aBTOpbl 3TOro OKyMeHTa OyayT pagbl 06paTHON CBSA3M N0 HEMY.

CesxuTechb ¢ komaHgon Ckana”p no anekTpoHHon noyte MV@skala-r.ru.
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MawwuHa Buptyanusauum pabounx mect Ckana*p MB.BPM

2. BBEAEHUE

YoaneHHaa paboTta Ha MH@pacTpyKType BUPTyarbHbIX paboynx MecT U
TepMMHarbHbIX CEPBEPOB

B HacTOoAWMM MOMEHT MHOrme opraHn3auun UncnbiTbiBaOT I'IOTpe6HOCTb opraHmn3oBaTb
VIH(bpaCprKTypy ansa ynaneHHoﬁ pa6OTbI COTPYyOHUKOB, UITA ObITb rOTOBLIM Ha4aTb €€ MacCOBO
npenoctaBnATb.

|_|pVITOM, B COBPEMEHHbIX peanunax and Poccun MOXHO BbIgeNnTb HECKOMBKO TpeHOoB.

Bo-nepBbix, AByeAMHOE NOHATUE «MHAPACTPYKTYPbl yaaneHHbIX pabodnx mect». Beé vawye ato
OOHOBPEMEHHO [ABE TEXHOMNOrMM, B KaKOW-TO MponopumvM Aenswme mexgy cobon [onu
nonb3oBarenen. 3Tn TexHonorn — BPM, BupTyanbHble paboune mecta (VDI, Virtual Desktop
Infrastructure), n TepMuHanbHbIE cepBepbI (BKMoYaa nyonukaumio oTaenNbHbIX NPUNOXKEHUI).

WHTepecHo 4TO peako, HO perynspHo, Nonb3yeTca CNPoCcOM TPeTUn BapuaHT — NOAKMIOYEHME K
dunsmyeckum MK, B pamkax eguHON CUCTEMBI.

Bo-BTOpbLIX, CTpOrMm Kypc Ha Linux, Bo Bcex anemeHTax peweHuin. Windows-nHppacTpyKkTypbl,
4yacTo, Mo MpPeXHeMy UCMOMb3YyTCA, HO AaXe eCnu Tak — HOoBble (hepMbl BUMpTyanusauyuu
pabounx MecT cTposTes Ha Linux-mHdpacTpykType.

MawwuHa Ckana”p MB.BPM yunTbiBaeT 3TK TpeHObl, B PELLEHMN peanu30oBaHbl BO3MOXHOCTH
ucrnonb3oBaHua n Windows-, n Linux-onepaunoHHbix cuctem. MNputom, n B BapmaHte BPM, n B
BapunaHTe TepMUHanbHbIX CEPBEPOB.

MprvmeyvaTenbHO, YTO Takasi MHppacTpykTypa obecrneudvBaeT psg NPeVMyLLECTB, AaXe eCcnu
Nonb3oBaTeNu C Hel B3anMOAENCTBYIOT He YAaneHHo, a U3 oguca opraHmsaLuu.

O6bI4YHO, MOXXHO BbIAENUTL Criegyowme NnpeMmMmyLLecTea.
Be3onacHocTb

Korga nonb3oBaTtenb pabotaeT Ha yganeHHom paboyem wmecte, 910 pabovee MecCTo
pacnonoxeHo B LIO[ opraHmsauun. Bce gaHHble nonb3oBaTtens XpaHAaTcs Ha Hem. [octyn K
NPoOYMM CUCTEMaM paspeLLeH ToMbKo ¢ 3Toro 6esonacHoro paboyero mecra, a He € yCTpoMCcTBa
nonb3oBarens.

Kpome Toro, MOXHO paspeLumnTb AOCTYN He TONbKO ornpeaeneHHbIM Nofb30BaTensM, HO U TONbKO
C onpeneneHHbIX ycTpolcTB. Kaxgoe noaknioyeHve nonagaeT B XKypHan, AOCTYMHbIA Ans
ayguTa.

Taknm o6pa3oM, KOHTPOSb 3a AaHHbIMK M Be3onacHOCTbIO yeunmeaeTces. OrpaHnyeHme goctyna
K cucteMam 1 faHHbIM U3BHE OpraHmsaumnm peannsyeTcs BO MHOIOM YXKe CaMOW apXUTEKTYpPOW
Takou CUCTEMbI.

CoBMeCTUMOCTb

YnaneHHble paboyre Mecta 04eHb CUNbHO TUNM3MpytoTes. OanHaKoBbIe PECYPCbl, OAUHAKOBbIE
onepaLMoHHbIe CUCTEMbI U UX BEPCUM, OAMHAKOBOE OKpPYXXeHME. [PUTOM, TaKMX «TUMOB» MOXET
OblTb HECKONbLKO Aa)ke AN oAHOro rnonb3oBaTens.

Takne BO3MOXHOCTU MPUBOAAT K TOMY, YTO 3agada maccoBoro 3anycka O ¢ TeMun unu nHbiMu
TpeboBaHMSAMM COBMECTUMOCTM C OKPY)KEHMEM peluaeTca nyTem 3anycka ero B
yaaneHHbIX\BuMpTyanbHbiX  paboumx mectax. [10 He 3anyckaetca Ha yCTPOMCTBax
nonb3oBaTtenen, Ansa KoTopblX, 0ObIYHO, XapakTepeH pas3bpoc B xapaKTepucTuKax, BEPCUSAX U
OKPY>KEHUN.
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MawwuHa Buptyanusauum pabounx mect Ckana*p MB.BPM

Takve koHdUrypaumm mMoryT 6biTb BOCTpeboBaHbl Kak Ha MOCTOSIHHOM OCHOBE, Tak U Ha BpeMms
murpaummn npuknagHoro MO Ha uenesyto nnatgopmy.

OonTuMusauma

YpaaneHHble paboune mecta 04eHb CUIbHO TUNuanpyroTesa. OgmMHakoBble Pecypcbl, OOUHAKOBbIE
onepawumoHHbIE CUCTEMbI U UX BEPCUM, OOMHAKOBOE OKPYXEHME. DTO MUHUMU3UPYET KOSTIMYECTBO
WHUNOEHTOB, Tpedylowmx BHMMaHWS agMUHUCTPATOPOB W CMELManucToB  MOALEPXKKN
nonb3oBaTenen.

O6cnyxuBaHue, T.e. Taknme onepauumn kak yctaHoBka obHoBneHuin Ha OC, Ha O, nsameHeHune
coctasa Tunosoro MO paboyero mecTta OTANYHO aBTOMATU3NPYIOTCH, YTO NPMBOAUT K TOMY, YTO
TpygosaTtpaT Ha obcnyxuBaHve 6onbloro uyucna paboumx mect Tpebyetca HemHoro. A
HeKoTOopble onepalmm, Takme Kak maccoBoe bbicTpoe fobaBneHne pecypcoB K pabodemy MecTy,
B NPUHLUMNE AOCTYNHO ANl pabo4mx MECT TONbKO KOrga OHW BUPTyasibHbIE.

MawwnHa BnpTyanbHbIx paboumnx mect Ckana”*p MB.BPM

MawwuHa Ckana”p MB.BPM npusBaHa ObiTb rMbkuM CTpouUTENbHBIM GnokomM  Ans
WHPaCTPYKTypbl yOaneHHbIX\BUpTyanbHblXx pabounx mect. B 3aBucumoctn o1 6usHec-
TpeboBaHni unu a3 npoekta, MawwnHa MOXeT ObITb yCTaHOBEHa B TOM WAW MHOW
KOHurypaumm. Hanpumep, ctapToBbii MogyNb MaluvHbl NO3BONUT peann3oBaTth nepsyto asy
peweHunsa ans 400 nonb3oBartenen. 3atem, MMeOLLMECH pecypcbl MOTyT ObiTb pacluMpeHbl Noa
Tpebyemoe KonnmyecTso norb3oBartenen BTopon asbl JobaBneHmMeM Moaynen paclumpenmns. Ha
cnegywowlen ase npoekra MoxeT ObiTb fobaBneHa ewé ogHa MawwuwHa B gpyrom WO ons
peanusaumm KatacTpodoyCTONYNBOCTM MHPPACTPYKTYPbl BUPTYarbHbIX paboynx MecrT.

LlenecoobpasHoctb  ucnonb3oBaHus  Ckana”p MB.BPM  HauvHaeTca  npumepHO ¢
400 nonb3oBaTtenen. MNMpotectnpoBaHHbin Mmakcumym — 16 000 nonb3oBaTenen. B npopaboTtke
Haxo4AaTCAa MHPPaCTPYKTYpbI CBbILe YeM Ha 25 000 nonb3oBaTenen.

MawwuHa Ckana”p MB.BPM wucnonb3yeT B kadectBe dyHAaMeHTa [UMNEPKOHBEPTrEHTHYHO
MawwuHy BupTyanusauum Ckana”p MB.C, n nporpammHoe pelwieHne basuc.WorkPlace (Takke
n3BecTtHoe kak «Ckana-p BPM (BuptyanbHoe paboyee MecTo)».

Ba3suc.WorkPlace sBnaetcsa 3penbiM NpoAyKTOM, OOHUM U3 BeOyLWMX POCCUNCKUX peLLeHUi
BMpTyanu3auun paboymx MecT, ¢ 60MnbLINM KONMYECTBOM (DYHKLMA.

(B Tekcte TepmuHbl Basuc.WorkPlace n BPM B3aumo3ameHsiembl. Hanpumep, «KIveHT
Ba3suc.WorkPlace» n «knueHtT BPM» 03Ha4aloT ogHO 1 TO xe.)

[Mpeumywectea MawmHbl Ckana’p MB.BPM

= CospgaHue, HacTpoiika 1 ynpaBreHne nynamu BUpTyanbHbIX paboynx CTONOB PasHOro
HasHa4eHus: oT Habopa paboymx CTONOB, KOTOPbIE HACTPaMBAOTCS UHAMBUAYANbHO Nog
HYyXObl  KaXZoro nonb3oBatens (Hanpumep, PyKoOBOAWUTENS WU YHUKANbHOMO
cneumanucTa) Ao Habopa TMNOBbIX Pabounx MEeCT roccrnyaLlero unm nyna BUpTyanbHbIX
MallVH, co3gaBaeMblX MO Mepe HeobXOOUMOCTM CPOKOM Ha OAHY MONb30BaTerNbCKyH
ceccuio.

= Kpome BupTyanbHbIXx paboumMx MeCT M TepMUHanbHbIX CEepBEPOB, NoadepXuBaeTcs
ynpaBrieHne JOCTYNoOM Nonb3oBaTenen K oTAenbHbIM NPUNOXKEHUSM, ONyGNIMKOBaHHbIM
Ha TepMuHanbHbIX CepBepax, a Takke MOAKMYeHWe nonb3oBaTenen K U3nYeckum
KOMMbloTEPaM.

= [lopaepxka kak Windows, Tak u Linux.
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MawwuHa Buptyanusauum pabounx mect Ckana*p MB.BPM

= MHoxecTBO HacTpoek Ges3onacHOCTM, TakMX Kak MNogdepkka CcMmapT-kapT U
ABYX(HaKTOPHOW aBTOPM3aLMM, aBTOPM3aLNSA NONb30BaTENbCKUX YCTPONCTB.

= [Mopaepkka T.H. «CBSI3aHHbIX KIMOHOB», PEXMMa cTapTa MHOXEeCTBa BMPTYyarbHbIX
pabounx MecT U3 egMHOro «MacTep-obpasay.

= Bce dyHkumm BPM poctynHbl Yepes3 nporpaMmHblie uHTepdgencol (API), 3a cyeT yero
BO3MOXXHa A0MNOSTHUTENbHAA aBToMaTu3aumna onepawummn Hag MHPpacTpyKTypon.

= He4dyBCTBUTENBHOCTL K €AWMHWYHBIM  OTKasaM, Kak Ha YypoBHe nnatdopmbl
BUpTyanuaaumm, Tak U Ha ypoBHe KOMNOHeHToB BPM-uHdpacTpykTypbl. BO3MOXHOCTb
CO34aHNA KaTacTpoOyCTONYMBBIX PELLEHWUIA.

= [mMnepkoHBepreHTHas apxuTeKTypa YPOBHS BUPTYyanusauuu ynpowiaet
mMacwTabupoBaHmne peLueHns n obecnevmBaeT HagEeXHYI0 U NPOM3BOANTENBHYIO paboTy
npu 6GonblinMx Harpyskax. [MNepKoOHBEpPreHTHasi cucTemMa XpaHeHus noaAepXuBaeT
MacluTabnpoBaHme NpPoOM3BOLAUTENBHOCTU Kak BepTuKanbHO (Bblbopom Bonee ObICTpbIX
Hakonutenem), Tak W  TOPU3OHTanNbHO —  BblbopoMm  Gonbwero  4ucna
Hakonutenewn/cepsepoB. Kpome TOro, Takas cuctema COCTOMT M3 BOnbLIOro 4ucna
PaBHO3HAYHbIX Y3IIOB U apXMTEKTYPHO HE MMEEeT €4MHCTBEHHOrO KOMMOHEHTa, KOTOpPbIN
Mor 6bl CTaTb Y3KMM MECTOM.

= [apaHTus coBmectumocTn — Ckana”p nposoaut R&D paboTbl no Beibopy 1 Banngawmm
obopynoBaHNa BMeCTe C WUCMNONb3yeMbiM nporpammHbiM obecneveHnem. CepBepbl,
KOHTPONMEpPbl, HaKoNuUTenu, CeTeBble KOMMYTaTopbl, NporpamMmHoe obecnedeHve
BMpTyanusauuw, ynpaBneHus, BUpTyamnbHbIX paboynmx MecT — TeCcTupyrTCca W
aTTECTYIOTCA UMEHHO B TOM KOMOMHauuK, kotopasa byaeT NoCTaBNATLCS.

= CepuiHoe npou3BOACTBO MO3BOMSET CO34aTb  TUpaXupyemoe  pelleHne ¢
pernameHTHbIMK cpokamu goctynHocTn. ObopyanoBaHme 13 coctaBa MalwmHbl sBNSeTCS
He TOMbKO TEXHUYECKM BannaupoBaHHbIM, HO M MaccoBO AOCTYMHbIM Aris 3aka3a. B Tom
yucne, 3a CYeT COTPyOQHUYECTBA C HECKOMBbKMMKU MOCTaBLMKaMyu 060pyaoBaHUs, KpoMe
coBCTBEHHOro NPON3BOACTBa cepBepoB Mapku Ckana”p.

= CobcTtBeHHas cnyxba nogaepku no3ponseT obecnevntb NOAAEPXKKY U3 OOHOMO OKHA —
Nno BCEM COCTaBMSKLWMM KOMMNekca. MHUMOEHTbl, OaXe Ha CTblke annapaTtHbiX WU
nporpaMMHbIX KOMMOHEHTOB, OyayT pasbupatbca cnyxbon nopaepxkn Ckana’p,
KOTOpble, NpM HEOOXOAMMOCTU, yXe caMun obpaTtaTcsa B Noaaepkky npovsBoautens
KOHKPETHOro KOMMOHEHTA.

CueHapun ncnonbs3oBaHust MawmHel BPM

MaLIJVIHy MOXeT ObITb u,enecoo6pasHo MCMOoJ1b30BaTb B pa3HbIX CLEeHapusax. Kak npaBwuIio, OHU
oTnnyarTca MmacwTabaMm 1 KOMMNNEKCHOCTLIO.

MacwTtab ygobHo oueHMBaTb B KONMYECTBE MOfib30oBaTenen (XoTa 3Ta XapakTepuctuka n He
SABNAETCA BCEOOBHEMIIOLLEN Y OLHO3HAYHON, HO OHA NMO3BONSAET ObICTPO MOMYYUTb OLIEHKY).

KoMnnekcHoCTb 3aBMCUT OT YMCNa U COCTaBa KOMMOHEHTOB, BXOASILLMX B COCTAB peLleHus 1nm
WHTErpuUpYyoLLMXcsa ¢ HUM. Hanprmep, ecnv KOHKPETHOM criyyae pelleHune 6yaeT npeaocTaBnsTh
TONbKO BMPTyarnbHble paboynMe MecTa, TO KOMMMEKCHOCTb PEeLUeHUsT HUXKE, YeM ecnu eLé u
AOCTYN K CECCUAM TEPMUHAIbHbLIX CEPBEPOB.

«UHdpacTpykTypa hunmana»

XapakTepHbiM NPUMEPOM SABMSETCA cueHapui noctpoeHna BPM-uHppacTpykTypbl Ans
OTHOCUTENBLHO HeBoMbLLOro Yncna nonb3oBatenen (Puc. 1). XoTa Mbl U Ha3Banu 3TOT CLEHapUN
«MHGpacTpykTypa ¢unuanoB», HO nogobHass WHpacTpykTypa BMonHe MoxeT ObiTb
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MawwuHa Buptyanusauum pabounx mect Ckana*p MB.BPM

BocTpeboBaHa W BHyTpu UueHTpanbHoro LO[M, Hanpumep, ansa ocobGeHHOW KaTeropum
nonb3oBaTtenen.

= C NynBPM o & E]\[]/I:”j

r@\_ — " BM BM BM
L1 T : ! = LDAP

U3 oduca = [lpodunu
* MOHUTOPUHT
00000000 — o- = Xennaeck

00000000 — oo

Puc. 1. Cxema «MHpacmpykmypbi chunuanax

B aTom cueHapun, kak npaBuno, OTANYUTENbHLIMU OCOBEHHOCTSAMN MHAPPACTPYKTYPbI OyAyT:
= OpHa MawwvHa, MUMHUMarnbHOW KoHUrypaumm

= [Jonyctumo oTcyTcTBMe GanaHCcMpoBLLMKa Harpy3ku — knveHT BPM nossonsieT ykasaTtb
agpeca napbl AMCNETYEPOB NOAKIIOYEHUI, U B HEM peann3oBaHa normka obpalLeHnst Ko
BTOPOMY €Cnu MepBbii He OTBeTMN. OTO MO3BONSET peanu3oBaTb CLEHapuii
pe3epBMpOBaHMS AMCNETYEPOB NoAKMHYeHMI 6e3 GanaHCMpPOBLLMKa Harpy3ku

= OTcyTcTBME KaTacTpooyCTONUYNBOCTH
Kakoe e yucno nonb3oBaTenen aBnsaeTca « HebonbLwum»?

B cnyyae MawwuHbl Ckana”p MB.BPM — 310 npumepHo 400, ons CcywecTtBeHHO MEHbLUEro
KonmyecTBa TepsieTcs LenecoobpasHOCTb NOCTPOEHMs BblaeneHHomn nog BPM nHdgpacTpykTypbl.

(Ho B aTtom cny4yae cnegyet paccmoTpeTb MawuHy cepBepHon BuptTyanusauum Ckana’p
MB.C, pononHuB eé€ nuueHsuamum Ha BPM. Takaa komMOuHauus no3BOnAWUT MOMy4YuTb
WMHPaCTPYKTYPY CEPBEPHOM BUPTYanunsauum, 1 4acTb €€ pecypcoB BbigenuTtb ans BPM).

CueHapui MMNopTOo3aMeLLeHUs

B aTOM cueHapuu nepen opraHusauven CTouT 3agada cosfaTb KpYnHyo nHppacTpyktypy BPM
¢ Hynsa (Puc. 2). lMNputom, 3T0 MOXeT ObITb kak nepBas Takas WMHPACTPYKTypa, Tak U
WHpaCTPYKTYpa Ha 3ameHy Takum pelueHusam, kak Citrix XenDesktop, VMware Horizon n gp.
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Puc. 2. Cxema CUeHapus uMmriopmo3lamelieHus

Bunka konnyectBa nonb3oBaTened O4YeHb Oonbllag — HayYMHash C HECKOSNbKMX COTEH,
npoaonKaa HECKONMbKMMWU ThbiCAYaMU, N OaXKe HECKONTbKUMU OEeCATKaMU TbiCAY nonb3oBaTtenem.

OTnnunTenbHbIMM  OCOBEHHOCTSIMU  TaKOW I/IH(*)paCprKTypbl ABNAKOTCA KOMMJIEKCHOCTL WU
3agencreBoBaHue MaKCnMyma C*)yHKLI,VIOHaJ'Ia pewenHna:

= B nepByto ovepenpb, 3T0 KOMOMHaALUMA BblAENEHHbIX BUPTyanbHbIX MawnH BPM n ceccui
TEpMUHanNbHLIX CepBepPOB

= HeogHoOpoaHbIN [OCTYN — OAHW NONb30BaTENM MNOAKMIYATCA U3HYTPU KOPNopaTUBHON
ceTn, gpyrme — «cHapyxu». U ana tex, n gns gpyrux notpedyetca macwrabupyemas n
OTKasoycTondmBaa WHCTansauma aucrnetyepoB nogkntodeHnss BPM. U Takas xe —
6anaHCMpOoBLLMKOB Harpy3Kku

= Tcnonb3oBaHWe Linux-onepaumoHHbLIX CUCTEM Kak Ha CTOPOHE BMpPTYyanbHbIX paboumx
MECT N TEPMUHAIbHbIX CEPBEPOB, Tak N HA CTOPOHE NONb30BaTENbCKUX YCTPOUCTB

= Vcnonb3oBaHue nepuepnnHbIX yCTPOUCTB

= TpeboBaHMA NO ynpaBnsgeMOCTM Takon WHAPACTPYKTYPbl YAaCTO MHOrOKpPaTHO Bbille.
MpuoputeT YHKUMIA NO  Xenngecky, OTYETHOCTW, MOHUTOPUHrY, cpeacTBam
aBTOMaTM3aLMM1 MOBbILLIAETCH

ApxutekTypHble BapnaHTbl MawwunHel BPM

B aTtom pasgene 6ygyT onmcaHbl OCHOBHbIE KOMMOHEHTLI peleHuns (Puc. 3) n Hanbonee 4acto
BCTpeYaloLLmMecs BapnaHTbl X peanusauun.

O6paTtute BHMMaHne — B cocTaBe MawwuHbl Ckana”p MB.BPM ogHOBpeMEHHO NpuCyTCTBYIOT
n nnatgopma BUpTyanbHbIX pabovmx MecT, u nnatgopma cepBepHoOn BUpTyanusauun. 3aecb
OyayT npuBefeHbl OCHOBHblE apXUTEKTYPHble OCOBEHHOCTU 3TOW NNaTtgopMbl, HO ecrnv Bam
notpebyetcs Oonblwe AeTanend, TOo obpatuTecb K TexHudeckomy o063opy MawuHbl
Ckana”p MB.C.

BupTyanbHble paboyne mecta — 3TO OYEHb KOMMIIEKCHOE PELLUEHNE, N HE BCE €0 KOMMNOHEHTbI
MOryT BOMTU B cocTaB MawunHbl. B nepByto ouepenb, peyb Npo Takme KOMMNOHEHTbI Kak rocTeBble
onepaumoHHbIE CUCTEMbI BUPTyanbHbIX pabounx MecCT, cnyxObl ynpaBneHus npounamMm
nonb3oBareneun, 1 ap.

OTM KOMMOHEHTbI cneunduyHbl Ans Kaxkaoro NpoekTa, UxX nuueH3npoBaHue, NraHnpoBaHue U
3KcnnyaTaumsl He NoKpbIBaeTCsl B JAHHOM [JOKYMEHTE.
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Puc. 3. OcHogHble KomnoHeHmMbI peweHusi Ckana™p MB.BPM

1. YcTponcTBo goctyna nonb3oBaTtens v knueHT Basnc WorkPlace

MoxeT 6bITb koMnbtoTepoM ¢ Windows- nnu Linux-onepaumnoHHON CUCTEMOK, a TaKKe «TOHKUM
KnueHtoMm». OCHOBHOe TpeboBaHME — Ha HEM [AOoMmkeH ObiTb YCTaHOBSIEHO MpPOrpaMMHoe
obecneyveHne «knueHt Basuc.WorkPlace», koTopoe peanuayeT noaknyeHue kK pabovemy
MecTy.

OTO NpUNoXeHue BbINOMHAET psg 3agay, KpoMe CO6CTBEHHO NOAKTHYEHUS:

= ®opmupoBaHue hardware ID (HWID) gna astopusaumm yctporncTtea goctyna. [lpwu
nogkrnodeHnn k ucnetyepy nogkntodeHnn knmeHT nepegaet HWID n nidopmaumio 06
ycTponcTtee. Ecnu HacTpoeHa cooTBeTCTBYOLWAA nonutuka, To bpokep BPM npounssoaut
aBTopm3aumto yctponctea no hardware D

= BsaunmopencTteue co cmapT-kapTon npu aBTopmusaunm No ceptudukaTty

= CwmeHa naponsa nonb3oBaTens. Ecnu BO Bpemsa aBTopM3auumn okas3anocb, YTO Maposib
nonb3oBaTensi NPOCPOYEH, KNMMEHT oTobpaXkaeT akpaH CMeHbI Napons. BaxHas dyHKuns
4na none3oBartenen, y kotopblx VDI aBngeTca egMHCTBEHHLIM OKHOM B KOPMOPaTUBHYHO
ceTb

= HacTtpowka n 3anyck npoTtokona gocraesku pabodero ctona. KnueHt basnc.WorkPlace
Nno3BONSIET MONb30BATEND HACTPOUTbL MPOBGPOC MPUHTEPOB, CMapT-KapPT, NOKasbHbIX
ANCKOBbIX PECypCcoB, BblIbpaTb MOHUTOP U pPeXnm oTobpaxeHus yaaneHHoro paboyvero
ctona u T.4. [OnNs HacTPOMKM HEKOTOpbIX napameTpoB TpebyeTcs paspelleHne
agMuHucTpaTopa. Korga HactaeT MOMEHT MOAKMOYEHUs K BUMPTyanbHOMY paboyemy
cTony, KNMeHT (hopMUpyeT napameTpbl 3anycka UCrnonb3yemMoro NpoTokona 1 3anyckaet
ero
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2. BanaHcUpoOBLUUK Harpy3ku

OnumoHanbHbIM (B HeGonbLUMX MaclwTabax BHeOPEHUsT) KOMMOHEHT peleHus. ObecneymBaeT
GanaHCcMpoBKy Harpysku Mexagy Aucneryepamy MOAKIHYEHUA, U OTKa30yCTOMYMBOCTb
(nepenanpaBnaga obpalleHns Ha paboTatomne aucnetTyepbl BMECTO OTKa3aBLUMX).

AnbTepHaTnBOM ABNAETCA WTaTHasa pyHKUmnA knneHTa basuc.WorkPlace ncnonb3soBaTtb cnucok
a[pecoB AnNcneT4epoB MNOAKMIOYEHMI, C NOCNeaoBaTeNbHbIM ObpaLLeHNeEM K KaxgoMy agpecy u3
3TOro crnmucka.

3. Oucnetyep nogkntovyeHnn basnc.WorkPlace

BupTyanbHasa mawmHa ¢ ycTaHoBreHHbIM cepBepHbIM 10 ¢ ponbto «[AncneTtyep NoaKmoYeHnny.
OT0T cepeep:

1. NpvHMMaeT NoAKMYeHns nonb3oBaTenemn
2. nepepaet ux Ha cepBep ¢ ponbio «bpokep BPM» gna astopusaumm

3. nocne ycrnewHou aBTopm3aLmMmn OTKPbIBAET NOAKIOYEHUNE K yAaneHHOMY paboyemy MecTy
UnNyu TEpMUHaNbLHOMY CepBepy

ObpaTuTe BHMMaHWe, YTO MOAKIOYEHUE K paboyeMy CTONy BCerga OCyLLEeCTBISIETCA «CKBO3b»
avcneTyep noaknoyeHunin. Takum obpasom, AncneTyep NoaKoYeHU SBRSIETCA €4UHCTBEHHbIM
KOMMOHEHTOM peLUeHusl, KOTOpbIA [OfkeH ObiTb HanpsiMylo [OCTyneH C YCTPOWCTBA
nonb3oBaTensi.

OO6bI4HO, 3TO O3Ha4YaEeT, YTO MMEHHO BUPTYarnbHble MalUHbI C 3TON POMbi0 AOCTYMNHbI KU3BHEY
ceTteBoro cermeHta BPM, 4yto oHu paboTtatotr B8 DMZ, n gocTtyn K HAM 1 X COCTOsIHME Hanbornee
Ba)XHO KOHTPOSIMPOBATh C TOYKM 3peHuns UB.

[duncnetyep NogkNOYEHUN NepeckiniaeT 3anpockl NoNb3oBaTenen Ha TOT UM MHOW U3 AOCTYMHbIX
6pokepos BPM, a nocne ycnewHomn aBTopm3aumm — OTKPbIBAET «CKBO3b CeOS» NogKnoveHme K
BUpTyanbHoMy pabouyemy mecty. Kaxabin gnucnetyep cnocobeH obenyxutb, obbi4HO, o 1500-
2000 nonb3oBaTesibCKNX CECCUMN.

4. Bpokep BPM

BupTyanbHas mawumHa C yCTaHOBMNEHHbIM cepBepHbiM 10, ¢ ponbto «bpokep BPM». OT1oT
cepBep gBndetca agpoMm BPM-uHdpacTpykTypbl, XpaHuUT KU o6cnyxuBaeT KoHdurypauuio,
WHTErpupyeTca co CTOPOHHUMN KOMMOHEHTaMU.

Ha cxeme Ha Puc. 4 npounniocTpmMpoBaHo, YTo Bpokep:

= npuHMMaeT obpaleHuna nonb3oBaTenen, u B3ammoaencteyeT ¢ LDAP-kaTtanorom gns ux
aBsTopusaumm

= obuwaeTcs ¢ 6a3on gaHHbIX, BbliaeneHHon nog BPM, raoe xpaHuT KoHdurypauuio

" o6pau.|,aeTcs=| Ha I'IJ'IaT(bOpMy BUpTyanum3aumn aOnd BbINOJIHEHUA OI'IGpGU,I/IVI Han
BMpTYyalribHbiIM/ MallMHaMun

B 3aBucumocTM OT umMcna nonb3oBaTenen (M, Kak crnegcteme, Harpy3kmn) 6pokepoB MOXeT ObiTb
HECKONbKO 3K3eMNNSApOoB, U gaxe Oonee TOro — Ha OTAEeNbHbIE BUPTyanbHble MalluHbl MOTyT
ObITb BbIHECEHbI HEKOTOPbIE KOMMOHEHTLI Bpokepa.

Kaxxabih 6pokep cnocobeH obcnyxmntb 40 pasfnnyHOE YMCOo Nornb3oBaTenen B 3aBMCUMOCTM OT
KOHGoUrypaLumm ceoemn BUpTyanbHOW MaLUVHbI.
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5. BuptyanbHble paboune mecta U TepMUHarnbHble cepBepbl

AgomuHucTtpaTtop BPM ykasbiBaeT napameTpbl NyroB BUMPTyasbHbIX paboymx MecCT, Takue Kak
4YUCIO BUPTYarnbHbIX MalVH B nyre, obpas n3 KoToporo ux cnegyeT co3fgaBaTtbh, JOSDKHbI NN 3TO
ObITb NONHbIE BUPTYyarnbHblE MaLLMHbI NN cBsi3aHHbIe KNoHbl (linked clones).

Kpome Toro, agMMHUCTPATOPy AOCTYMNHO CO3AaHNe NyoB TEPMUHANbHbLIX CEPBEPOB C YKaszaHUeM
COOTBETCTBYHOLLMX NapaMeTpoB.

Bpokep BPM oGecneynBaeT 3T1 KOHUrypauum, passepTbiBasi COOTBETCTBYIOLLME BUPTYarbHble
MaLUVHbl Ha NnNaTgopme BUPTyanu3aunm n3 ykasaHHbIX LWabrnoHoB.

TunoBasa cxema

B apxuTekTypHOIN cxeme NpUCYTCTBYIOT Kak cneuunduyHble ans Ckana”p MB.BPM KOMMNOHEHTHI,
TaK N HecrneunduyHble.

Ko BTOpbIM OTHOCATCS KaTanor LDAP, rocteBble OC, MHCTPYMEHTbI ynpaBrneHus npounamm
nonb3oBaTtenemn, cucTemMbl MHoOpMaUMoHHON 6e3onacHOCTU 1 T.N. OHU OCTaHYTCs 3a pamKamu
OaHHOro JOKyMeHTa.

HayHem co cneumdumyHbix gns Ckana”p MB.BPM komnoHeHTax (Puc. 4).

| i

fir o : — :
1 § ' '

' t ] '

i '

NOAKNIOYEHWI

L] mp

Aucnetuep
NOAKNIOYEHUHN
BPM

., (=

MNnatdopma
BUPTYanusauuu

Postgres LDAP

Puc. 4. Tunosas cxema

Bbasa paHHbIX Postgres moxeT ObITb pa3BepHyTa B BUPTYanbHOW MalivMHe Ha camon MawwuHe
Ckana”p MB.BPM.

B Tunoeon cxeme pasBepTbiBaeTca napa gucnetyepoB noakntodeHun BPM. OguH ak3emnnap
cnocobeH obenyxuntb 1500-2000 nonb3oBaTtenen, 4ero 4acTo goctaTtodHo. Ho ansa peanusaumm
BbICOKOW JOCTYNHOCTWN 3TOrO KOMMNOHEHTa crneayeT Ao6aBuTb BTOPOW 3K3eMnnsp.

Appeca aTuX gUcneT4epoB cnenyeT ykasaTb B HAaCTporkax knneHTa BPM, KOTOpbI OMMKEH ObiTb
YCTaHOBIIEH Y KaXXOoro nonb3oBatensa nHgppacTpyktypbl BPM. MNpu ykasaHum 6onblue ogHoro
agpeca KNMeHT BGyaeT noaknyaTbCsa K HMM nocriegoBaTernibHO. Takum obpasom, axe ecnu
OOMH U3 HUX BygeT BpeMeHHO HeOCTyNeH, NOAKIIYeHe BCE paBHO Npovsonaer.

BBenenune 11 n3 36



MawwuHa Buptyanusauum pabounx mect Ckana*p MB.BPM

Bbpokep BPM 006blMHO pasBepTbiBaeTCs B OTKA30yCTOMYMBOW KOHdurypauum u3 Tpex
9K3eMMNNApoB.

Pa6otocnocobHocTe BPM-MHdpacTpykTypbl HanpsaMyk 3aBuUcuT OT paboTocnocobHOCTM
nnatdopmbl BupTyanuasaumu. [Janee Oyger onmcaHa €€ TunoBasd apxutektypa ans BPM-
peLueHus.

B nnatdopme BupTyanuMsaumMum MOXHO BblOENUTb TPU OCHOBHbIX KOMMOHEHTa: cepBep
ynpaBreHusi, nporpaMMHasi CMCTeMa XpaHeHMs1 U KOHdUrypaums knacrepa rmnepsu3opoB.

Tak kak ansa pabotocnocobHocTn BPM kputudeckn BaxeH cepsep ynpasfieHus nnatgopmon
BUpTyanusawuuu, To ero crieyeT yCTaHOBUTb B OTKA30YCTONYMBOM KOH(UrypaLmm n HacTpouTb
pe3epBHOE KONMMpPOBaHUe.

TunnyHas KoHUrypaums ons NnporpaMMHON CUCTEMbI XpaHeHUs — Mo ymonyaHuo. OcHoBHas
nepemMeHHas BenMynHa — nonuTuka pes3epBuUpoBaHNA OaHHbIX ONA Pa3HbIX KOMMOHEHTOB. [ns
KPUTMYHBIX  BUPTyanbHbIX MalUWMH, Kak npaBuno, uenecoobpa3Ho BbiOpaTb MOMUTUKY
obecneyvBaioLLyt0 MOTEP [ABYX KOMMOHEHTOB. K KPUTUYHBIM OTHOCATCA CepBepHble
KoMnoHeHTbl BPM, cepBep ynpasneHus nnatopmon BUpTyanusaumu, npovne BUpTyasnbHble
MaLLVHbI, OTHOCALWMeECs K BaxkHbIM Anst BPM dyHkumam (cepsepbl LDAP, cdannosbie cepsepsl,
cepBepbl 6a3 gaHHbIX 1 ap.).

Ons HEeKPUTUYHbIX BUPTYyanbHbIX MalWH MOXET OblTb MNOMUTMKA XPaHEHMSI C MEHbLUUM
pe3epBupoBaHMeM, BNIOTb 4O ero oTcyTcTBus. [locnegHee MoXeT GbiTh LenecoobpasHo ans
TUNOBbIX paboynx MecT (06bIYHO, «CBSI3aHHbLIX KIOHOBY»), BHYTPM KOTOPbLIX HEe npeanonaraeTcs
XpaHeHMs1 AaHHbIX nonb3oBaTeneil. Kak crnenctsve, npu oTkase, Hanpumep, HakonuTens u
BbIXO€ N3 CTPOS TeX BUPTYyarnbHbIX MaLLMH YTO GblfiM Ha HEM YaCTUYHO PacMoNoXeHbl — MOryT
OblTb pa3BepHyTbl OOMONHUTENbHbIE HOBble Konuu. LlenecoobpasHocTb nogobHoro noaxoaa
CreayeT OLeHMBAaTb B KaXKQOM CrlyYae He3aBUCUMO.

[na knactepa runepsmM3opoB CTaH4APTHbLIM NOAX0O0M SABMASETCS HacTponka (yHKLMIA BbICOKON
AoCcTynHocTn 1 6anaHcupoBku Harpy3sku (DRS). Kpome Toro, Ans Tex KOMMOHEHTOB peLLeHus,
YTO pa3BEpPHYTbI B KNACTEPHON KOHUrypaLmm Ha HECKONbKMUX BUPTYarnbHbIX MaLLWH (3To 6pokep
BPM, gucneTtdep NogkmoYeHUN, cepBep ynpasneHus nnatgpopmMmon BupTyanusaumm, B nepsyto
ovepedb) crnegyeT HacTpouTb npasuna anti-affinity. 3To BaxxHO Ans TOro, 4To6bl UCKMIOYNUTL
BEPOSITHOCTb YTO OHW OKaXyTCHA Ha OAHOM CEpBEpPE U OTKaXyT OQHOBPEMEHHO B Crny4ae ero cbos.

Bapl/IaHTbI YCTaHOBK/ KOMIMNOHEHTOB

B otom pasgene OyadeT ykasaHbl Camble BaXHble BapuaHTbl pasBepTbiBaHWS KOMMOHEHTOB
MawwuHbl Ckana’p MB.BPM.

1. YcTponcTBo aoctyna nonb3oBaTtens

YcTponctBa goctyna MoryT 6biTb pasHbiMU, Ha HUX MOryT BbiTb ycTaHoBNeHbl pa3Hble OC. Ho
KNnoyeBasi xapakTepucTuka — Ha HEM JOSkKeH ObiTb ycTaHoBrneH (Mnu mHterpmpoBaH B OC
TOHKOrO KnneHTa) knueHT BPM.

O6paTtute BHUMaHWE, YTO peLleHne NoaLAEPKMBAET KIIMEHTCKME YCTPOMCTBA, MOCTPOEHHbIE Ha
npoueccopax barkan n 9nbbpyc.

Kpome Toro, peanusoBaHa noggepxka bBbasnc.WorkPlace aOns TOHKMX KIMEHTOB C
KasperskyOS, n ToHknx knneHtoB GETMOBIT.

2. BanaHCUPOBLUMK Harpy3kKu

B HekoTopbIX crnyyasix B peLLeHue LienecoobpasHo 4o6aBnTb GanaHCUPOBLLMK HArpy3ku, 3agaum
KOTOpOro:

= NpefocTaBndaATb €AuHbIM agpec Ans NoAKIYeHNA Nosib3oBaTenen
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= obecneyrBaTb BbICOKYH AOCTYMHOCTb AUCNETYEPOB NOAKMOYEHUIA

= OanaHcupoBaTb Harpysky Mexay Avcnetdepamu noaKoyYeHUn.

Mpw ncnonb3oBaHMM GanaHCUMPOBLLUKA HArpy3kM BaXkHO 06ecnevnTb ero CoO6CTBEHHYO BbICOKYHO
AOCTYMHOCTb.

3. AncneTtyep nogknoyveHun BPM

[ns oucneTyepoB NOAKMYEHWUIA MOXKHO BbIAENUTL TPY KPUTEPUS], BNMSIKOLLME HA apXUTEKTYPY.

lMepBoe — npousBoaMTENBLHOCTL. B cpegHem, oamH 3k3eMnnsp AucneTtyepa MNOAKMNHYEHUI
cnocobeH obcnyxnte 1500-2000 nonb3oBaTenen. Ecnvn B KOHKPETHOM NPOEKTE €CTb OCHOBAHMSA
npegnonaraTb HexapakTEepHYK Harpysky, Luenecoobpa3Ho npoBecTM TecTMpoBaHuMe Ans
noaTeepXkaeHnsa 3ToM  oueHkn. Ecnn OgHOMOMEHTHBIX NOAKMIOYEHUW Mofb3oBaTesien
npeanonaraetcsa 6onblie, Yem cnocobeH obpaboTaTe 0AMH ANCNeTYep — cnegyeT pa3BepHyTb
OOMNONHUTENbHbIE 3K3EMMNISAPHI.

BTopoe — BbicOkasi OCTYNHOCTb. [ncneTtyepbl NOAKMOYEHWIA MOTYT CTAHOBUTCS HEOOCTYMHbI,
nnaHoBO wmnu asapwunHo. CnegyeT 3anoXuTb AOMNOMHUTENbHbIE 3K3EMMNNAPbI AUCNETYEPOB
nogkntoyeHnn, no cxeme N+X, rge N — 310 Tpebyemoe 4MCno 3K3eMNNASPOB AMCMETYEPOB C
TOYKWN 3PEHUS MPOU3BOAMTENBHOCTU, a X — OOMNOMHUTESNbHbIE 3K3EMMNIIAPbI Ha Cryvan OTKasa.

Tpetbe — nogknioveHne k BPM-uHdpacTpykTtype MoXeT ObiTb BOCTpebOBaHO M3 pasHbIX
CceTeBblX CerMeHToB. Hanpumep, M3 odUCHOM CEeTU U 4epe3 UHTepHeT Ans yAaneHHbIX
COTPYAHWKOB. B HEKOTOPbIX Criydasx pernameHTbl MHOPMaLMOHHON Be3onacHOCTU NoTpebyroT
NCNONb30BaHNS HE3aBUCUMBbIX FPYNn AMCNeT4YepoB NOAKMYEHUA Ans 3TUX cerMeHToB. Toraa
BbIOOp uMCna [AOucneTyepoB [ANS  KaKOOro CerMeHta npov3BOAUTCA HEe3aBMCMMO, MO
BbILLEONUCaHHbIM COOBPaXKeHUSM.

4. Bpokep BPM

Bpokep BPM aBngaetca cepauem MawuHbl Ckana”p MB.BPM. Mpu ero HegocTtynHoctn BPM
nepecrtaeT PyHKUMOHMPOBATb. MM03TOMY ANS NPOMBILSEHHBIX CLieHapueB 6pokep A0MKeH ObITb
pasBepHYT B OTKA30yCTOMYMBOM KOH(PUrypaLmm Ha Tpex BUpTyanbHbIX MallnHax.

Ona wHdpacTpykTyp Ha MHoOrve Thicsynm nonb3oBatenen 6pokep BPM  moxetr ObiTb
uenecoobpasHo pas3BepHyTb Ha BonbLIEM KONUYECTBE MaLLWH, €CNIN €CTb OCHOBAHUSA CUYUTaTb,
4YTO MPOU3BOAUTENBLHOCTY Tpex ByaeT HeJOoCTaTOYHO B MMKOBbIE Yachl.

[na cambix MaclwTabHbIX MHPPACTPYKTYP Ha OoTAeNbHble BUPTYarbHble MallWHbI MOXeT BbiTb
BbldeneH KoMnoHeHT «Redis» ansg AOOMNONHUTENBHOrO MOBLIWEHUS MPOU3BOAUTENBHOCTH
kKomnoHeHTa «bpokep BPM». Ecnn Redis BbIHOCUTCS OTAErbHO, TO 9TO OONOSMHUTENBHbLIE 3+
BMpPTYyaribHble MawnHbl C 3TUM KOMMOHEHTOM.

5. BupTyanbHble paboyue MecTta U TEpMUHaNbHbIe cepBepbI

Ona BupTyanbHbiXx pabounx MecT uenecoobpasHO WUCNONb30BaTb APXUTEKTYPY CBSA3AHHbIX
KNOHOB BcCerga, korga ToNbKo BO3MOXHO. OHa obecneunBaeT ObICTpoe pas3BepTbiBaHME W
nepepasBepThiBaHNE BUPTYanbHbIX paboumx MecT (4To BaHO npu obHoeneHun OC un MO Ha
HWX), 3KOHOMUT MECTO Ha CUCTEME XPaHEHWSI, U 3HAYUTENBHO yNpoLLaeT agMUHUCTPUPOBAHKE.

ApxuTekTypa CBSA3aHHbIX KIIOHOB MpejnonaraeT HanuyivMe BUPTyanbHOM MalWHbl  C
npegycraHosneHHon OC wn MO, koTopas BbICTynaeTr mMacTep-obpasomM (MM «305I0TbIM»
obpasom).

Eé o6pa3 ncnonb3yeTcs «TONMbKO Ha YTEHME» MHOXECTBOM BUPTYarbHbIX MaLLUWMH OOHOrO «nyna
BUPTYasibHbIX paboyunx MeCT», BCE OHU CTapTYIOT C 3TOro eanHoro obpasa (Puc. 5).
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3atem kaxpgas n3 3TUX BUPTYarnbHbIX MalUMH UCNONb3YeT ANS 3anncu CBOUX YXKe YHUKaNbHbIX
AaHHbIX HEOOMNbLLON OUCK «OENbTY».

Onepayuu yteHuAa

BM BM BM BM
i | l l
Mactep-obpas Onepauuu 3anucu

Puc. 5. Apxumekmypa cesi3aHHbIX KITOHO8

Mpegnonaraetcs, 4To 3TOT AenbTa-Auck OyaoeT nepuogudeckn OOHYNSITbCSl, U COCTOSIHWME
BMPTyanbHOW MalluHbl OyaeT «oTkaTbiBaTbCA» Ha MacTep-obpas. YHMKanbHOCTb Kaxaow
BUPTyanbHOM MawwuHbl Oyaetr obecneyeHa (ecnn 3TO BOCTpebOBaHO) AaHHbIMK - U3
nepemeliaemMoro npodunsa nonb3oBaTens, KOTOpbIA OOMMKEH ObiTb obecnevyeH CTOPOHHUMU
WHCTPYMEHTaMMW.

6. NMpoTokon gocTyna K BUpTyarnbHOMy paboyemy mecty

B pelwweHun BupTyanbHbIX paboymx MecT MOryT ObiTb MCMOMb30BaHbl pasHble NPOTOKOMbl. B
nepsyto ouvepeab, 310 RDP n RX@Etersoft. Bbibop KOHKpeTHOro npoTokona cnegyet
OCYLLECTBUTb B 3aBMCMMOCTM OT TpeOOBaHUIN K peLleHnIO 1 BO3MOXHOCTEN NPOTOKOSIOB.

BoamoxxHocTu NPOTOKOJIOB YKa3aHbl B aKTyaanoﬁ OOKyMeHTauunn.

CansuHr

Huxxe onucaHbl npedersnbl MmacwmabuposaHus 0551 MawuHbi (
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Tabnuua 2).
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Tabnuua 2. lNpedernbl macwmabuposaHusi Ckana™p MB.BPM

Makc. konuyecTso nnowagok (LIO[) Ha ogHy nHcTannsuuo
BPM

PekomeHayeMbii MakCMMyM OOHOBPEMEHHbIX COEAUHEHUI
Ha ogHy nHctannsumo Ckana’p BPM

PekomeHayembIn MakcumyM [ucnetyepoB NOAKNIOYEHUA Ha
ofHy nHctannsauumto Ckana’p BPM

PekomeHOyeMbIn MakCUMyM OOHOBPEMEHHbIX COeANHEHNIA
Ha [ducneTtyep NoAKNYEHUN

PekomeHayembln Makcumym bpokep-meHeKepoB Ha OfHY
nHctannauuio Ckana”p BPM

MpoTecTnpoBaHHbLIN MAaKCUMYM OLHOBPEMEHHbIX
coeaunHeHun Ha 1 agpo CPU Bpokep-meHeaxepa

BoamoxHocTtn basunc.WorkPlace

Cos3paHue nynos paboynx cTonoB

1

PekomeHgosaHo: 10 000
lMpoTecTnpoBaHHbIN
makcumym: 16 000

10

2000

320

Myn paboynx CTONOB — 3TO Noruyeckoe obbeauMHeHWe BUPTyarbHbIX paboymx CTOMoB Ans
KaKkoW-TO OgHOW rpynnbl UNn KaTeropum nonb3osatenen. OQuH Nyn MOXeT coaepkaTb kak Habop
OOVHaKOBbIX pabo4ynx CTOMOB, CO34aHHbIX ANS UCMONb30BaHUS rPYNMNoi nonb3oBaTenen, Tak n
Habop pasHbiX paboyMx CTONOB, KaXAbIA W3 KOTOPbIX NpeaHasHadeH Ans KOHKPETHOro

nonb3oBaTtend.

Wcnonb3oBaHue nyna pa60qu CTOJOB KaK eanHUL bl yripaBlieHNA NO3BOJTAET peajin3oBaTb Takme

DYHKLNN KaK:

= ABTOMaTM3aUUs co3qaHNs U NyGrMKauum pabodmx CTOMNOB AN KOHEYHbIX MONb3oBaTenem
3a CYET UCNONb30BaHMS LWabNoHOB NpeayCcTaHOBIEHHbIX BUPTYanbHbIX MaLLWH

= Bo3amoxHoCTb HaCTpOVIKM O6LLI,I/IX napameTpoB npun co3gaHnm pa6qu|x CTOnosB B nyne

= ABTOMaTU4YecKasi peruncrpauums BupTyanbHbix paboumx crtornoB B Active Directory (c

pobaBneHvem B 3agaHHOe OpraHW3auuoHHOe noApasgeneHue) npu pasBepTbiBaHWUM
nyna. 3T0 ynpowaeT aaMWHUCTPUPOBAHUE W NPUMEHEHWe TrpynnoBbIX MNOMUTUK. B
3aBMCMMOCTM OT Ucnosib3oBaHHOro cepeuca LDAP mMoxeT GbiTb BEPHO M A4S OTIIMYHbBIX
ot Active Directory pelueHunin

B03MOXHOCTb pasrpaHuMdeHns [ocTyna nosfb3oBaTenen (rpynn nonb3oBaTenen) He
TONMbKO Ha YpPOBHE OTAENbHbIX paboumx CTOMOB, HO U UX MyNOB, YTO ApamaTUYecKu
ynpoLiaeT agMUHUCTPUPOBaHME pasrpaHUYeHns rnpas
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= YnpouieHne MOHMUTOpWHra GOnbLIOro KONMMYEeCTBa BUPTYyaslbHbIX PabouMx MeCT: UuX
paboTOCNOCOBGHOCTN, UCMONb30OBAHUS  PEecypcoB, MNOAKIIOYEHUS  MONb3oBaTenen,
pacnpefeneHuns rno Xxoctam BUpTyanusaumm u T.1.

= B03MOXHOCTb oOrpaHuyeHus nyna BWUpTyarbHbIX paboynx CTONOB MO AOCTYMHbIM
pecypcam cpeabl Buptyanusaumm: CPU, RAM, Disk

= Bo3amoxHoCTb pasBepTbiBaHUA Nyna BUPTYallbHbIX pa6oqu CTOJIOB Ha HECKOJIbKMX
XOoCTax BupTyanmsaunm ¢ aBToMmaTn4eCckmMm pacrnpegeneHmnem supTyalbHbIX MallnH nyna
Nno XOoCTam

= [lopgepxkka HeCKONbKMX BUPTyarnbHbIX ceTel ans nyna paboynx CTonoB, T.e.
BO3MOXHOCTb pa3mMelliaTb paboyne CTosbl Myna B pasHbiX BUPTYanbHbIX CETSX

Mo cTeneHn aBTOMaTU3aLUUN KMU3HEHHOrO LMKNa npegycMoTpeHo Tpu Tuna nyros pa6qu|x
CTONOB:

= [lyn ceccroHHbIX paboumx cTonoB. Bce BUpTyanbHble MalWHbI CTAPTYOT U3 €4UHOrO
mMacTep obpasa, Bce U3MEeHeHMs1, 4TO Nosb3oBaTeNb BHEC B pabounii CToM, yaansiTcs
(HemMeaneHHo MM C KakoW-TO nepuoaMYHOCTbl). [Monb3oBaTenb MOAKMHYaeTcs Ha
nobyto cBOGOAHYH BUPTyanbHyl0 MaluHy v3 nyna. Ecnv ans paboTbl nonb3oBartens
Heo6xoauMbl AaHHbIE U3 ero nepemeLlaemMoro Npouns — B PeLUeHUn OomkeH bbiTb
npeaycMoTPEH COOTBETCTBYHOLLUMIA KOMMOHEHT.

= [MonyaBTomMaTunyeckmi nyn pabo4ymx ctonos. B aTom cnyyae Bce BUPTyanbHble MaLLVHbI
nyna 6yayT pa3BepTbiBaTbCA U3 eQMHOro MacTep-obpasa, HO kaxdasa OyaeTt 3akpenneHa
3a KaKMM-TO OA4HMM nonb3oBaTteneM. Bce nameHeHnst 4To nonb3oBaTenb BHECET B CBOIO
BMPTYyarbHY MaLUUHY COXPaHATCS.

= [lyn nepcoHanuanpoBaHHbIX paboymx cTonoB. MwuHMManbHas aBTOMaTU3auUus
YKM3HEHHOTO LMKNa, Kaxabii pabounin CToN yHMKaneH n gaxe MoXeT ObiTb pa3BepHYT 13
cobcTBEHHOro LWabnoHa.

[na nynoB CECCUMOHHbIX paboymx CTOMOB MMEETCA BO3MOXHOCTb CMeEHbl Mactep-obpasa ¢
nocnegywwmMm nepepassepTbiBaHveM nyna. [logaepxuBaeTca Kak  NpUHyguTenbHoOe
obHoBneHne (korga Bce pabouve cTonbl Nyna ygansitoTca U pa3BepTbiBalOTCA 3aHOBO), Tak U
o6GHOBMNEHME TOMNMbKO paboymx CTONOB, HE Ha3Ha4YeHHbIX nonb3oBatensaM. C uenbo yCKopeHus
pasBepTbiBaHUA Myna CTOMbl rOpAYero pesepBa co3galoTcs napannenbHo. Mo ymonuyanuio,
OOHOBPEMEHHO MOryT noarotaesnmeaTtbcs 15 paboymx cTonos.

YHpaBneHMe nynamu pa60tw|x cTonoB

AomunHnctpatopy Basuc.WorkPlace poctyneH BbiGop MHOrmx paboumx cCTonoB nyna Ans
BbINOSIHEHWS MAacCOBbIX onepauui. [JocTtynHa punbTpauusa BoIbopa No Takum napameTpam, Kak:

= MNpuHagnexawme ogHoMmy nyny

= HasHayeHHble Ha KOHKPETHOro nonb3oBaTens

= HaxogsLumecs B onpeneneHHoMm ctatyce

=  C aKTUBHbIMW NOAKMOYEHUSIMI MONb3oBaTeNemn

= pasMelleHHble Ha onpeaeneHHOM XOCTe BUpTyanusaumm

®PyHKUMA  ynpaBneHnss pabounmy CcTonamMum MHOXeCTBO. [lOMHbIA  CMMCOK JOCTyneH B
AoKymeHTaumn. 3aecb OyayT ykasaHbl caMble BaHble (hyHKUMM, Bblgensiowme Ckana’p
MB.BPM:
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= KoHTponb Bepcuin areHToB pabouynx CTONOB U X OGHOBIIEHME KaK B OTAENTbHOM paboyem
cTorne, Tak 1 B BblGpaHHOM rpynne nnu nyne paboynx ctonos

= [lepeBog pabouero ctona B pexunm o00CnyxmnBaHus

= [lepeHoc pabodero ctona B gpyron nyn PC Toro xe wnu gpyroro tuna (6e3 notepwu
NPMBS3KM NoNb3oBaTens)

L 3aBepu.|eHV|e CeaHCa nosb3oBaTtend, npuHyanTernbHOEe OTKMio4YeHne nosib3oBaTtens,
OTBA3Ka NnoJjib3oBaTtend oT pa6oqero cTtona

= OTnpaBka coobLLEHNS NOAKMIOYEHHBIM NONb30BATENSAM
= [logknioyeHne agMUHUCTpaTopa B CECCUIO NONb30BaTeNs ANs YAaneHHON NoaaepKKu;

L] npeﬂOCTaBJ'IeHI/Ie OoCTyna oaHOMY nosib3oBaTesito K HeCKOJTbKM pa6qu|M CcTto/laM 13
Pa3HbIX NYJNoB, KAK CECCUNOHHbIX, TaK N NepCoHaTIN3NPOBaHHbIX

= [logknioyeHne ogHOBPEMEHHO K HECKONbKUM BUPTYarbHbIM paboymm CTonam ¢ OgHOro
yCTpOMCTBa AocTtyna

YnpaBneHue nynamum TepMUHanbHbIX cepBepoB

TepmunHanbHble cepBepbl AOMOMHAT BUMpTyanbHble paboune mecTta, npeaocTaBnsas 6onbLyro
3P PEKTMBHOCTb MCMOSb30BaHUS PeCYpPCOB LIEHOM MEHbLUEN U30NALMK NoSib3oBaTenen apyr ot
apyra. B cnyyae TepMuHanbHOro cepBepa nonb3osaterb Nonydaet ogHy M3 MHOMMX Ceccun Ha
HEeM BMECTO BbleNeHHOM nog cebs BUPTyanbHOW MaLLWHBbI.

Takasa koMneMeHTapHOCTb NPUBOANT K TOMY, YTO B MH(ppacTpykTypax BPM Ha GonbLioe umicno
nonb3oBaTenien 4acto MOXHO BCTPeTUTb OAHOBPEMEHHO W TepMUHarbHble CepBepbl, U
BMpTyanbHble pabo4yne mecra.

Mpn paboTe c nynamu TepMUHamNbHbIX CEPBEPOB agMUHUCTPATOPY AOCTYMHbl WUHCTPYMEHTHI
aBTOMaTU3auuM, KOTopble MO3BOMISOT MACCOBO pa3BOpayvBaTh TEPMUHANbHbIE CepBepbl U3
3apaHee NoAroToBreHHoro wabnoHa. PacnpeneneHuve nonb3oBaTenen Mexay cepsepamu nyna
npoucxoout aBToMaTuyeckn. C  TOYKM 3peHUs Monb3oBaTensl HEeT HMKaKoW  pasHuupbl,
MOOKMIOYMIICS NM OH K TEPMUHANbHOMY CEPBEPY UMK K BUPTyanbHOMY paboyemy MecTy.

A,D,MI/IHVICTpaTOpy OOCTYnNHbI crieaywuine (byHKLI,I/IVI pa6OTbI C TepMUHalribHbIMMU cepBepamMn U nx
nynamMu:

= CO3daHue, pefaktnpoBaHue 1 yganeHme nynoB TepMnHarbHbIX cepBepoB

= PefakTVpoBaHWe napaMeTpoB, BbIKIOYEHME/3aMycK, rMepesarpyska W yganeHue
TEPMUHaNbLHOro cepeepa

= YyrpaBneHue BUpPTyanbHOMN Cpeaon TepMUHanbHOro cepeepa
= YynpaBneHue ceccusmmn nonb3oBaTternen TepMUHaNbHOro cepeepa

= OTnpaBka COOBLLEHUI NOAKMIOYEHHBIM NONb30BaTENSAM

OpgHon wmn3 BaxHbix Bo3amoxHocTen bBbasuc.WorkPlace sBnsietcs dyHkums «nybnukauum
NPUNOXEHUSA», UNKU NpeJoCcTaBneHne nonb3oBaTento JOCTYNa K OKHY OTAEMNbHOro NPUIOXEHUS C
TepMUHanbLHOro cepBepa. [logaepKnBaeTcsa OOCTaBKa MPUNOXEHWN, pa3paboTaHHbIX Kak Oris
OC cemenctBa Windows, Tak n ansa Linux.

[ns TepMyHanbHbIX NPUMOXEHUIA HE UMeeT 3HadeHusl, kakass OC ycTaHOBINEHa Ha YCTPOUCTBE
poctyna. bnarogapsi aTomy nonb3oBaTteslb MOXET Ha CBOEM KOMIMbIOTEPE:
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paboTaTb C MNPUNOXeHUsMKU, HecoBMecTMMbIiMn ¢ ero OC, Hanpumep, ¢ Windows-
npunoxexHmamm Ha OC Linux

MCMONb30BaTb HECKOMbKO MPUIIOXKEHWI, KOTOpble He MOryT ObiTb OA4HOBPEMEHHO
ycTaHoBneHbl Ha ogHom [1K, Hanpumep, pasHble BEPCMU OOHOIO U TOrO e OUCHOro
naketa

YnpaBneHue nynamm puamyecknx paboumnx ctonos

WHorga HapaBHe C BUpTyanbHbIMM paboyvMm MecTaMyM W TepMUHarbHbIMW CepBepamm
BO3HMKaeT HeobxoaMMocTb obecnednTb [[OCTYNn HEeKOTOpbIX Morfb3oBaTenen [0 CBOEro
dmsnyeckoro komnbetotepa. B atom cnydae basnc.WorkPlace no3sonsieT pewunTb 3agadvy npu
nomMoLLM nyrna gusnyecknx paboymx cTonos.

Ons dusnyecknx paboymnx cTonoB obecneynBatoTcsl Te e BO3MOXHOCTU LIeHTParM3oBaHHOro
ynpaBreHnss 4OCTynoM Mnonb3oBaTenei u ypoBeHb 6e30MmacHOCTU MOAKMYEHUs, YTO U Ans
BUPTYasnbHbIX.

CospgaHue Takoro nyna s 3HAYUTENBHOWN CTEMNEHU aBTOMaTn3nNpoBaHoO:

1.

YTo0bl MHMUMKMPOBATL NPOLIECC, JOCTATOMHO YCTaHOBUTL Ha oducHbIn MK coTpygHuka
areHT basnc.WorkPlace 1 ykasaTb B ero Hactponkax agpec bpokepa BPM.

Mpun 3anycke AreHTa OH aBTOMaTMyeckun nepepaet bpokepy nHdpopmaumio 06 atom [K,
Ha OCHOBaHWMW Yero rnocrnegHun BKovaeTcs B Katanor uandeckmx lNK.

Tenepb OH OOCTyneH agMUHUCTpaTopy AnA )J,O6aBJ'IeHI/IF| B nyn d)I/I3VI‘-IeCKI/IX pa6oq|/|x
CTOJ10B.
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3. OTNINMUTENbHbIE YEPTHI

OTtnuuntenbHbiMM YepTamm MawuHbl BupTyanbHbIX pabouux mect Ckana”“p MB.BPM
ABMAOTCA NOCTaBka MOAYNbHOrO MNporpaMMHO-annapaTHOro KOMMMeKca «nofd K4y,
OPUEHTUPOBAHHOIO Ha BbICOKYIO HAAEXHOCTb U BbICOKYHO NPOU3BOANTENBHOCTb.

lMpoTectupoBaHHbIi MakcumyM B 16 000 eguMHOBPEMEHHbLIX MNOAKMIOYEHUN, OTCYTCTBUE
«BYTbINOYHOro roprbiLLKa.

Bblcokasa HageXHoCTb peann3oBaHa B HECKOJIbKUX aCneKTax.

Bo-nepsbix, BPM-pelueHne, rmnepeuMsop M nporpamMmMHoO-onpenendemMasl cuctema xpaHeHus
co3aBanucb 1 pa3BMBalOTCA C YNOPOM Ha HaAEXHOCTb. [INd Hac KpUTUYHO He JonycKaTb NOTepPb
AaHHbIX M3-32 0TKa30B xpaHunuuwa. PesepBupoBaHne AaHHbIX HacTpavBaeTcsa — Ans 0cobo
KPUTUYHBIX BUPTYanbHbIX MalnH MOXHO MOBbICUTb pe3epBUpOBaHUE AaHHbIX CO CTaHAApPTHOW
«BTOPOW KONUU» A0 TpebyeMblX 3HA4YEHUM.

Bbicokas gocTynHOCTb koMNoHeHTOB BPM-pelueHns obecneynBaeTcs LWTATHOM rOPU3OHTarIbHON
MacLTabmnpyemMoCTblo KaXgoro KOMMOHEHTa, BKOYasi cepBep ynpasfeHus nnatgopmMon
BUpPTYyanuaawumm.

Kpome Toro, Ans aTnx u Apyrux BUPTyarbHbIX MaLWH AOCTYNEH KracTep BbICOKOW AOCTYMHOCTM
nnaTcopMbl BUPTyanu3aumn, MUHUMU3MPYIOLWUIA BpeMsi NMpocTos Mpu oTkasax cepBepoB. OH
obecneunBaeT BbICOKYIO LOCTYMHOCTb Takke U BUPTyarnbHbIX paboynx MecT.

Bo-BTOpbIX — BbIGOP M Banupauua obopygoBaHua Ha atane R&D. KoHdwurypaums MaiumHbl
npegycMaTpuBaeT pe3epBMpoBaHME BCEX NOTEHUMANbHbIX €ANHbIX TOYEK OTKa3a obopyaoBaHus.
OTO He TONbKO CepPBEPbI M HAKOMUTENW, HO N CETEBLIE KOHTPOSSEPLI M KOMMYTATOPbI N3 COCTaBa
MaLmnHsbl.

B-TpeTbux — oTceB Gpaka o6opyaoBaHMS Ha NPOU3BOACTBE.

Kpome TOro, BbICOKMI YypOBEHb aBTOMaTM3auuM npou3BoAcTBa MalnHbl rapaHTupyeT
MOBTOPSIEMbIA  pe3ynbTaT M TOYHYH KOHUrypauuio YyCTaHaBMNMBaeMblX MNPOrpamMMHbIX
KOMMOHEHTOB.

MocneaHee no NopsiAKy, HO HE MO 3HadYeHno — cnyxba nogaepkkm 3 ogHoro okHa Ckana’*p.
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4. COCTAB PELWUEHUA

MawwuHa Buptyanusaumm Ckana”p MB.BPM coctouT u3 cnegytowmx 610okoB:

MALUVHA BUPTYANU3ALWA

Bnok BblYMCneHnsa m XpaHeHusA —

KommyTaumoHHbIM  BGnok  obecrnevvMBaeT CeETEBYHD CBSA3HOCTb HECKONbKMMMU  CETEBbIMU
dabpukamn.

Bnok BeluMcneHust n xpaHeHusi obecrneyrBaeT BbIYUCIIUTENbHbIE PECYPChl U PECYPChl XpaHEHUS,
Ha cepBepax 3Toro 6510ka BbINOMHSKTCS NPOrpaMMHbIe KOMMNOHEHTbI MalluHbl.

KoMmmyTaumoHHbIM 6110k npeactasnseT cobon 2 nnu 3 Habopa KOMMYTaATOPOB 41151 OpraHM3aumm
ceTen gns 3apav:

= VHTEPKOHHEKTa — TexHu4eckas ceTb MalmHbl Ans Tpaduka NPorpaMMHOro XpaHunumLLa
= [0CTyna — ceTb Ansi BUPTyanbHbIX MaLUUH

= ynpaBneHua — ceTb Ana goctyna k IPMI-koHTponnepam cepsepoB 13 coctaBa MaluvHbl

Tunosble KOHUrypaumm KOMMyTauMoOHHOro 6noka — 2+2+1 unm 2+1 kommyTartopa.

KoHurypauus 2+2+1

B aTon koHGurypaumm nepeas napa kKoMmyTaTtopoB obecnedmBaeT ceTb 4OCTyna, BTopasi napa
— komMmyTaumn. Ewe oguH kommyTtaTop obecneynmBaeT ceTb AN KOHTPOMEpOB ynpaBneHus
IPMI.
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B nocrnegHem crniyyae kommyTaTop He OybnupoBaH B CUIy HEBO3MOXHOCTM MOAKMIOYEHUS
KoHTpornepos IPMI 6onee yem ogHMM CeTeBbIM UHTEPENCOM.

KoHurypauus 2+1

B aToM KOHUrypaumm ogHa napa kKoMMyTaTtopoB obecneymBaeT N ceTb UHTEPKOHHEKTA, N CETb
poctyna. PasgeneHune ceten gocturaetcs 3a cyeT ux nsonsauum yepes VLAN. CeTb ynpaBneHus
IPMI peanusyeTcs Tak Xe, Kak B NepBOM BapuaHTe.

BbliGop TOro, kakyro KOH(Wrypauui MUCronb3oBaTb, 3aBUCUT OT Cal3uHra, B YaCTHOCTM,
OXWAaeMol Harpysku Ha CeT 4OCTyna N MHTEPKOHHEKTA.

Kpome TOro, B 3aBMCMMOCTM OT psiga hakTopoB MOryT BbiTb BbibpaHbl KOMMYTaTOpbl C NOpTaMm
25, 40 unn 100 MéuT/c. (KommyTatop ansa cetu ynpasnerus IPMI Bceraa ¢ noptamu 1 ['6ut/c).

Bnok BblYMCNEeHnA n XpaHeHud

Bnok BblYMCNEHMST M XpPaHEHUST KOMMOHYEeTCS Mo MoAaynbHOMY MpuHUMny. B 3aBucumoctn ot
TpebyeMblX PECYPCOB M3MEHSIETCS KONMYECTBO MOAYIEN v KOHUrypaLms y3noB B MOAYMSX.

Y3anbl Bbluncnenusi Ckana’p MB.BPM

MawwuHa Buptyanusauum Ckana’p MB.BPM nocTtpoeHa, kak npaBwuno, Ha 6ase y3nos
cobcTBeHHoro 6penga Ckana”p. Ho, ansa rapaHtum ygosneTBopeHusa TpeboBaHuin 3aKka3vmKoB
(B TOM yMcne No cpokam MOCTaBOK), NOAAEPKNBAOTCA NAPTHEPCKUE OTHOLLEHUSI C HEKOTOPLIMM
ApYyrMmMun nocTaBLLUKaMn cepBepHOro 060opyaoBaHus.

Bbibop KOHKpETHOro npomsBoamMTens obycrnaBnvBaeTcsl LenecoodbpasHOCTb0 B KOHKPETHOM
NpoeKTe, B 3aBMCMMOCTU OT Takux (pakTopoB, kak TpeboBaHus Hanuuma MawwuHbl B PeecTpe
POCCUMICKON pPafMOSMEKTPOHHOM MPOAYKUMM, BO3MOXHOCTM MOCTaBKM MO  ONTMManbHOW
CTOMMOCTW, W Apyrux pakTopoB, no3BonfAwwmMx nogobpartb MakCUManbHO noaxoasiiee
peLleHne B KaXXaA0M KOHKPETHOM crny4ae.

B obiem cny4ae aT0 yHMBEpCanbHble cepBepbl 00LEero HasHa4eHnsa B CTOEYHOM MCMOSTHEHUN C
KOHCTPYKTUBOM, JOCTaTOYHbIM 4SS pa3MeLleHns He meHee 4 anckoB (06biuHO 12—24).

MwuH1uManbHoe Yncno y3noB (cepBepoB) B cocTaBe ogHon MawwnHbl — 4. MakcumanbHoe 4ncro,
TEXHWYECKU, MHOrMe [OeCATKM W COTHU, HO OHO oOBycnaBnmMBaeTCs He OrpaHuYyeHnem Ha
noaaepxuBaemMoe 41cno, a uenecoobpasHocTblo. Lienecoobpa3HocTb onpegenseTcs ncxoas ns
Takunx hakTopoB, Kak, HarnpumMep, obecrnevyeHne ceTeBon CBA3HOCTM (MEXCTOeYHble CeTu JocTyna
WM  WMHTEPKOHHEKTA), apXUTEKTYpOW OTKA30YCTOMYMBOCTM (HECKONbKO KnactepoB [/
NPOrpaMMHbIX XpaHWNWLW, CcpeaHero pasmepa OObIMHO MNpPeanodYTUTENbHEE OAHOro, HO
OrPOMHOrO).

[MporpaMmHble KOMMNOHEHTbI MalunHbI BUPTYanbHbIX pabo4ymx mecT

MporpammHass 4actb Ckana”“p MB.BPM peanu3oBaHa C MOMOLLbD KOMMOHEHTOB,
nepeyvncrieHHbIX Hke (Tabnuua 3).
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Tabnuua 3. KomrnoHeHmbl MawuHbl supmyanu3ayuu Ckana™p MB.BPM

HaumeHoBaHue MO HasHauyeHue

MO Basuc.WorkPlace Bpokep nogkntoYeHnin n opraHnsaumnd
(«Ckanap BPM (BupTtyanbHoe WMHPPaCTPYKTYypbl BUPTYarbHbIX paboynx MecrT.
paboyee MecCTO)»)

MO «Ckanap YnpasneHue» CepBep ynpasneHus nnatgopmon
BMpTyanu3auun. YnpasnsaeT runepsu3opamu,
Knactepamu BbICOKOW AOCTYNHOCTU U
GanaHCMpPOBKN Harpysku, BUPTyanbHbIMK
MaLLMHaMM 1 NpoM.

MO «Ckana™p YnpasneHne — Mnepeunsop. Obecne4vnBaeT pasgeneHve

Cuctema cepBepHON BUpTyanu3auuny»  pecypcoB cepBepa Mexay BUpTyanbHbIMU
MaLLMHaMMW.

MO «Ckana™p YnpasneHue — lMporpammMHo-oOnpeaensemoe XxpaHunuLle.

MporpammHo-onpegensiemoe O6ecneuynBaeT pacnpeaeneHHblin JUCKOBbIN

XpaHunuiie» MaccuB.

Basuc.WorkPlace

KntoueBbiM nporpammMmHbiM koMnoHeHTOM MawwuHbl Ckana”p MB.BPM aensieTca npogykT ans
opraHmMsaumMm WHMPaCTPYKTypbl BUpTyanbHbiXx pabounx mect — Basuc.WorkPlace, Takke
M3BECTHbIN Kak «Ckana’p BPM (BupTyanbHoe paboyee MecTo)».

NHgppacTpykTypa BUpTyanbHbiX paboymx MecT npegnonaraetr Habop MporpammHOro
obecneyeHuns, KOTOpbIV pellaeT criegytoLLme 3agaqu:

= VHTerpauusi C CUCTEMOW BUpTyanusauum Ans pasBepTbiBaHNs U3 WabnoHa 1 ynpaeneHus
YKM3HEHHbIM LMKINOM HEemnocpeacTBEHHO BUPTYarbHbIX MallMH — paboynx MecT

= Opokep coeauHeHun, obecneyMBalOWMA NOAKMOYEHME Monb3oBaTenerr K CBOUM
BMPTYyanbHbIM paboymm MecTa 1 TepMUHanbHbIM cepBepam

= obecnedyeHve npoTOKONa [AOCTaBKM yAaneHHbIX paboymx CTOMOB W OTAENbHbIX
NPUNOXEHUM

Ckanap YnpaBrneHnue

CepBep ynpaBreHusi nnaTopMon BMpTyanu3auum pasmellaeTcsl B O4HOW WM HECKONbKMX
BMPTYyalbHbIX MallMHAx Ha cepBepax KOMMMEeKca, a ero areHTbl YCTaHaBMMBAKTCS Ha BCeX
dm3nyeckux cepeepax.

CepBepbl 13 coctaBa MalwnHbl 06begMHAKTCSA B OOHY UM HECKOMNbBKO rpynn (Knactepos), Ans
KOTOPbIX BKMOYaeTcs (YHKLUMSA BbICOKOW AOCTYNHOCTM. Tak Kak AaHHble C MCMoNb3yemMoro
pacnpegeneHHoro ANCKOBOrO XpaHunuiwia AOCTYNHbI cpa3y BCEM cepBepaM Knactepa, TO npu
OTKase cepBepa Te BUPTyasnbHble MalUMHbI, KOTOPbIE BbIMNOMHANNCL HA HEM B MOMEHT OTKas3a,
OyayT nepesanyLleHbl Ha NPOYUX cepBepax KracTepa.

Ckana”p YnpasneHune — Cuctema cepBepHoOn BUpTyanuaauum

MMnepBM3op, nporpammMHOe obecneyeHne BUpTyanua3auuu, YCTaHaBMBAETCHA Ha Kaxgom
dunsnyeckom cepaepe.
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MO Ckana”p YnpaBneHue — Cucrema cepBepHOW BUPTyanmsaumm SIBNSETCS KacCUYeCKUM
rmnepsmn3opoM Ha 6ase open-source pewernsa KVM. OcHoBHblE CBOMCTBA:

NMOAAEP)KKA OCHOBHbIX ONepaunoHHbIX CUCTEM, BKMOYasi pOCCUIACKMe
MOMHOLEHHOE YNpaBreHNe XXM3HEHHBIM LMKIIOM BUPTYarbHbIX MaLLWH

pobaBneHne yCTPONCTB K BUPTyanbHOW cpeae B npouecce pabotol: LMY, namaTe, gucku,
ceTeBble UHTepP(ENChI

AVHaMM4eckoe nepepacnpegeneHne namsiti Mexay BupTyanbHbIMKW cpejamu Ons
yBenu4yeHns ouanyeckn JOCTYMHOM NaMsaTKh (3a cHeT 0CBOBOXAEHMS HEUCNOb3YEMO)

pe3epBHOE KOMMPOBaHWE BUPTYarbHbIX cpesa

Ckanap Ynpaenenume — lNporpammHo-onpeaensieMoe XpaHunuuie

Takke Ha KaXgom cepBepe ycTaHaBnvMBaeTCs nporpaMmmHoe obecneyeHne pacnpeneneHHoro
anckoBoro xpanunuuwa. 3710 NO nossonaetr o6beanHUTL BCE HAaKOMUTENKW, YCTAHOBMEHHbIE B
cepBepax MawwuHbl, B eavHoe pguckoBoe npocTpaHcTBO. OHO wucnonb3dyeTca nwbon u3
BMPTYanbHbIX MaluH 3Ton MawunHbl BUpTyanusaumm n MoXeT ObiTb MCNONb30BaHO BHELUHUM
notpebutenem (no iSCSI). [N AaHHbIX HA 3TOM XpaHWNULLE OOCTYNHO pe3epBMpoOBaHME, 3a
cyeT yero obecneunBaeTcsa BbiCOKasa 4OCTYMHOCTb AAHHbIX U YCTONYMBOCTb K COOAM XpaHunua
NPV €4VMHUYHBIX OTKa3ax CEpBEpPOB M HaKonuTenewn.

OcHoBHbIe OYHKLMN N CBOWNCTBA:

Anroputmbl obecnedeHnss M3bbLITOYHOCTU LaHHbIX: XpaHeHue OByX M Oonee pennuk
OaHHbIX Ha HakonNUTensaX pasHbiX XocToB KomMmnnekca Ckana”p MB.BPM unu xpaHeHne
6nokos YETHOCTW/M3BBLITOYHOCTH (Erasure Coding). HemHoro  ynpouias,
nogaepXmnBaroTcs anroputmel, fiorndeckun noxoxue Ha RAID 1, RAID 6

Moppepxka Hakonutenen HDD n SSD ¢ mnHTepdericammn SATA, SAS anga nonyyeHus
XapakTepucTuK, Hanbonee NOMHO OTBEYalOLWMX BalLlMM TpeboBaHMUSAM

MMbBKne BO3MOXHOCTM MOLEpHM3aUMM KU OBCNYyXXMBaHUS cepBepoB 0e3 npepbiBaHus
paboTbl

HacTtponka 0o 4-x ypoBHen xpaHeHusi (tier). dannbl-Guckn BUpTyanbHbIX MalluWH
NPUBSA3bIBAOTCS K OOHOMY U3 YPOBHEWN XpaHEHWs, C onpeaeneHHbIM TUMOM HakonuTenemn

JnueHsnposaHne MaluuHbI

B MawwuHe Ckana”p MB.BPM nuvueH3vpoBaHUIO nognexar crnegylowme KOMMNOHEHTbI
(Tabnuua 4).
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Tabnuua 4. JluyeH3auposaHue KOMIOHEHMO8

EavHunua

HaumeHoBaHue MO Ha3sHaveHue

JIMLeH3npoBaHus

Basunc.WorkPlace

(oH xe «Ckanap BPM VimeHoBaHHbIE
CucTtema BupTyanusauum

(BupTyanbHoe paboyee nonb3oBaTenu unu
pabounx mect

MeCTO)», KOHKYpPEHTHble ceccuu

o6a Ha3BaHuWs akTyarnbHbl)

Obecne4veHne
BMPTyanu3auun cepBepHbIX
cucTem (cepeep ynpaBreHus

Ckana’p YnpaBneHue —

Cuctema cepBepHom Mpoueccop (CokeT)

BMPTYyanuaawumm
BXOAUT B 3TY JNINLIEH3MIO)
Ckana’p YnpaBneHne — Peanusauus
[MporpammHo-onpenensemoe pacnpegeneHHoro guckosoro =~ T6 nonesHom EMKOCTU
XpaHunuuie mMaccuBa

K kaxgomy KOMNOHEHTY 0ba3aTenbHO npuobpeTeHne cepTudukaTa TEXHUHECKON NOAAEPKKN Ha
1 rog MUHUMYM.

Kpome Toro, yacTb MO goctynHa B pasHbIxX pegakumsax. Takum obpasom, Ans nNMueH3npoBaHus
MawwuHbl cnegyeT onpenennTbCs ¢ peakumen n Konm4yecTBoM NIULEH3NN.

[MpaBuna nuueHsnposaHus basnc.WorkPlace
Ona nuuensuposaHus BPM cneayeTt ydecTb cneayrowme npasuna:
[ocTynHa eanHCTBEHHas peaakuus.

2. MopkntoyeHns K BUpTyanbHbIM paboynM MecTaM M K TepMuHarnbHbIM CcepBepam
NULEH3NPYIOTCS He3aBUCMMO. [N TepMmUHarbHbIX CEPBEPOB AOCTYMHO NULEH3UPOBaHNE
TOJNbKO MO KOHKYPEHTHbIM CECCUSIM, Arsi NOAKMIOYEHUI K BUPTYarnbHbIM pabounm Mmectam
[AOCTYMNeH BbIGOp Mexay ABYMS BapyaHTaMy JIMLEH3UPOBAHMS:

a. MMEeHOBaHHbIN Nonb3oBaTenb;
6. KOHKypeHTHasi ceccusi.
[lomkHo GbITb onpeaeneHo Tpebyemoe YMCIO NULEH3NI Kaxaoro Buaa.

CnepyeT BbibpaTb Hanbonee nNogxogaLwWmnM nNog 3agady npoTokosn. Takom NPOTOKOS Kak
RX@Etersoft notpebyeT 4ONONHUTENBHON NULEH3UM.

MprobpeTeHne TeEXHUYECKON NoaaepKku obs3aTenbHo.
[lononHuTenbHble NULEH3UN PacCYUTLIBAOTCA OTAENBHO N0 COBCTBEHHLIM NpaBunaMm:
a. BUpTyanusauus (onmMcaHo B 3TOM [OKYMEHTe) — BXOAMT B cocTaB MaluuHbl;

0. nuueHsmm Ha rocteBble OC ans 6pokepoB, ANCNETYEPOB U NPOYNX CEPBUCHbBIX
BMPTyarnbHbIX MawuH ocHOoBHOro MO MawwrHbl — NpeaocTaBnalTCA B paMKax
nuuensun MO BupTtyanusauum n BPM;

B. NnuueH3un Ha rocteBble OC B TEpMUHANbHbLIX CEPBEPAX, HA CaMy TEPMUHASIbHbIE
cepBepbl, AN Nosfib3oBaTeNbCKUX BUPTYaribHbIX MalUVH — He BXOOAT B COCTaB
MaLwuHbI.
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[paBuna NMLEH3MPOBaHUSA rMNepBM3opa

B 3aBuMcMMOCTM OT MaKCUMManbHOIO KOSiMYecTBa BblYUCIUTEMBHbIX y3noB B MalluHe
BMpTyanmsaumn n JonOJIHUTENTbHbIX (byHKLWIﬁ OOCTYnNHbI TPU BUOa peaakumn rmnepsmnopa:

= 0OasoBas
= KopropaTuBHas

= pacluMpeHHasi

Penakumu pasnuyatotcs No MakcumMarbHOMY KONMYECTBY CepBEpOB, UCNONb3YEMbIX B PELUEHUN,
N Xenaemonm yHKUMOHanbHOCTU. CpaBHuUTENbHad Tabnuua C  KONMUYECTBEHHbIMU W
PYHKLMOHANBbHBIMW BO3MOXHOCTAMU pedakumi NuueH3nn npusegeHa Hmke (Tabnuvua 5).

Tabrnuuya 5. CpasHeHue pedakyul nuyeH3ul

Bo3moxHOCTU NpoayKTa BbasoBasa | KopnopatmBHasa | PacwmpeHHas

MakcumanbHOoe KOnM4ecTBO PU3NYECKNX
npoLeccopoB B 1 KoMnekce

MakcumanbHbI pasMmep None3Horo 50 1000 He orpaHU4YeHo
XpaHunuwia B 1 komnnekce, Tb

[MakeTbl TEXHNYECKON NOAOEPXKKN 9x5 9x5, 24x7 9x5, 24x7
Pexum BbICOKOW JOCTYNHOCTH ° ° °
MrHoBeHHble cHUMKM (snapshot) ) ) °
XKuBas murpaumsa BupTyanbHbIX MaLLVH ) ° °
YnpaBneHue nynamm pecypcos ) ° °
Ponesasa mogernb agMUHUCTPUPOBaHNUSA ) ° °
BcTpoeHHas cuctema pesepBHOro ) ° °

KonnpoBaHuA N BOCCTaHOBJ1E€HUA

WHTerpaunsi co CTOPOHHUMM cpeacTBaMm ° ° °
obecneyeHns besonacHoCTU

Co3gaHve MHOroypoBHEBOIO XpaHunuiia ° ° °
(tiering)*

Mopgynu cbopa AaHHbIX O cucTeme ° ° °
Cuctema MOHUTOPUHIa ° ° °
NpoM3BOANTENBHOCTU U

paboToCnOCOBHOCTH

NHTennekTyanbHble ONOBELLEHMS ° ° °
agMuHuCTpaTopam
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Bo3moxHOCTU npoayKTa BbaszoBasa | KopnopatuBHasa | PacwumpeHHas

MNMoaaepkka BHELUHMX CUCTEM Pe3epBHOMO
KOMMPOBAHUS U BOCCTAHOBIEHMS

YnpaBneHue HeCKONbKUMUK Knactepamu u3 ° )
eaUHOoro LeHTpa

OnHamnyeckas Murpaumsa BUpTyarnbHbIX ° °
MaLUWH Mexay y3namu B 3aBUCUMOCTU OT

Harpyskm ¢ aBToMaTn4ecKom

©anaHcuposkor y3nos (DRS)

MNpaBuna pasmMeLLeHns BUPTyanbHbIX ° °
MaLumnH mexay xoctamum (affinity|antiaffinity
rules)

[MpaBuna NMLEH3MPOBaHUS NPOrPaMMHO-ONPEAENSEMOro XpaHunuiia

MpnobpeteHne nuueHsnn Ha paHHoe [10 gaBnsieTcs obs3aTenbHbIM Ha Kaxdbil T6anTt
(aBonYHbIN, € TOYkM 3peHna OC) nonesHoro norb3oBaTENbCKOro MNPOCTPAHCTBA, KOTOpoe
BbIYMCNAETCA NO criegyowen opmyne ansa Kkaxaoro yposHs (tier) pecypcoB. YpoBeHb XpaHeHus
OOJKeH cobupaTbCsl Ha HOCUTENSIX OAHOro U TOrO e TUna 1 HoMuHana.

dopmyna ans pacyéra nmMueH3MpyeMon NonesHon EMKOCTY BbIrMSAUT criegyowmnm obpasom:

*

<EmKkocmb Hakonumersns oecamuyHbil Tb>
pennukauuu> * 0.84,

<Konuyecmeo Hakonumenel> / <®akmop

roe:

= <EMKOCTb Hakonutens> — €eMKOCTb O[HOr0 HaKoMWUTEeNs, WCNoNb3yemMoro B
pacrnpedeneHHomMm [OWMCKOBOM MaccuBe ANs XpaHeHuUst AaHHblX Monb3oBaTenen, B
eavHULax, yKasaHHbIX Ha MapKUPOBKE HAKOMUTENs

= <KonuyecTtBo Hakonutenem> — 06L|_|,ee KOSIMYECTBO HaKOMUTENEMN, YCTaHOBJ1€HHbIX B
BbIHNCIUTESIbHbLIX Y3Iiax CKana"p MB n ncnosnb3yemMbiX B pacrpegerneHHoMm OAUNCKOBOM
MaccumBe ona XxpaHeHuna gaHHbIX none3oBarenen

= <dakTop pennukauuMmM> — napameTp pPe3epBUPOBaHUS OaHHbIX, BIUAKOWMA Ha
OTHOLLEHNE CbIpOM EMKOCTU OUCKOBOrO MaccuBa K nosie3Hon EMkocTu. Hanpumep, npu
MCNOSb30BaHMM TUMOBOW HACTPONKKN pennukaumm 3:2 <daktop pennukauumn> = 3

= 0.84 — koadhbuLMeHT NnepeBoga 3aBOACKOM EMKOCTM Anckos B BuaumMbii OC nnatdopmbl
00BEM

CnyxebHble guckn no OC, noa cnyxby MDS (cM. HWXe), nog K3LWK 3anucy He BKIOYalTCs B
pacyer.

O6Lwas nuueHsmpyemasl, oHa e nonesHas, EMKOCTb OMNpenenseTcsl Kak Cymma BCEX pacyeToB
no kaxxgomy ypoBHio (tier). Opobu okpyrnaiTca Ao uenoro, B 60nbLuyo CTOPOHY.
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5. BbICOKAA AOCTYMNHOCTb U 3ALLUUTA OAHHBIX

NHdppacTpykTypa BUpTYarnbHbix pabounx MecT peanusyetcs npuknagHsim MO Ha nnatdopme
BUMpTyanu3auuu. Bebicokas pocTynHocTb komnoHeHToB bBasuc.WorkPlace peanvsoBaHa
APXMTEKTYPHO BO3MOXHOCTbIO pas3BepTbiBaTb WX B KNACTEPHOW KOHdurypauun. Beicokas
AOCTYNHOCTb  BUPTyanbHbIX pabounx MecT obecrnevnBaeTcsi, kak npaBuno, CcpeacTBamu
nnaTopMbl BUPTYyanusaummu.

Kpome TOro, BaxHo obecneumtb BbLICOKYHD OOCTYMHOCTb AaHHbiXx BPM (amckoB BMpTyanbHbIX
MaLUWH, AaHHbIX npodunen nonb3oBaTenen), a TakkKe «BHEWHNX» OoTHocuTenoHo BPM
KOMMOHEHTOB, TakMX Kak 6a3a aaHHbIXx BPM, cepBuc katanoros 1 np.

Bbicokas goctynHocTb komnoHeHToB basnc.WorkPlace
Bpokep BPM pasBepTbiBaeTcst B Tpex aK3eMnnsipax, 06pasyroLmnx 0TKa3oyCcToONYMBbIV KracTtep.

Mo coobpaxeHuss carn3nHra YMcro 3K3EMMSPOB MOXET OblTb YBENNMYEHO, NPOTECTUPOBAHHbLIM
MaKcUMyMoM siBrisieTcs 7.

Oucnetyep nogkNOYEHUN pa3BEPTLIBAETCS B HECKOMbKMX ak3emnnspax. Kaxablh n3 Hux
camMooCcTaTOdeH M B3auMo3aMeHseM, NO3TOMY B Cllydae oTka3a Kakoro-to U3 HMX JOCTaTOYHO
4yTO6bI NONb3oBaTenun obpalwanmcb Ha Apyron gucneTyep NOAKMIOYEHUN. ATO peanuayeTcs uUnm
COOTBETCTBYIOLLEN HACTponkon 6GanaHCUpPOBLUMKA Harpyskm Wnu, €ecnm WUCnonb3oBaHue
©anaHcMpoBLLKMKA Harpy3km 6bIN0 NPU3HAHO HeuenecoobpasHbIM, YKazaHMeEM CNUCKa agpecos
aucneTyepoB NOAKMNIOYEHUN B HACTpoKrKkax knueHta BPM.

Bbicokasi 4OCTYNHOCTb BUPTYaribHbIX paboymx MecT

Bblcokasi OCTYNHOCTb BUpPTYarnbHbIX paboynx MecT obecriedmBaeTcs PyHKLMOHANOM KrnacTtepa
BbICOKOW [OCTYMHOCTM NraTtgopMbl BUpTyanusaumu. Ecnu npomsoluen otkas Kakoro-to us
cepBepoB, M OTkasanu paboTawlme Ha HemM BMpPTyanbHble MalWHbl — OHW ByayT
nepesanyLleHbl Ha NPoYMx cepepax MaluunHbI.

Bbicokas 4OCTYNHOCTb AaHHbIX

lMporpammMHo-onpenensieMasi NnoacucTemMa xpaHeHus n3 coctasa MawwuHbl Ckana”p MB.BPM
XPaHWUT OaHHbIe C HacTpamBaeMon n3bbIToYHOCTLIO. [ogaepxnBaeTca Aea anroputma:

= CO34aHune penruk, NosHbIX KONWM OaHHbIX

= Un3b6bITOYHOE KogmpoBaHue (Erasure Coding)

B nepBom cnyyae onsa kaxgoro «6roka» AaHHbIX CO34aeTCA yKazaHHOEe YMCIO KOMWK, NPUTOM
HUKaKmMe konum aToro 6noka He GyayT pacnonoXxeHbl Ha O4HOM U TOM xe cepaepe (Puc. 6).
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Konunn paHHbIX
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Puc. 6. Co3daHue pernukK, rnosnHbix Konul daHHbIX

3a cueT 3TOro B Criy4yae OTKa3a CepBEpPOB WM HaKkonuTenen B HUX AaHHble BUMPTyarnbHOW
MaLUVHbl NpoJosKaT OCcTaBaTbCs AOCTYMHBIMMU.

O6bl4HO MNCMNOJIb3YEeTCA MNMOJINTUKa XpaHeHUA B 2 nnun 3 konusix.

Bo BTOpomM cnyyae  pesepBupoBaHne  obecneumBaetcda  gobaeneHvem  6rokos
YeTHOCTW/M3ObLITOYHOCTU. MoryT ncnonb3oBaTbCA CneayLme BapuaHTbl (4aHHbIE + YETHOCTb),
B 3aBMCMMOCTM OT >XENaeMoro YpoBHsi LOCTYMHOCTM M KONMYeCcTBa XOCTOB B cucteme: 3 + 2, 5 +
2,7+ 2,17 + 3. Cxema peanusaumm TEXHONOrMM N3bbITOYHOrO KOANPOBaHUSA ANs cnyyad 5 + 2
npusegeHa Huwxe (Puc. 7).
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MN36bITOMHOCTHY

Puc. 7. U36bimo4Hoe KoduposaHue

MpeumylwecTBa M orpaHNYEeHUs 3ITUX BapuaHToOB
MpenmyLLecTBa peanusaumm N3bbITOYHOCTM AaHHbIX penmnkamu:
= BblCOKasi NPOM3BOANTENBHOCTb AUCKOBOW NOACUCTEMBI

= ObICTPOE BOCCTAHOBIIEHNE HEeOOCTaloLWMX KOMWA AaHHbIX NPU OTKa3e OAHOro Unu ABYX
cepBepoB

= Nnpouecc BOCCTaHOBJ/IEHUA HEOOCTaloLWMUX peryink npaktTm4ecCckn He BIINAET Ha 06UJ,yIO
npon3BoAnUTENIbHOCTb ANCKOBOIo XpaHunuia

= vaue uenecoobpaseH Ansa HeGonbLIMX KOMMNIEKCOB

K HegocTaTkam pexnma co3gaHuAa peryiuk MOXXHO OTHECTU BbICOKME HaKagHble pacxodbl Ha
XpaHeHne gaHHbIX.
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Pexum n3bbITOYHOro koaMpoBaHus no3sonsieT 6onee adekTMBHO MCMONb30BaTh AMCKOBOE
MPOCTPAHCTBO, HO Y HEro MMEIDTCS CrieayrLLMe orpaHNYeHUs:

= ONs OOCTMXKEHMSI LIEeNeBOM MNpou3BOAUTENBHOCTM MOXeT noTpeboBaTbcs Gonblue
HakonuTenel / Bbibop 6onee ObICTPbIX HAKONUTENEW B HEKOTOPbLIX CLIEHaPUAX

= 0onee HM3kas CKOPOCTb BOCCTAHOBMEHUSA HeOoCTalLWMX KOMWi gaHHbiX (rebuild) npu
noTtepe ogHOro Unn ABYX CEPBEPOB

= [OMonHUTenbHas 3arpyska npoLeccopoB

= [Ans ero ucnosnb3oBaHusi TpebyeTcsa NaTb cepBepoB U GonbLue

Kakon BapunaHT u,enecoo6pa3Ho Bbl6paTb ONA TeX UNN NHbIX NyNnoB BUPTYalibHbIX pa60l-||/|x MecCT
3aBUCUT OT UX KPUTUYHOCTMN.

B psge cueHapueB uenecoobpasHo XxpaHUTb AaHHble Npodunen nonb3oBaTenien He «BHYTPUY
BMPTYarnbHbIX paboynx MecT, a Ha OTAENbHOM XpaHUNULLE NepemMeLlaeMbiX Npounen.

B Takom cnyyae BbicOKas [AOCTYNHOCTb AaHHbIX npodunen AormkHa ObiTb obecneyeHa
BbIOpaHHbIM XpaHUnuLem (He BXoguT B cocTaB MalluuHbl).

KaTtacTpogoyCcToM4mMBOCTb
CyuwlecTByl0T ABa BapmaHTa opraHm3aumm KatactpodoyCcTonunBom MHOPacTpyKTypbl.

B npoctom cnyyae MoxeT ObiTb LenecoobpasHO peanusoBaTb «PacTsHYTbIA KriacTep»
cpeacTeamuy nnaTopMbl BUPTyanusaumm n NporpaMMHo-onpeaensieMoin CUCTEMbl XpaHEHUS.

B gpyrom cnyvae ctpouTcs OBe He3aBucuMble MH@pacTpykTypel BPM Ha cBoen nnowagke
Kaxgasa. MoeHTUMYHoCTb BUpTyanbHbiX paboumx mect (Bepcum OC, Habopbl O wu T1.0.)
obecne4vnBaeTca agmuHucTpatopamu. [NoTpebyeTcs peanu3oBaTb KaTacTpodOyCTOMYMBOCTb
nepemeLlaemMbix Npodunen Ha KakoM-TO XpaHunumLLe (He BXxoguT B cocTaB MalluuHbl).

B oGoux BapuaHTax noTpebyeTca peanu3oBaTb «MNepekriodeHne» Mexay nnouagkamm Ha
«TOYKe Bxoga» nornb3oBaTenein B BPM, 06bI4HO eto BbICTynaeT 6anaHCUpOBLLMK Harpy3Ku.

Peanunsaumst katactpodoycTonumBon MHMOPACTPYKTYpbl COOEPXKUT B cebe MHOro HHaHCoB,
OnucaHWe KOTOpbIX BbBIXOAWUT 3a paMKuM [daHHOro [JokymeHTa. B cnyyae wuHTepeca k
KaTacTpodoycTon4mBon KoHgpurypauun MawmHbl crieqyeT obpaTtuTbCs 3a KOHCynbTaunen K
npegcrtasutento Ckana”p unmn ceptudunumMpoBaHHOro napTHepa.

PesepBHOe konupoBaHue

PesepBHOe konnpoBaHue UHGpacTpykTypsl BPM cBOguTCA, B OCHOBHOM, K pe3epBHOM KOMun
cogepxxmmoro 6asbl gaHHbIXx BPM u k konum komnoHeHTa «deploy», ¢ MOMOLLbIO KOTOPOro MOXHO
nepepasBepHyTb KOMMOHEHTLI BPM.

Pe3epBHOE KOMMpOBaHWE BUPTyanbHbIX MalWH (TakMX Kak «3050Tble 06pasbl») MOXHO
OCYLLLeCTBMATb BCTPOEHHbLIM B CEPBEP YNpaBeHUsi BUPTyarbHOWM NnaTtopMbl UHCTPYMEHTOM.
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6. AHOOPMALIMOHHAA BE3OINACHOCTDb

NHdpopmauymnoHHas 6esonacHocTe Ckana”p MB.BPM obecnednBaeTcs 3a cHeT MCNOMNb30BaHMSA
KoMnriekca mep:

= WpoeHTndpmkaumsa wn ayteHTUdUKaUUA nonb3oBaTenen, BKOYas ABYX(AKTOPHYIO.
MonoaepxuBatoTCca cnegyowine TOKeHbl U CMapT-KapThbl:

= ESMART Token FOCT
= Pytoken 3UIM 2.0
= efloken
= JaCarta
= VpoeHTngukaums n asTopmsaumsi NoNb3oBaTeNbCKMX YCTPOMUCTB 4OCTYyNa

= BcTpoeHHas HacTpamBaemasa nonuTuka naponen n nogaepxka naposibHbIX MONUTUK
noaknto4vaemblix BHelwwHnX LDAP-kaTanoros

= [logkntoyeHune K BupTyanbHbiM paboymmMm mectam 4epes eanHyto Touky Bxoga B BPM —
[uvcneTyep nogkntodeHUn. Npsmon 4oCTyn HEBO3MOXEH

= ABTOMaTM4Yeckoe BriokMpoBaHue y4eTHbIX 3anncen, ycTponcTe gocTyna, IP-agpecos npu
MHOIOKPaTHOM BBOZE HENPaBUIbHOMO NOrMHa/napons

= Ponesasa mopenb pgoctyna, npu KoTopon nonb3osatento BPM  pocTynHbl Tonbko
OencTBusA, onpeaerieHHble Ha3Ha4YeHHOW eMy POSibHo

= PasrpaHudeHune npaB gocTyna u3 KopnopaTMBHOW MU U3 BHELLHEN CETEN

= CeccroHHOe noakniyeHne nonb3oBatenen K BUPTyalribHbIM pecypCaM: ONA KaxXnoro
NOAKMKYEeHNA KaXaoro nojib3oBaTternida  co3gaeTcAa  uHamMmBuayarnbHaa ceccna U
noarotaBJinBaeTCA K pa60Te TOJ1bKO Bbl6paHHbIl7I nm pa6oqvu7| cton. lNMocne 3aBepLlieHuns
ceaHCa NnoJib3oBaTesNIA CeCCUA 3aBepluaeTCd, Kak U pa60Ta BMUPTYyaribHOro pa6oqero
cTona

L] Perynﬂpru?l aBTOMaTMUYeCKui KOHTPOJ1b LUEJTOCTHOCTUN KOMIMOHEHTOB CUCTEMBbI

MawwuHa BuUpTyanbHbIX Pabounx MecT MOXEeT OblTb MCMONb3oBaHa B WH(OPMAaLMOHHbLIX
cucTeMax C OOMONHUTENbHbIMM TPeboBaHMSIMM COracHO HOPMaTMBHOWM LOKYMEHTaLWUN.

Te unu nHble Bepcum MO 13 coctaBa MawmHbl BUpTyanuaauum nonyvanm ceptucpmkat PCTOK.
Kpome Toro, MawunHa coBmecTma ¢ psgoM annapaTHbIX U NPOrpaMMHbIX HanOXeHHbIX CpeacTB
obecneveHns MHGOPMaLMOHHOM 6e30NacHOCTMW.

Ona nonyyeHua Tekywlero cratyca cepTuduKaumm unmM BO3MOXHOCTM  MCMOSb30BaHUA
HaNoOXeHHbIX CPeacTB cnenyet obpaTnTbes K npeacraBmMTento komnaHum Ckana’p.

Takum obpasom, MawmHa BUpTYyanu3aumm MoxXeT ObiTb MCNONb30BaHa:
= B rocygapcrBeHHbIX MHopMaunoHHbIx cuctemax (MMC) BnnoTb 4o 1 knacca
= MH(OPMALMOHHBIX CUCTEMAX NEPCOHArbHbIX AaHHbIX 40 1 YPOBHS 3alLMLLEHHOCTH

= B CuUCTtemax, rge K aktyalibHbIM OTHECEHbI Yrpo3bl 1-ro n 2-ro Tmna

OpaHako kaxabli Takon NPoekT TpebyeT oTaenbHON npopaboTku. [ns KOHCynbTaumm no aTomy
BONPOCY pekomeHayeTcs obpaTtutbCa K MpOUNBHOMY CUCTEMHOMY WHTErpaTtopy wnu
npencrtasutento Ckana”p.
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7. TAPAHTUPOBAHHOE KAYECTBO

KauecTBeHHble nokasateny MawuHbl BUpTyanbHbIX pabouynx mect Ckana’“p MB.BPM
obecneunBaloTCsl €€ COOTBETCTBMEM MPOBEPEHHOMY CTaHAapTHOMY BapuwaHTy, cobniogeHnem
YCTAHOBMNEHHbIX HOPM UK  TpeboBaHun N0  dopMupoBaHMIO, peanusauuen paboT
BbICOKOKBannmUMpoBaHHbIMK ClelnanmMcTamm Ha Bcex aTanax >XM3HEHHOro LuMKna.

Mpon3BoacTBO (KoMNnekTtoBaHne u passepTbiBaHue 10)
[ |_|pVI npon3BoACTBE NCNOJ1b3YHOTCA BbICOKOKa4YeCTBEHHbIE KOMMJIEKTYIOLWMne

= Co6opka NpoayKuuM OCYLLECTBSIETCS CTPOr0 B COOTBETCTBUM C YTBEPXKAEHHBLIM NI1aHOM
pa3meLleHMss KOMMNOHEHTOB

= [NepBnyHoe passepTbiBaHue MO ocyLiecTBRSETCS B aBTOMATUYECKOM PEXUME

= JononHuteneHble HacTporkn MO OCyLeCTBNSATCSA B COOTBETCTBUM C YTBEPXKOAEHHOW
MeTOOMKOM N NOoLIAaroBOn MHCTPYKLUNEN

= OcyuwecTBnserca MyHKUMOHaNbHOe TeCTMpOoBaHue cchopMmnpoBaHHOM MaLluunHbI

= OTknoHeHuns oT TMnoBoro pewexus Ckana”p MB.BPM vcknioyeHbl

Nepenaya B akcnnyatauuto

= Ckana”p MB.BPM nonHocTbio chopmupoBaHa, NpoTeCTUpPOBaHa, roToBa K pa3MeLLeHNIo
B CETU 3aKa3umka 1 pasmMeLlleHunto npuknagHoro MO

= B komnnekte co Ckana”p MB.BPM nepepatotca nacnopTt pelleHusi, cepTudmkaTt Ha
noaaepxky

= [lpoBogutca obyveHne cneumanucToB 3aka3dumka pabote co Ckana”p MB.BPM (no
3anpocy)
[lononHuTenbHble TpeboBaHUS

BoamoxHa peanusaums AONOMHWUTENbHBIX TpeboBaHWM NO MOAEPHM3AUMU UMW Pa3BUTUIO
Ckana”p MB.BPM (no 3anpocy), B TOM 4ucne:

= AnnapaTtHas MOAepHU3auusi peLleHns

= [Opu3oHTanbHOEe wWnNM BepTUKaribHOe MacliTabupoBaHME HOBOTO WM MMEIOLLErocs
peLueHus

= M3meHeHne pyHKLUNOHANBLHOCTN KOMNOHEHTOB AncTpudyTmneos MO, nx gopaboTka

= [ecTMpoBaHWEe NPUMNOXEHWUN, MNPOU3BOAUTESNTBHOCTU MNPUINOXKEHUA WNWU MHOE Jpyroe
3anpoLLeHHoe TecTMpoBaHue

PaboTbl BbINOMHAOTCS C y4acTUEM apXUTEKTOPOB U UHXXEHEPOB, pa3paboTunkos MawmnHbl 1 MO
Ckana”p MB.BPM.
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8. TPEBOBAHUA K PASMELLEHUIO PELLUEHUA

PelleHne npeactaensiet cobor cepBepPHbIN MOHTaXHbIN WkKad 19”7, BbicoTa 42U, ¢ AanbHenLen
BO3MOXHOCTbIO MOAYMbHOW paclumMpsaeMocTn 4o 14 cToek.

HanonHeHne wkadga obopygoBaHMEM M COBOKYMHbIA BEC 3aBMCAT OT BblIOpaHHOro BapuaHTta
peweHna n moryTt coctanaTb oT 400 go 800 kr.

ﬂ,]’lﬂ NnoaKnr4YeHnA LlJKa(ba K cucreme 3J'IeKTpOCH86)KeHVIF| OOJTKHbI ObITb npegycMoTpeHbl ABa
He3aBNCUMbIX BXOAaA 3N1EKTPONMNTaHUA.

PacuéTtHas notpebnsemas MOLHOCTb LKada coctasnsieT ot 6 go 11 kBrT.

B mecte YCTaHOBKMU OOJTXHblI ObITb npegycMoTpeHbl COOTBETCTBYOLWLME MOLLHOCTU NO OTBOAY
Tenna.

TpeboBaHus ons noaknoyeHms MalumnHbl K ToKanbHOW CETY 3aKasynka onpeaensitoTcs Ha aTane
dhopmMupoBaHus cneundukauum MatumnHbi.

Mpy pa3BépTbiBaHUM pelleHuUst Ha HEM OyayT BbINONHEHbI HACTPOMKM CETEBbIX agpecoB B
COOTBETCTBMW CO CTPYKTYPOW CETM 3aKka3uuka. 3akasyvk SOIKEH NpefocTaBUTb Heobxoaumble
[AaHHble B COOTBETCTBUM C HOMEHKIATYPO KOMMOHEHTOB peLLeHus.

B ceTu 3akasymka 4OSMKHbI ObITb HaCTpPOEHbl COOTBETCTBYHOLLUME MAPLLUPYTbl U NpaBa O0CTyna.

HanbHenwne MeponpusiTUst Mo BBOAY B 3KCMMyaTauMio OCYLLECTBMASIOTCS 3aKa3uMKOM MyTEM
HaCTPONKM NPUKIaAHbIX NPOrPaMMHbIX CUCTEM.

TpeboBaHMs K pa3MeLLEHNIO PELLEHMS 33 n3 36



MawwuHa Buptyanusauum pabounx mect Ckana*p MB.BPM

9. TEXHUYHECKAA NMOOOEPXKA

MoctaBka Ckana”p MB.BPM ocyuiectBnseTca ¢ npeaBapuTenbHbiMM COOPKOM, TECTUPOBAHNEM
N HacTponkon obopyaoBaHusi cornacHo TpeboBaHWsIM 3aka3uvvka. KadecTBeHHasi nogaepxka
Ckana”p MB.BPM o6ecneunBaetca eqmMHbIMM CTaH4apTaMmn rapaHTUNHOMO M MOCTrapaHTUNHOMO
TEeXHMUYECKOro ob6cnyXnBaHus:

= [lakeT ycrnyr no TexHU4eckon nogaepXKke Ha nNepBbiv rof BKOYEH B NOCTaBKY

= 3akasuuK MOXeT BblbupaTb nakeT B 6a30BOM pexume 9x5 nnm B pacLUMPEHHOM peXxume
24X7 (onumst Ans KpUTUYECKON OYHKLMOHANbHOCTH)

= Cpok Ha4yanbHO NpMobpeTaemMon TEXHNYECKON NOAOEMKKM MOXKET ObITb YBENMYEH 40 3 U
5 net, Takke [OCTYNHA NPOMNOHraumsa NOAAEPXKKM

= Bo3MOXHO BKNtoYeHMe B cocTas CTaHOapPTHbIX NakeToB AOMNOJIHUTENbHbIX onunn un ycnyr

CocTaB TMMNOBbLIX MAKETOB YCMyr Mo TEXHUYECKOW noadepxke NpeacTaBrieH B Tabnvue Hwke
(Tabnwuua 6).

Tabnuua 6. lNakemal ycriye no mexHu4deckoul noddepxxke Ckana™p MB.C

Maket Maket
«9x5» «24x7T»

Ycnyra

Pexum «O6cnyxuBaHme Komnnekca
Ckana’p MB.BPM B pexunme 9x5» (B + —
paboyee BpeMsi No pabounm gHAM)

Pexum «O6cnyxmBaHne komnnekca
Ckana”p MB.BPM B pexume 24X7» — +
(KpyrnocyTo4HO)

MpenoctaBneHne 4ocTyna K cucteme
pernctpaumm 3anpocoB/MHUMOEHTOB + +
Service Desk

MpepocTtaeneHne goctyna k 6ase 3HaHUR
no npoayktam Ckana’p

MpepocTaBneHne 0GHOBNEHWUN
nuueHsunoHHoro MO Ckanap

[narHocTvka, aHanms u ycTpaHeHune
npobnem B paboTe komnnekca Ckanap
MB.BPM, Bkntoyas:

= yCTpaHeHue arnnapaTHbIX
HeucnpaBHOCTEN;

= TEXHUYEeCKOeE cornpoBoXaeHne Mno.

KoHcynbTauum no pabote komnnekca
Ckana’p MB.BPM
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Maket Maket
«9x5» «24x7T»

Ycnyra

«3awmTa KoHduaeHUMaNbHOM
MHdopmMaunn» (HemcrnpaBHble HOCUTENN

Onuus Onuus
MHdOpMaLMN He BO3BpaLLaoTCS
3akasunkom)
3ameHa U peMoHT 060pya0oBaHUS NO MECTY + +
yCTaHOBKM
HocTaBka o6opyaoBaHus Ha 3aMeHy 3a + +
CYeT npousBoauTens
PaclumpeHHble onummn obcnyxnBanuns — +
BpemeHa pearmpoBaHus 1 OTKNKUKa, He bonee:

30 MUHYT,
- 30 MUHYT, KPYrioCyTOYHO
Bpems pernctpauumn obpalueHunn paboune 4achl
(24x7)

(9x5)

MogkroyeHne criebunanncTa K peLleHuto B TeuyeHune 1
B TeuyeHne 1 vyaca

WHUNOEHTOB KPUTUYHOIO N BbICOKOrO pabo4yero yaca

ypOBHEN (9x5) (24x7)

MpumeyvaHne k cpokam pemoHTa obopynoBaHus: komnnekc Ckana”p MB.BPM apxutektypHO
SIBNSIETCHA YCTONYMBBIM K BbIXOAY M3 CTPOS OTAENbHBIX KOMMOHEHTOB U AaXe Y30B, NO3TOMY HEeT
HeobxogumocTn B obecrnedyeHun [JOpOrocTosILLEro cepBuUCa CPOYHOro BOCCTaHOBIEHUS
o6opynoBaHMs B TeYEHUE CYTOK U MeHee. B komnnekce NnpeaycMOTPeHoO, Kak MUHUMYM, OBOVHOE
pe3epBMPOBaHNE  OCHOBHbIX  KOMMOHEHTOB, MO3BOMAKOLWEE COXPaHATb  AaHHble U
paboToCnoCOBHOCTL Aaxe Npu BbIXo4e U3 CTPOSi HECKONbKUX AUCKOB U/Mn CEPBEPOB.

MonHoe onucaHune ycnyr NoaaepXKkM AOCTYNHO Ha cante www.skala-r.ru.
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O KOMIMAHUA

KomnanHma Ckana’p — paspaboTuMk “ npousBoAauTENb MOAYMNbHOW nnatgopmbl AN
BbICOKOHArpy>XeHHbIX KOpnopaTUBHbIX U rocyaapCTBEHHbIX MHPOPMALMOHHBIX CUCTEM.

MawwuHbl Ckana”p ABRSOTCA CEPUIHO BbINyCKAEMbIMY NPELHACTPOEHHLIMU KOMMIEKcCaMm
1 NO3BONSAIOT OCYLLECTBNSATL ObICTPOE pasBepThiBaHME U BBOZ B 3KCMNyaTauuio.

MoaynbHbIN npuHumMn  obecneymMBaeT  WHTErpauumio pasHOPOOHLIX  KOMMOHEHTOB
UT-nHbpacTpyKTypbl B eAnHYI0 nNnatopmy NpeanpusaTnii, Kopnopaumin n Be4OMCTB.

EovHble nogdepkka u CepBUCHOE OOCNyXMBaHME AN BCEX NPOAYKTOB nuHenkn Ckana”p
OT npowusBoanTens obecneyMBaldT oOMepaTMBHOE paspelleHne WHUUMOEHTOB Ha CTbike
TEXHOMNOIMN.

JononHuTtensHaa nHgopmaumns — Ha camte www.skala-r.ru.
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