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NMPEOUCITIOBUE

YBegomneHue

JIOKYMEHT HOCUT UCKIMYMTENBHO MHCPOPMALMOHHEIN XapakTep 1 ABNSETCA akTyalnbHbIM Ha faTy
pasmeLleHus.

TexHudeckne XapaKkTepucCcTuk, ykadaHHble B OOKYMEHTE, HOCAT UCKMHYUTESTbHO CI'IpaBO‘-IHbIIZ
XapakTtep n He MOryT CIy>KUTb OCHOBaHWeM ansd I'IpeTeHSI/IVI.

TexHndeckmne xapaktepuctukm npounssefeHHblx [MAK MoryT oTnmyatbCa OT NpMBEOEHHBLIX B
HacTosLeM JOKyMeHTe BcneacTane mogudumkaumm MNMAK.

TexHnyeckne xapakrtepuctukm n komnnektaums NAK moryt 6biTb M3MEHEHbI NPON3BOAUTENEM
0e3 yBegomneHus.

[oKkyMeHT He saBnseTca NybnmyHonm odepTorM M HEe COLAEPXKUT Kakux-Nnbo obaszaTtenscTs
000 «CKANA-P».

OnuncaHne OoKymeHTa

[IOKyMeHT pacKpblBaeT, Kak ONTUMU3NPOBAHHbIE MpOrpamMMHO-annapaTHble KOMMIEKChI
OTBEYalOT COBPEMEHHbIM BbI30BaM, WM AaeT KOHUENTyanbHbli M apXUTEKTYPHbIA 0630pbl
MawwuHbl 6onbwKx gaHHbIX Ckana”p MBMO.I' (nanee Ckana”p MB[M.I', MawwuvHa, MB[.T,
NAK).

Ayaontopus

TexHnueckun o0b30p npegHasHayeH anst naptHepoB Ckana’ p M 3aka3vyuMkoB, nepen KoTOpbIMU
CTaBATCA 3agaudn pas3paboTKy pelleHus, 3aKyrku, ynpaeleHus unm akcnnyaTaumm MalumHbl
6onblKnx gaHHbix Ckana” p MBA.T.

ObpaTHas cBs3b

Ckana’ p 1 aBTOpbl 9TOro AOKyMeHTa OTKPbITbl AN AncKyccun n 6yayt GnarogapHsl 3a nobble
KOHCTPYKTUBHblE 3amMedaHusi. Bawm OT3biBbl U NpeasiokeHns npocuM HanpaenaTb MO
9NEeKTPOHHOW noyTe Ha agpec MBD8@skala-r.ru, oba3aTensHO yka3as B TEMe N1CbMa Ha3BaHue
AOKyMeHTa.

31330


MBD8@skala-r.ru

MawwvHa 6onbwmnx gaHHbix Ckana”p MB[M.I. TexHunyeckum o630p

NEPEYEHb TEPMWUHOB U COKPALLEHUA

ETL

MLAG

RAID

SSD

Knactep

MawwuHa

Moaynb

oC

lNogcuctema

cyp[

Yaen

(aHrn. Extract, Transform, Load) Npouecc TpaHCnoOpTUPOBKM
AaHHbIX, NPX KOTOPOM NMHOPMAaLMIO U3 pasHbIX MECT
npeobpasyloT 1 knagyT B HOBOE MECTO

(aHnrn. Multi-Switch Link Aggregation) TexHonorust arperaumm
KaHanos, NO3BONAOLLAA OAHOMY UITN HECKOSBKUM FNIMHKAM C ABYX
pa3sHbIX CETEBbIX Y3M0B OblTb 06BbEANHEHHBIMW BMECTE TaKUM
o6pasom, 4YTO 415 KOHEYHOro YCTPOMCTBA 3TO BbIMMAAUT Kak
OOWHOYHOE coeanHeHne

(anrn. Redundant Array of Independent Disks) N36bITOYHbIN
MacCuB HE3aBUCUMbIX ANCKOB, TEXHOMNOMMSI BUPTYanu3aLmm
AaHHbIX Anst 06beaUHEHUS HECKONbKMX ON3NYECKNX ANCKOBBIX
YCTPOWNCTB B JIOrMYECKUA MOAYIb AN NOBbILLEHNS
OTKa30yCTOMYMBOCTM W/UNN NPON3BOAUTENBHOCTU

(anrn. Solid-State Drive) 3anomuHatolee yCTPOUCTBO HA OCHOBE
MUKpPOCXEM NamsTu

OTkasoycTonumBasi apxutektypa yHkumoHana MawmnHbl

Habop annapaTHOro 1 nporpaMmMHoro obecneyeHuns B Buae
Mopaynen Ckana’ p, coeaMHeHHbIX BMecTe Ansi o0ecneYvyeHus
onpeaeneHHoro metoga o6paboTkM gaHHbLIX UM NPeaoCTaBIEHNS
NT-cepBuca ¢ 3agaHHbIMU XapakTepUCcTUKamMu.
3apeructpupoBaHa B EPPPI

PyHKUMOHANBbHO 3aBEPLLUEHHbIN KOMMEKT CKOHUIYPUPOBAHHbIX
ANS BbINOMHEHMS 3a4aHHbIX PYHKUMIA annapaTHbIX U/unu
NporpaMMHbIX KOMMNOHEHTOB, annapaTHbIX Y35I0B Y MPOrPamMMHOro
obecnevenuns (MO), 0boOpMNEHHbIN Kak camocToATeSNbHAs
eMHULa NpoAax Co CBOMM KOAOM (part number) n CToMMOCTbHO.
ABnseTcs eguHbIM U HEAENUMbIM 3NIEMEHTOM cneuudukaumn.
3apeructpupoBaH B EPPPI1

OnepauuoHHas cuctema

Nornyeckoe o6begnHEHNEe KOMMNOHEHTOB MO (PYHKLMOHANBHOMY
NPU3HaKy, C Lenblo NOSACHEHMSA coCcTaBa u NPUHLUMMOB AENCTBUSA
MAK (nporpaMmmHo-annapaTHOro Komnnekca)

Cuctema ynpaBneHus 6azamm gaHHbIX

BbluncnmrensHbIn y3en (cepsep) v ceTeBow y3en (KommyTaTop)
B coctaBe Moayns, B 3aBUCMMOCTM OT KOHTEKCTa
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1 BBEOEHUE

MawwuHa 6onblmnx gaHHbix Ckana”p MBA.IN — 370 nporpaMmHo-annapaTHbIi KOMANEKC s
napannenbHon 06paboTkn W pacnpedeneHHOro XpaHeHUst CTPYKTYPUPOBAHHbLIX AaHHbIX,
crneumanbHO npegHasHadeHHbln gns paboTtbl CYB[ Arenadata DB B BbICOKOHArpyKeHHbIX
cucTtemax.

MawuuHa BkntovaeT B cebs CTaHOapTuU30BaHHbIE Y3Ibl O5A npoBeaeHunsA BbIYMCIIEHNI U XpaHeHuA
AOaHHbIX, 014 CUCTEMbl pe3epBHOI0 KONMpoBaHUA, a TakKiKe CBEPXCKOPOCTHYHO CeTeBYHO cpeny n
CUCTEMY UHTENTIEKTYalnbHOro yrpaBlieHUA.

MawwuHa obecrnevnBaeT:

*  BbICOKYI NPOU3BOAUTENBLHOCTb — Grnarogaps npopaboTaHHON MHTerpauum
annapaTHOro 1 NporpaMMHoro obecrnedyeHnsi, oONTMMU3aLuM anropuTMoB ANs
NCMONb3yEMbIX TEXHOMOMMIA, MPUMEHEHMIO LUMPOKOTrO CriekTpa MeTodoB obecneveHus
HageXHoCTU

"  OTKa3oyCTOM4YMBOCTb — 33 CHET MPUMEHEHNS HAAEXHbBIX KOMMNIIEKTYIOLMX U
cneunanuauposaHHon Bepcun CYB[, pe3epBnpoBaHus KPUTUHECKNX KOMMOHEHTOB U
NCNONb30BaHWs YCTOMYMBBLIX CETEBbBIX MPOTOKOMOB

" KaTaCTPO(bOYCTOVI‘-IVIBOCTb - 6narop,ap;| HanM4uio crneumarnbHbIX TEXHONOIMM

*  CHMXEeHMe 3aTpaT — 3a CYET KOMMMEKCHOCTU NPoayKTa U cneumnanbHbIX YCroBui
nuuensunpoeanus. MNAK gonyckaeT pasmMelleHme cpasy HECKONbKNX 6a3 daHHbIX,
NpeaoCcTaBnsas BO3MOXHOCTU OS5 UX KOHCONUAAUMM U CHUXEHUSA CTOUMOCTH
aKkcnnyataumm

"  pasMelleHue AaHHbIX 06WwrM o6 bemom ot 20 T6anT 4o NpakTU4ecKn
HeorpaHM4YeHHoro oobema, ¢ NoBbILLEHMEM NPON3BOANTENBHOCTM CUCTEMbI NPU
yBenmyeHnm o6bEMOB XpaHeHUs

Ckana”p MB[.I' copepxut Bce HeobxoauMmble anemMeHTbl Ans  YHKUMOHMPOBAHUA
BblcOKOHarpyxeHHon CYB[ Arenadata DB. lNogkntoyeHre K BHELWHMM CETAM OCYLLEeCTBNSETCA
C NoMoLLblo cTaHaapTHoro uHTepdenca Ethernet Ha onpegensembix NpyM NOCTaBKE CKOPOCTHX,
COBMECTUMbIX C MHAPPACTPYKTYPON 3aKasyuka.

B INAK peanusoBaHbl (OYHKLMM MOHUTOPUHIa COCTOAHNA Kak arnnapaTHbIX, Tak U NporpamMmMHbIX
KOMMOHEHTOB, a TaKkke BCce Heobxoanmble MHTepdenchl 1 PyHKUMM yipaBneHus.

Bnepsble MawwmHa 6bina npeactasnena B 2020 rogy, ¢ Tex Nop KOMMMAEKC Obinl 3HaYNTENBHO
yCcoBepLUEHCTBOBaH u nepepaboTaH. NMAK ncnonb3ayoT KpynHble KOMMepYeckne, KoprnopaTuBHbIe
N rocygapCTBEHHbIE OpraHn3aunmn.

MporpammHo-annapatHbele komnnekcbl Ckana”p MBA.I' BknoyeHbl B  EauHbIn  peecTp
POCCUNCKON pPaanoaneKTPOHHOM npoaykumm n pabotatot Ha 1O, BKMIOYEHHOM B peecTp
MuHunppbl PO.
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2 OTIINMUTENIbHBIE YEPTbI

KopnopatuneHbin ypoBeHb obopyaosaHus u N0 B MalunHe,
ropmsoHTarnbHaa MmacwTabnpyemocTb

= MakcumanbHbln 06beM AaHHbIX, pa3mellaembix B MawmHe 60nblnX AaHHbIX
Ckana”p MB[.I', He nmeeT NOrMyeckoro orpaHNYEeHnst, Ho NPU NPEBbILLEHNN 06bemMa
80 T6anT notpebyeTcst MIAMEHUTL CETEBYHO CXeMY U [06aBUTL CETEBbIE Y3nbl
arperaumu, a npv npesbilweHnn obbema B 600 T6anT notpebyeTcst UIAMEHEHNE CXEMBbI
ceTeBOM CcBs3aHHOCTM Ha Leaf-Spine

" npOVI3BOD,VITeJ'IbHOCTb BCEN CUCTEMbI C POCTOM KoJnn4vecTtBa BbIHUCITUTENTbHbIX Monyneﬁ
HapalwinBaeTCd NnpakTn4eckun NNHENHO

= [AK Bcerga xpaHuT aBe 3epKanbHble KOMUU AaHHbIX U NMOYTU HE CHUXXAET CKOPOCTU
06paboTky MHOPMaLMK Npu Nepexoae Ha 3epkaribHble CEerMeHTbI

Bbicokas npon3BoAUTESIbHOCTb
= CbanaHcMpoBaHHbI KOMMNNEKT 060pYyAOBaHNS
= ApXuTEeKTypHasi oNnTMMmn3aumsi NPoON3BoaNTENBHOCTU
= CneumanbHble HACTPOWKM NPOrpaMMHOro obecnedeHns
= Ocobble anropuTmbl PE3epPBHOIO KOMMPOBAHWSI U BOCCTAHOBIEHMS

" I'Ipopa60TaHHb|e BapuaHTbl And TMNoBbIX I'IpI/IMeHeHI/IIZ

OTK830yCTOl7I‘-II/IBOCTb Ha BCEX YPOBHAX
= HapexHble KoMMneKkTyowmne
= Pe3sepBupoBaHME 3HAYMMbIX KOMIMOHEHTOB Ha annapaTHOM ypOBHEe
= OTKasoycTonYMBas apxuTekTypa

" OnepaTnBHOE BOCCTaHOBMNEHME NpKn cHOosX

|_|pI/IOpI/ITeT COXPaHHOCTN OaHHbIX
= 3epkarnbHble KoMK AaHHbIX pacnpeaeneHbl No pasHbiM BbIYUCIIUTESNbHBIM y3nam
= XpaHeHue apx1BHbIX XypHanoB Tpebyemoe Bpemsi

= 3awmra gaHHbIX B 3aBMCMMOCTHU OT Kenca MoxeT bblTb obecneyeHa nepeaoBbiM
annapaTtHbiM RAID (no ymonyanuio ncnoneayetca RAID10)

ObecneyveHne KayecTBa npu pasBepTbiBaHNN
= OnTManbHOCTb HaCTpoeK noaTeepxXaeHa 3Ha4YnTEeNbHbIM KOJTIMYECTBOM YCTAHOBOK
= ABTOMaTU3MPOBAHHOE pa3BEPTbIBAHNE CHWXAET PUCK YENOBEYECKON OLLIMOKN

" CTaHp,amesau,m pa3BepTbiBaHNA rapaHTUpyeT COOTBETCTBME NPOAYKTA 3aABJIEHHbIM
XapakTepucTtnukam

HenpepbIBHbIN KOHTPOSIb COCTOSAHUA MalunHbI

= MoHnuTtopuHr pabotocnocobHoctn CYB[ n obopynosaHus
=  YCTaHOBMEHHbIE MOPOroBble 3HAa4YEHNS KPUTUYHBLIX NapamMeTpoB

" Pasnn4yHble kaHanbl MHCbOpMMpOBaHMﬂ cucrtemonm MOHUTOPUHIa 00 OTKNOHEHUAX
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[(MOKne BO3MOXKHOCTU AaAMUHNCTPUNPOBaAHUA

" npOp&GOTaHHbIe pekoMeHOauunm no BbINONMHEHUIO npouenyp OGCJ'Iy)KVIBaHI/IFI

" npeﬂ,yCTaHOBHeHO pononHuteneHoe MO ansa ynpaslieHnd

=  CoxpaHeHbl BCe CTaHAapTHble MexaHn3mbl ynpaeneHus CYB[

[Tooaepxka B aKcnyaTtaumm
= lleHTpanusoBaHHada TexHnyeckasa nogaepxka MNMAK
= EamHas oTBETCTBEHHOCTb 3@ BECb KOMMIEKC
= BbInyck npegBapuTenbHO NpoBepsieMblX Natyen
= [lacnopt NAK B komnnekre

" O6yt-|eHv|e nepcoHana 3aka34dunka

OKOHOMMYecKasa a(ppeKkTUBHOCTb
" Cneu,maanble ycnosuda nmMueH3npoBaHnA
=  CoKpalleHHble CpOKM BBOAA B 3KCMNyaTaumio

=  Tonbko 060CHOBAaHHO HEOOXOANUMBIE KOMIMOHEHTHI

AnbtepHatuBa Oracle Exadata gna aHanMTUYecKkux Harpy3ok
= Bbicokue HaaeXXHOCTb N NPON3BOANTESIbHOCTb

" KauecTtBo, noaTBepXxXgeHHoe OnbITOM MPaKkTU4eCKoro npuMmeHeHunA
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3 NOATBEPXAOEHHAA BE3OINACHOCTb

3.1 OnepaunoOHHbIe CUCTEMDbI

MawwuHa 6onbwmnx gaHHbIX Ckana” p MB[.I" noctaenseTca ¢ 0gHON M3 cepTUPULIMPOBAHHBIX
onepaumOHHbIX CUCTEM:

OC AnbT 8 CI (ceptndomkat PCTIK Ne3866 ot 10.08.2018, gencteyeT oo 10.08.2028)
PE[ OC (ceptudpmkat ®CTIK Ne4060 ot 12.01.2019, pencrteyet go 12.01.2029)

Astra Linux Special Edition (ceptudpmkat ®CTIK Ne2557 ot 27.01.2012, gencreyet
8o 27.01.2031)

OC AnbTt 8 CI1

B cooTBeTCTBUM C HOPMATMBHBIM NPABOBLIM akTOM « TpeboBaHMa 6e3onacHOCTM MHpopMaumm K
onepaumoHHbIM cuctemam» (PCTIK Poccum, 2016), OC npegHasHadeHa ans:

obecneveHus 1, 2, 3 knacca 3alnLLEHHOCTN MHpOpMALMK, HE COCTaBNSOLLIEN
rocygapCTBEHHYIO TalriHy, coaepXKallencs B rocyaapCTBEHHbIX MHOPMaLNOHHbIX
cuctemax

obecneveHus 1, 2, 3 knacca 3alnLLIEHHOCTN aBTOMAaTU3NPOBAHHOW CUCTEMbI
ynpaBreHns

obecneyveHns 6€30MacHOCTU 3HAYMMbIX OOBEKTOB KPUTUYECKON MHOPMAaLMOHHOM
MHGPacTPYKTYpbI 1, 2, 3 KATEropun 3HA4YMMOCTH

NPUMeEHeHMs1 B MHPOPMALMOHHBIX cucTeMax obLLEero nosb3oBaHus 2 knacca

obecneYyeHunst BbINONMHEHNS nporpamMm B 3alUNLLLEHHOM cpene

oC COOTBETCTBYET Tpe6OBaHVI$lM cnegyrowmnx HopMaTMBHbIX JOKYMEHTOB!

«TpeboBaHusa 6e3onacHOCTM MHOpMaLMK K onepaumoHHbIM cuctemam» (PCTIK
Poccun, 2016) n «Mpodunb 3awmtbl onepaumoHHbIX CUCTEM TUNa A 4eTBepTOro Knacca
3awmTtbl. UT.OC.A4.IM3» (PCTIK Poccuun, 2017) no 4 knaccy 3awmThbl

«TpeboBaHus nNo 6e3onacHoCTV UHAOPMaLMK K CPEACTBaM KOHTENHepHU3aLumm»
(PCTIK Poccun, 2022) no 4 knaccy 3awwmThbl

«TpebosaHusa No 6e3onacHoCTM MHAOPMaLIMK K CPeACTBaM BUPTYyanu3auum»
(PCTIK Poccun, 2022) no 4 knaccy 3awmThbl

«TpeboBaHua no 6e3onacHOCTU NHAOpMaL MK, ycTaHaBnMearoLmne ypoBHU JOBEPUS K
cpeacTBaM TEXHUYECKOWN 3alumTbl MHopMaLuumn 1 cpeagcteam obecneyeHums
B6e3onacHoCTU MHopMaUMOHHbIX TexHonornny (PCTIK Poccum, 2020) no 4 ypoBHIO
Aosepus

«TpeboBaHus no 6es3onacHOCTN MHpopMaL MK K cuctemam ynpasneHnsa 6asamu
AaHHbIX» (PCTIK Poccun, 2023) no 4 knaccy 3awuTbl

PEL OC

MoxXeT NpUMeHSITbCS ANS 3aWmUTbl MHOpMaLnK B:

3Ha4YMMbIX OO BbEKTax KpUTUYECKON MHPOPMALNOHHOM MHAPACTPYKTYpbl 1 kKaTeropum
rocygapcTBEHHbIX MHOPMAaLIMOHHBIX cucTemax 1 knacca 3almeHHOCTH

aBTOMAaTU3MPOBAHHbIX CUCTEMAX yrpaBneHUs NPON3BOACTBEHHbIMU U
TEXHOMOrM4YeckUMm npotieccamm 1 knacca 3almieHHOCTH

I/IH(bOpMaLWIOHHbIX cucrtemMmax nepcoHanbHbIX AaHHbIX NMpn HeobxoaMmMocCTH
obecneveHunsa 1 YPOBHA 3alULLLEHHOCTU NepCOHarbHbIX AAaHHbIX
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NHOPMALIMOHHbIX CMCTEMaX obLLero Nonb3oBaHus 2 Krnacca

OC cooTtBeTcTBYET TpebOBAHNSAM CrEAYHOLWMX HOPMATUBHBIX JOKYMEHTOB:

«TpeboBaHunst 6e3onacHOCTN MHOPMALMK K onepaunoHHbIiM cuctemamy (PCTOK
Poccun, 2016) n «Mpodunb 3awmtel onepaumoHHbIX CUCTEM TUNa A 4eTBepToro Knacca
3awmTtbl. UT.OC.A4.IM3» (PCTIK Poccuun, 2017) no 4 knaccy 3awmThbl

«TpeboBaHusa no 6es3onacHOCTN MHOPMaLUKN K CpeAcTBaM KOHTeHepusaumm»
(PCT3K Poccuu, 2022) no 4 knaccy 3almThbl

«TpeboBaHusa no 6e3onacHOCTM MHOPMaLMKM K cpeacTBaM BUpTyanusaumm»
(PCTIK Poccum, 2022) no 4 knaccy 3awmThbl

«TpeboBaHusa no 6e3onacHOCTN MHOPMaL MK, yCcTaHaBnMBaroLmne ypoBHU JOBEPUST K
CpeAcTBaM TEXHUYECKON 3alumTbl MHopMaummn n cpeacteam obecneyeHms
©e3onacHOCTN MHOPMALMOHHLIX TexHonornny (PCTIK Poccum, 2020) no 4 ypoBHIO
AoBepus

Astra Linux Special Edition

MoxeT NMPUMEHATbCA ANnA 3allnUThbl VIHC*)OpMaLl,I/II/I B:

NMH(OPMAaLIMOHHbBIX CUCTEMAX, He NpeAHa3HavYeHHbIX Ans ob6paboTkn cBeaeHun
rocygapcTBEHHOW TalHbI

rocyAapCTBEHHbIX MHOPMALMOHHbIX cucTemax 1 knacca 3almLeHHOCTH

aBTOMaTU3MPOBAHHbIX CUCTEMAX yrpaBneHUsl NPON3BOACTBEHHbIMU
N TEeXHOMNOrMYecKMMU npoLieccamm 1 knacca 3almL,eHHOCTH

NHOPMALIMOHHBIX CUCTEMAX NepCOHaNbHbIX AaHHbIX NPYU HEOOXOAMMOCTM
obecneyeHunst 1 ypoBHS 3aLLMLLEHHOCTY NEPCOHarnbHbIX AaHHbIX

NHOPMALIMOHHbBIX CMCTEMaX 0bLLEero nonb3oBaHMs 2 Krnacca

OC cootBeTcTBYET TPEOOBaHNSAM CreayoLwmnx HOPMaTUBHBIX JOKYMEHTOB:

«TpeboBaHusa 6e3onacHOCTM MHpOpMaLMK K onepaLmoHHbIM cuctemam» (PCTIK
Poccun, 2016), «MNpodunb 3awwmtbl onepaumoHHbIX CUcTeM Tuna A nepBoro Knacca
3awmTtbl. UT.OC.A1.M3» (PCTIK Poccuun, 2017) no 1 knaccy 3awmtbl n «lMpodunb
3awmtbl OC TMna A BTOpOro knacca 3awmtbl. MT.OC.A2.M3» no 2 knaccy 3alnTbl

«TpebosaHus no 6e3onacHOCTN MHpopmaLmm K cpeacTBam KOHTENHEpU3aLnny
(PCT3K Poccum, 2022) no 1 knaccy 3awmThbl

«TpeboBaHusa no 6es3onacHOCTN MHGOPMaLMKN K CpeacTBaM BUpTyanusaumm»
(PCT3K Poccum, 2022) no 1 knaccy 3awmThbl

«TpebosaHus no 6es3onacHOCTN MHpopMaLMK K cucTtemam ynpasneHnsa 6asamu
AaHHbIX» (PCTIK Poccun, 2023) no 1 knaccy 3awuTbl

«TpeboBaHusa no 6e3onacHOCTU MHAOpMaL MK, ycTaHaBnMearLme ypoBHU OBEPUS K
cpeacTBaM TEXHUYECKOWN 3alumTbl MHopMauumn n cpeacteam obecneyeHums
6e3onacHoCTM MHopMaunoHHbIX TexHonornny (PCTIK Poccum, 2020) no 1 ypoBHI0
Aosepus

3.2CybA

MawwuHa 6onblwux gaHHbix Ckana” p MBA.I" ucnoneayet ceptndmumposaHHyto CYB[,
Arenadata DB T4 (ceptudpmkat PCTIK Ned4824 ot 03.07.2024, nencteyet o 03.07.2029).

CYB[ moxeT NnpumeHATbCA Ans 3alnTbl MHOPMaLUK B:

rocyAapCTBEHHbIX MHOPMALIMOHHbIX cucTemax 1 Krnacca 3aLmLLeHHOCTH

MH(bOpMaLWIOHHbIX cucrtemMax nepcoHalnbHbIX aHHbIX 1 YPOBHA 3alLNLLIEHHOCTH
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" 3Ha4YMMbIX OOBbEKTAxX KPUTUYECKON MHOPMALNOHHON MHAPPACTPYKTYpbl 1 kKaTeropum

=  aBTOMaTM3UPOBAHHbIX CUCTEMAaX YNpaBrieHNsi NPOU3BOACTBEHHBLIMU U
TEXHOMOrM4YeckuMm npotieccamm 1 knacca 3almweHHOCTH

*  MHOPMALMOHHLIX CUCTeMax 2 knacca obLLero nonb3oBaHus
CYB[ cooTBeTcTBYET TPpEOOBAHMIO CNEAYIOLLMX HOPMATUBHbLIX AOKYMEHTOB:

= «TpeboBaHus no 6esonacHoCTM MHpopMaUmK, yCTaHaBNuBaroLWmne ypoBHM JOBEPUS K
CpeAcTBaM TEXHUYECKON 3alumTbl MHopMaummn n cpeacteam obecneyeHums
6e3onacHoCTM MHopMauUmoHHbIX TexHonornny (PCTIK Poccum, 2020, npukas Ne 76) —
no 4 ypoBHIO 4OBEPUS

= «TpeboBaHusa no 6esonacHoOCTM MHGOPMALUKN K cUcCTeEMam yrnpasneHusi 6asamm
AaHHbIX» (PCTIK Poccun, 2023, npukas Ne64) — no 4 knaccy 3awuTsl

3.3 CpeacTtBa 3awunThbl

ObecneunBaeTca nonHaa coBmecTMMocTb MawuHbl 6onbwmnx gaHHbix Ckana’p MBA.I ¢
HanoXXeHHbIMM CpeacTBaMU 3aLLMUThbI:

= aHTMBMpYycHoe cpeacTBo 3awmnTbl Kaspersky Endpoint Security ansa Linux
(ceptudukat PCTIK Ne2534 o1 27.12.2011, pewnctyeT 8o 27.12.2030)

= cpeacTBo gosepeHHon 3arpysku NMNAK «Cobonb» Bepcus 4
(ceptudbnkar ®CTIK Ne4043 ot 05.12.2018, pencrteyeT go 05.12.2028)

=  cuctema eguHoun ayteHTudumkaumm Avanpost FAM
(ceptudbnkatr ®CTIOK Ne4492 ot 13.12.2021, gencrteyet go 13.12.2026)

Kaspersky Endpoint Security ans Linux
MO MOXeT NPUMEHATBLCA ANs 3alwmTbl MHGOOPMaUNn B:
" rocyaapCTBEeHHbIX I/IHd)OpMaLI,I/IOHHbIX cuctemax 1 knacca 3alneHHOCTH

*  MHPOPMALIMOHHBIX CUCTEMAX MEePCOHanbHbIX AAaHHbIX MPU HEOGXOAUMOCTHU
obecneyeHunst 1 ypoBHS 3aLLMLLEHHOCTW NEPCOHarbHbIX AaHHbIX

" 3Ha4YMMbIX OOBbEKTax KPUTUYECKON MHOPMALNOHHON MHAPPACTPYKTYpbl 1 kaTeropum

= aBTOMaTM3MPOBAHHbIX CUCTEMAX YrNpaBreHns NPonU3BOACTBEHHBIMM
N TEXHONOrMYECKMMU NpoLieccamm 1 knacca 3almieHHOCTH

*  MHOpMALMOHHLIX cucTemMax obLLero Nnonb3oBaHus 2 Knacca
MO cooTeeTcTBYET TPEOOBAHMAM CNeayOLWNX HOPMATUBHbIX AOKYMEHTOB:

= «TpeboBaHusa no 6e3onacHOCTU MHOPMaLMK, yCTaHaBNMBaroLmne ypoBHU JOBEPUST K
CpeAcTBaM TEXHUYECKON 3alumTbl MHOpMaUmMmn 1 cpeacTsam obecneyeHns
6e3onacHOCTU MHopMauUnoHHbIX TexHonornny (PCTIK Poccum, 2020) no 2 ypoBHIO
Aosepus

= «TpeboBaHusa k cpegcTBam aHTMBMPYCHON 3awnTbl» (PCTIK Poccun, 2012)

= «[lMpochunb 3aLmTLl CpeacTB aHTUBMPYCHOW 3awWwmTbl TUNa b 2 knacca 3awmThbl.
NT.CAB3.62.13» (dCT3K Poccun, 2012)

= «[pocunb 3awmThl CPeacTs aHTUBMPYCHOW 3awmnThl TUNa B BTOpOro knacca 3awuTbl.
NT.CAB3.B2.IM3» (PCTIK Poccuu, 2012)

= «[pocunb 3aWwmTbl CpeacTB aHTUBMPYCHOW 3awmnTbl TMNa [F BTOPOro Knacca 3awmThbl.
NT.CAB3.I"2.M3»

=  «TpeboBaHus kK cpecTBaM KOHTPOMS CMEHHbIX MaLLMHHBLIX HOCUTENen nHopMauumn»
(PCTIK Poccun, 2014)
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= «[pocunb 3aWmTbl CPEACTB KOHTPOMS NOAKMIOYEHNA CMEHHbIX MAaLLWHHBIX HOCUTENEN
nHdopmaumm BToporo krnacca 3awntbl. UT.CKH.MM2.M3» (PCTIK Poccun, 2014)

«Cobonb» Bepcus 4
MO MOXeT NPpUMEHATLCA 4NN 3awwnTbl MHOOPMaLNn B:
= rocyaapCTBEeHHbIX I/IHCbOpMaLI,I/IOHHbIX cuctemax 1 knacca 3awmeHHOCTHn

*  MHAOPMALIMOHHBIX CUCTEMAX MEePCOHAamNbHbIX AAaHHbIX MPU HEOGXOAUMOCTHU
obecrneyeHust 1 ypoBHS 3aLLMLLEHHOCTN NEPCOHAanbHbIX AaHHbIX

" 3HA4YMMbIX 0OBEKTAX KPUTUYECKON MHAOPMALMOHHON MHPpaCcTpyKTypbl 1 KaTeropum

= aBTOMaTM3MPOBAHHbIX CUCTEMAX YrpaBreHnUs MPOMU3BOACTBEHHBIMMY U
TEXHOMOrM4YeckUMm npotieccamm 1 knacca 3almeHHOCTH

" MHOpPMALMOHHbIX cucTemMax obLuero nonb3oBaHus 2 Knacca
MO cooTBeTCTBYET TPEOOBAHMAM CNEAYIOLNX HOPMATUBHbBIX JOKYMEHTOB:

= «TpeboBaHusa no 6e3onacHOCTU MHOPMaLMK, ycTaHaBNMBaroLWwmne ypoBHU OBEPUS K
cpeacTBaM TEXHUYECKOW 3aLmnTbl MHAOpMaLUn 1 cpeacteamM obecneyeHns
6e3onacHoCTM HOPMaLMOHHBIX TexHomnorni» (PCTIK Poccumn, 2020) no 2 yposHIO

aosepus
= «TpeboBaHus k cpeactBam gosepeHHown 3arpyskn» (PCTIK Poccum, 2013)

= «[lMpodumnb 3aWwmTLl CpeacTea AOBEPEHHOW 3arpy3ky YpoBHsI 6a30BOI CUCTEMbI BBOAA-
BbIBOAA BTOPOro knacca sawmtbl. UT.CO3.YB2.M3» (PCTIK Poccuu, 2013)

Avanpost FAM
MO mMoxeT NpUMEHATLCA ANg 3aluThl MHOoOpMaUnn B:
" rocyaapCTBEHHbIX MHPOPMALMNOHHBIX cucTtemax 1 knacca 3almweHHOCTH

" I/IHCbOpMaLI,VIOHHbIX cucrtemMmax nepcoHarnbHbIX OaHHbIX NPpU HeobxoaMmocCTH
obecneyeHns 1 n 2 YPOBHA 3alLULLEHHOCTN NepCoHallbHbIX AaHHbIX

" 3Ha4YMMbIX OOBbEKTax KPUTUYECKON MHOPMALNOHHON MHAPPACTPYKTYpbl 1 kaTeropum

" aBTOMaTU3NPOBaAHHbLIX CMCTEeMaX ynpaBleHna Npon3BoA4CTBEHHbIMU U
TEXHOJTI0Or’M4YeCKMMun npoueccamm 1 Knacca 3aLWmnLLIEHHOCTH

MO cooTtBeTCcTBYET TPEGOBAHMSAM CrneayoLwmnx HOPMaTUBHBLIX JOKYMEHTOB:

= «TpeboBaHusa no 6e3onacHOCTU NHAOpPMaLMK, yCcTaHaBnMBaroLmne ypoBHU JOBEPUST K
cpeacTBaM TEXHUYECKOM 3alumTbl MHopMaLmun n cpegcteam obecneveHuns
6e3onacHoCTV MHopMaUnoHHbIX TexHonornny (PCTIK Poccuun, 2020) no 4 ypoBHiO
Aosepus
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4 MPUHUUNBI CO3AAHUNA MALLUUHDbI

UToObl ny4we noHATb ycTponcTeo MawwmHbl 6onbwmnx gaHHbix Ckana’p MBA.I, mMoxHO
CPaBHUTb MPUHLMNbI €€ CO3A4aHusi C TPaAULMOHHO MCNONb3yeMbIM MOAXOAOM K pasMeLLEeHUto
CYB[ Ha HekoTOpOoM Habope M3 pasnNUyHbIX annapaTHbIX U NPOrPaMMHbIX KOMMNOHEHTOB.

TpaanuMoHHbIN Noaxod yHUBepcareH

B coctaB 060opynoBaHus, Kak NpaBuio, BXOOUT BbIYUCIUTENbHbBIV Y3€er, NOAKMIOYEHHbIV NO ceTn
K MaccuBYy XpaHeHns daHHbIX. Y3en ucnonb3yetcsa ans pasmewenus MO CYBL, camu gaHHble
XpaHATCA B MaccuBe M Mo Mepe HeobxogumocTn nepegarTca no cetu. Mcnonb3yloTcs
CTaHOapTHble NPOTOKONbl B3aumogencTeusi. OpueHTaumss Ha CTaHOApPTHble KOMMOHEHTbI W
NMPOTOKOSbl MO3BoONsieT obecneunTb NpeaenbHyo BapuatnBHoCTb npumeHeHust TAK, a Ttakke
BO3MOXHOCTb nogbopa KOMMOHEHTOB A1 LUMPOKOro CnekTpa Harpy3ok. B To e Bpemsi Takomn
noaxon He obecnevvBaeT ONTUMANbHOCTM NOMYYMBLLErOCS PeLIeHNsa ANSa KOHKPEeTHOW 3agaun,
4YTO ABNsIeTCA 0OpaTHON CTOPOHOW YHMBEPCANIbHOCTU. Y3KMM MECTOM TaKkKe SIBNAETCA U KaHan
nepegadn gaHHbIX MeXOy BbIYUCITUTENbHBLIM Y31IOM M MAacCMBOM XPaHEHUs!, YTO HaknagbiBaeT
CYyLLIECTBEHHbIE OrpaHNYeHnst Ha MacTabupyemocTb.

MawwuHa co3gaHa ans paboTbl C aHaNUTUYECKOW Harpy3Kom

Llenbto paspaboTtkm ObINO co3gaHMe MOMHOro KOMMMeKkTa annapaTtHoro M NporpamMmHOro
obecneveHunsi, agantuposaHHoro nog CYB[ Arenadata DB gna obpaboTku aHanUTU4eCcKUx
3anpocoB B ONTUMAanbHOM cpede. OTO NO3BONSIET MCMOMb30BaTb MNpPeMMyLLecTBa TOHKOW
HacTporikn Bcex ypoBHen NMAK mmeHHO nog doyHkuumn m notpebHoctn CYB u tem cambim
obecneynBaeT MakCUMyM ee NPON3BOANTENBHOCTMU.

MawunHa CcooTBETCTBYET MNPUHLUMNY MaCCUBHO-NapannensHon obpaboTku: obpabaTbiBaTtb
AaHHblE TaM, A€ OHN XPaHATCSA, a NepemMeLLaTb TONbKO pe3ynbTaT Bbl4MCIEHUN.

KomnnekcHoe pa3mMellieHre KOMMOHEHTOB, MPUMEHEHWE BbICOKOMNPOM3BOANUTENBbHbLIX MPOTOKOOB
N YCTPOWCTB XpaHEHMUs1 Takke CrnocoBCTBYIOT JOCTUXKEHUIO STOW Lienu.

EbICTDOJJ,eIZCTBI/Ie M €eMKOCTb COBpPEeMEHHbIX TBepaoTeJlbHbIX HakonuTenem noO3BONUN
OTKasaTbCA OT UCMONb30BaHUSA OTAENbHOW CUCTEMbI XpaHeHnA B MawwunHax. anMeHeHHbIIZ
nogxon no3BoNndeT BblHUCIUTENbHbIM pecypCcaM HenocpenCcTBeHHO o6pau.|,aTbcs:| K AOaHHbIM,
NCKITloMas HeobxoaMMOCTb MX BbI60pKVI Ha CTOpPOHE CUCTEMbI XpaHEHUA U NepecCbIsIKKN NO CeTH,
YTO TAKXKe NONOXNTEeJ1bHO CKa3biBAE€TCA Ha Npon3BoanNTESIbHOCTU MAK.

[MpopaboTaHHOCTb BCEX NPOrPaMMHbIX KOMMNOHEHTOB
OcHoBHbIe nporpamMmmMHble anemeHTbl MawnHbl 6onbluKx AaHHbIX Ckana”p MB[M.I":
= onepaumoHHas cuctema
= [10 CYB[ Arenadata DB
= 10 MOHUTOPWHra u agMUHUCTPUPOBAHNSA
= [10 gns ayauTa 3anpocoB
= [10 pe3epBHOro KONNMPOBaHWS 1 BOCCTAHOBMEHUS
= [10 gns ynpaeneHus knactepom CYB[] Arenadata DB

B MawwuHe obecneyeHbl onTuMmM3auns, TOHKas HacTponka K gopaboTka nepeyncrneHHbIX
KOMMOHEHTOB Ana obecnevyeHns nx Hambonbluen NPOU3BOAMTENBHOCTU U (PYHKLMOHANbHOro
COOTBETCTBMA NOTPEBOHOCTAM 3aka34uka.
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MO MawwuH

MpakTnyeckoe NPUMEHEHNE TUPaXMPYEMBIX ak3eMnnsipoB MawwmH 6onbLmnx AaHHbIX Ckana’ p
MBA.I' npoaeMOHCTPUPOBANo BbICOKY0 MPOU3BOAUTENBHOCTL U 0603HauMno obnactb Ans
AanbHenLwero ynyyleHus n passutums.

MockonbKy annapaTHble BO3MOXHOCTM B MawmHe uCnonb3yloTCs MPaKTUYECKU MNOMHOCTLIO,
AanbHenwmve ynyyvweHnss BO3MOXHblI 3a CYET AOMOSIHUTENbHOM KOMMMEKTAUUN MOZYNsIMU,
oTBEYaWLWMMM 3a pacluvpeHve  (PyHKUMOHANbHOCTW, W 3BOMKOLMU  UCMOSNb3YEMOro
nporpammMmHoro obecneveHus.

B xone pas3sutus 6bina paspaboTtaHa meToamka onTummnsaumm Hactporku sgpa OC kaxagoro s
HeoBXoaNMbIX BblMMCAUTENBHbIX y3noB MalmMHbl Nog KOHKPETHbIV BapuaHT ee NpUMeEHeHUs.
3akasunk nonyyaeT MalwmnHy, HACTPOEHHYO MNog NpoekT. HacTponka ocyuiecTBnderca npwu
nomowm paspabotaHHoro Ckana’p cneumanbHoro 1O, 4TO UCKNIOYAET PUCK YErOBEYECKON
oLNBKM.

Ontummnsauusa pabotel CYB[ Arenadata DB pocturaetcsa HacTpoOWMKOW napamMeTpoB AJis
nyywero cootetcTBus apxutektype NMAK B uenom, 6e3 BHECEHNSI UBMEHEHWIA BO BHYTPEHHME
anroputmbl  CYB[], 4TO rapaHTupyeT coBMecTumMocTb MawuHbl ¢ npuknagHeim [0,
OPVEHTMPOBAHHbIM Ha COOTBETCTBYOLWY Bepcuto CYB[.

Otkasoyctonumsoctb CYB[ Arenadata DB B MawunHe obecneunBaeTcs 3a CHET pasMeLleHuns
ABYX 3epkanbHbix ak3emnnsapoB CYB[ Ha Bcex yanax MawuHbl, 06pa3syoLlmx knacrep.

Mpw Tex UNn NHbIX 0TKa3ax U HecTaHaapTHbIX cuTyauusx MO ynpaBneHns KnacTepom NpuMeHsieT
anroput™M pearnpoBaHusi. B KpUTUYHBIX CUTyauusix Krnactep MOXeT OblTb OCTaHOBMEH ANs
obecrneyeHnst COXPaHHOCTU AaHHbIX.

JloNonMHUTENbHO NPY HAacTPOVKe CUCTEMbI YNPaBIEHUS! KNacTepoM peLlaeTcs psg npobnem, B
TOM 4MCIe CBSI3aHHbIX C obecneyeHneM KOpPEeKTHOro NPOXOXAEHMS CETEBOrO Tpaduka.

B uenom opraHmsauus OTKa3OyCTOMYMBOCTM 3TO OAHA W3 Hauboree CroXHbIX 3agad,
3PEKTMBHOE peLleHne KOTOPOW 3aBUCUT OT KOHKPETHbIX TpeboBaHWiA  3akasyuka,
ocobeHHocTen npuknagHoro 1O, WHMPOPMALMOHHO-TEXHONOIMYECKOM W CETEBOW cpenbl
NH(PACTPYKTYPbl 3aKka34dnka, KOHKPETHOro Komnnekta obopyaoBaHus. B ykaszaHHbIX yCnoBusix
P HAaCTPOEK OCYLLLECTBNAETCA HENOCPEACTBEHHO NMPU pasBepTbIBAHUN PeLLEHUS.

KomaHaa uHxeHepoB 1 apxutektopos Ckana’p npoaomkatoT paboTy No coBepLUEHCTBOBAHUIO
MO ynpasneHus KnactTepom, oNTUMU3aLmn anropuTMOB BOCCTAHOBMNEHUS! Y3MOB MPU BO3MOXHbIX
oTkasax. AHanoruyHasi 4esATenbHOCTb NOCTOAHHO BeAeTCs M Mo Pa3BUTUIO CUCTEM MOHUTOPUHTA
W yrnpaBneHus.

B komnnekce BCe NepeyvuCrieHHble HanpaBneHust (OPMUPYIOT LIENMOCTHYI0 apXUTEKTypy
MawwuHbl 6onblumnx gaHHbix Ckana” p MBA.I.

ConpoBoxaeHue 1 nogaepxka

BaxHbIM OOMNOMHEHMEM KO BCEMY MNEPEYUCIIEHHOMY SBMSIETCA MOfHask OTBETCTBEHHOCTb
npoussoanTens 3a MawmHy B LLenoM, BKIoYasa BCe NPOrpaMMHbIe M annapaTHbIe KOMMOHEHTbI.
OTO O03HayaeT He TONbKO YBEPEHHOCTb B paboToCNOCOBHOCTM M3aenust B LEOM, HO U
nocneaymroLLyto NoaaepkKky oT eAnHOro NocTaBLUMKa B PEXMME OOHOMO OKH», @ HE OT HECKOJSbKMX
pasHbIX MOCTaBLUMKOB, kak OblBaeT npu camocToATenbHOM noabope, pasBepTbiBaHUM W
HaCTpoVike KOMMOHEHTOB B Criyyae TpaguLMOHHOro NoaxoAaa.
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5 BAPUATUBHOCTb MALLUH

HpVIOpI/ITeT npon3BoanUTEIIbHOCTH

O6nacTb NnpUMeHeHus:

Data Warehouse kak eanHoe KoprnopaTuBHOE XpaHUINLLLE apXMBHbIX OaHHbIX U3 Pa3HbIX
WUCTOYHUKOB

MHopMaLmMsa onepaTMBHOroO AocTyna

MHOXXEeCTBEHHble aHalrMnTn4ecKkne 3anpochbl OunsHeca

BapuaHTbl pelieHus:

yBeInMYeHHbIN 06beM onepaTMBHON NaMSTH
noBbileHne 6a3oBoON YacToTbl paboThl MPOLLECCOPOB

BblCOKOMpoun3BoguTesibHble TBEPOAOTESIbHbI€ HAKoNUTes 1M C NogKno4yeHnem SAS
(16x1,92 T6aiiT)

RAID 10

MpropuTteT o6beMa XpaHeHUS

O6nacTb NpUMEHEeHUS:

©asa 3HaHu1 NpegnpuaTua

OaHHbl€ UCTOPUNYECKOIro aHasin3a

BapwuaHT pelueHus:

CTaHOapTHble napameTpbl BeluncnutensHoro moayns
SSD noBblweHHOro obbema (24x3,84 ToanT)
RAID 10

BapI/IaHTbI peweHnda an4d rnosbllleHnA Npon3BoaUTEIIbBHOCTH

Bo3moXxHOCTb Mcnonb3oBaThb B KoMnnekce oba BapmaHTa MawmHbI
MHXeHepbl AaHHbIX 3aka3yuka MOryT BbICTPOUTL NpaBunbHble ETL-npouecchl

Ckana”p MB[.I' moxeT ObITb aganTupoBaHa 1 CKOHUrypupoBaHa nog CTpykTypy
AaHHbIX 3aKa3ynka, TUMbl U NEPUOLAMNYHOCTL 3anpoCcoB U Ap.

14 n3 30



MawwvHa 6onbwmnx gaHHbix Ckana”p MB[M.I. TexHunyeckum o630p

6 COCTAB MALLUUHDI

Hwxe npuBeneHbl TEPMUHBI, UCNONb3yeMble ANA komnnekTaumn MawuHbl 60nblnX AaHHbIX
Ckana”p Mb[A.I.

MawmHa — 310 Habop annapaTHOro 1 nNporpaMmmMHoro obecneveHus B Buae Moagynein Ckana’ p,
COeVHEHHbIX BMecTe ansi obecrnevyeHuns onpefeneHHoro MeTtoga obpaboTkM AaHHbIX WK
npegocTtasnexHus NT-cepBUCOB C 3a4aHHbIMU XapakTepUCTUKAMM.

Mopacucrtema — nornyeckoe o6bEANHEHME KOMMOHEHTOB MO (PYHKLMOHANBbHOMY MPU3HAaKy, C
Lenbto NosSICHEHNA cocTaBa W npuHuunos aenctens MNMAK.

Mogynb — 3T0 eauvHuua nocTtaBky MaluMH, BbINOMHSOWAA onpeaeneHHble yHKUMM B
COOTBETCTBMU C ee HasHayeHueM. Moaynb siBNsieTcs eauHbiM U HeaenMMbIM 371EMEHTOM
cneumdmrKkauum 1 cogepXkmT Habop annapaTtHbix yanos u M0O.

Y3en — 3T0 aneMeHT, BbINOSHAOLWNIA onpeaeneHHyo 3agady B coctase Moayns.

6.1 KomnnekTbl NOoCTaBKM

MawwuHbl Ckana” p MBA.I" noctaBnsaTCca B BUae PyHKLMOHANBHO nonHoro Habopa Moaynen
Ckana’p 1 KOMNIEKTYTCA B COOTBETCTBUM C NOKasaTeNsAMU Has3Ha4yeHUsl, MosfyYyeHHbIMU OT
3akasunka. MawwuHa BknyaeT B cebs 6as3oBbI KOMMNEKT M B cryyae HeobxoaumocTu
AOMNOSHAETCHA KOMMIEKTOM MOAYNEN paclUMPEHUs n/unn cneynansHbIMU MOSYIISIMMN.

BaszoBbIn KoMNnekT — 3T0 Habop Mopgynen Ckana’p, MUHMManIbHO-HEOOXOAMMBLIN ONS
PYHKLMOHMPOBaHMS BCEX NOACUCTEM, 06ecneymBaloLLnX BbINOMHEHNE OCHOBHOIO hyHKLMOHana
MawunHbI.

Komnnekr mopynen pacwmpeHnsa — 370 Habop Mopgynen Ckana’p, nNo3BOMAOLWNNA
macwTabuposatb [1AK, Hanpumep, korga He xBaTaeT MOPTOBOW €EMKOCTU WMAUW  eCTb
Heo6XxoaUMOCTb YBENUYMTL MPOU3BOAUTENBHOCTL U 06beM XpaHeHus AaHHbIX. Kpome Toro,
MOXHO  gobaBuTb  cneumanbHble Mopynu  Ckana’p, no3BongwwuMe  paclmpuTb
dyHKumnoHanbHocTb MAK.
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OCHOBHOMH
dyHELMOHEN

Mogcucrema
ofecnedeHHA G330
CEpEHMCOB

MOGOACTEMS

NMogowcrema
HIAMTHHECHOH
obpaboTiy Bonbumx
OAHHbOE

NMogoucrama
YNpaEneHHA

Mogcouorema pesepeHors
EOMMPOESHHA

Eaz0BbIA KOMMAEKT
Ilogynm RELL]

GaanBni A Miayias

JononHUTEABHBIA GYHKELMOHAN

Mogcoucrema ynpaeneHWA
O3HHBIMK

Mogoucrema

npecfpas0saHHA O3HHDIX

KOMMAeKT Mogyneld pacluMpeHmMa
Magynu ¥am

PucyHok 1. Komnnekmauusi MawuHbl 6onbwux 0aHHbix Ckana™p MBA.I
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6.2 NopacucrteMbl

®dyHkumn  Ckana”p MBO.I' norndeckn ob6beanHeHbl B noacuctembl. YacTb noacuctem
obecrneynBalOT OCHOBHOM (PyHKUMOHAN W Bcerga BKMoYeHbl B MawuHy, a 4vactb —
AOMNOSNTHUTENbHBIN PYHKUMOHAN n MoryT 6bITb 4o0aBneHbl N0 TpebGoBaHMIO 3aKasynka.

OcHOBHOM (hyHKLIMOHaAN — 3TO MUHMMAanbHbIN Habop nogcucTem, Heobxoanmbix MalwwmHe ans
BbINOMHEHMSA 3a[a4 NPSAMOro HasHa4YeHus.

DononHutenbHbIn dyHKUMOHanN — Habop noacuctem n3 Mopgynen, obecneuymBaroLnX
paclumpeHune oyHkumin MalmnHbl.

6.2.1 Mopcucrtema o6ecneyeHust 6a3oBbIX CEPBUCOB U ceTeBasi NoacUcTeMa

Moacuctema obecneyeHnss 6a30BbIX CEPBUCOB OTBEYAET 3a MOHUTOPUHI W yrpaBneHue
annapaTHbIMU 1 NPOrpaMMHbIMU KOMNOHeHTamMu MalumHbl. B Hee BKMOYEHb! BbIYUCTIUTENBHbIE
y3nel BasoBoro mogynsa (cMm. n. 6.3.1), Ha KOTOpbIX MpeadycTaHoBreHO cepBucHoe [10
Ckana” p NeHom 1 Ckana” p BuaunoH, BeinonHsitowee cnegyowme QyHKUNN:

=  cbop, XxpaHeHne n otobpakeHne Ha gawbopaax 4aHHbIX MOHUTOPUHIa

*  npegocTaBneHne BO3MOXHOCTU TOHKOW HAaCTPOMKM KaXK4oro n3 KoMnoHeHToB MalumHbl
= ynpasneHue nonb3oBaTensaMmn 1 aytTeHTudunkaumns (onunoHanbHo)

= ynpasneHue knactepom Arenadata DB

= OpKecTpauusi akTUBHbIMW 3afiaHMsaIMK, YTO BbINONHATCS B Knactepe Arenadata DB

= OpKecTpauusi pe3epBHbIM KONMMPOBaHMEM U BOCCTAHOBITIEHNEM PE3EPBHbLIX KOMUIA

Apxutektypa  nogcucteMbl  obecneyeHuss  6as3oBbIX  CepBUCOB  NpedycmartpuBaeT
OTKa30yCTOMYUBLIN peXnm paboThbl.

CeTteBas nogcmuctemMa BbINOMAHSAET OYHKLMIO OpraHn3auumn ceTeBon CBSA3aHHOCTU MexXay BCceMu
BblYMCNUTENBHLIMU y3niamu, Bxogawmmmn B coctas Ckana’p MB[.I, n npeacraesnseT cobon
Habop ceTeBbIX Y3M0B, KOTOPbIE OPraHN3yHT N30NNPOBAHHbIE BbICOKOCKOPOCTHLIE CETH:

=  BHYTPEHHEro B3aMMOAenCcTBUA (B 3aBUCMMOCTU OT TpeboBaHuin 3akasuuvka 25 [but/c
unun 100 Méut/c) — ana opraHmnsaunmn 6eICTPOro PYHKLNOHNUPOBAHUSA MEXAY BCEMU
komrnoHeHTamu MAK

=  BHELUHero JocTyna (B 3aBUCMMOCTU OT TpeboBaHuin 3akasyuka 25 Mout/c unm
100 M6uT/c) — ansa opraHnsauumn SOCTyna K AaHHbIM, YTO XPaHATCA Ha y3rax, BXOOsALWMNX
B COCTaB NOACUCTEMbI aHaNUTUYECKON 0OpaboTKM AaHHbIX

= ynpasneHus (1 [6uT/c) — ansa opraHu3aumm nepegavm CepBUCHON MHopMauumn ¢
BbIYUCNIUTENBHbIX Y3I10B, BXOASLLMX B COCTAB MOACUCTEMbI aHaNUTU4eckon obpaboTku
AaHHbIX, HA BbIYUCIIUTENbHBIE Y3rbl, BXOASALIME B COCTaB Nogcuctembl obecneveHuns
0a30BbIX CEPBMCOB

CrtapToBbI KOMMNMEKT CETEBbIX Y3M0B Bcerga pasmellaertca B bazoBom moayne (cm. n. 6.3.1).

6.2.2 NMoacucrtema aHaNUTUYECKOMN 06PabOTKN OONbLUNX AaHHbIX

BbINOJIHAET OCHOBHbIE (.byHKLI,I/II/I, CBA3aHHble C XpaHeHneM " pa60T0|7| C JaHHbIMU, N OTBeYaeT
3a:

= pasMelleHne HECKONbKNX cermeHToB knactepa CYB/ Ha KaxXgoM BbIYUCITUTEINTbHOM
y3ne Moaynsa aHanuTu4yeckom o6paboTkn AaHHbIX

"  pasmelleHne OCHOBHOWN K 3epkanbHom konuu cermenTa CYB/[] Ha pasHbIx
BblYMCNNTESbHBIX y3rax

17 n3 30



MawwuHa 6onbwmnx gaHHbix Ckana”p MBA.I. TexHn4yecknn 0630p

= BbINOMHEHWe 3anpocoB B pexume MPP?!

Moacucrtema peanusyetca Mogynem aHanuTuyeckom obpaboTku (cm. n. 6.3.2).

6.2.3 Noacucrtema ynpasneHus

BbinonHseT yHKuMM pacnpeneneHnsa 3anpocoB Mexay y3namu, BXOASWUMM B NOACUCTEMY
aHanutnyeckon obpaboTkm gaHHbiX. [MpegocTtaBnsdetr mHTepdenc, K KoTopomy obpaluatoTcs
agMUHUCTPATOPbI U aHANUTUYECKME CUCTEMBI ANst paboTbl C JAHHLIMWU, XPaHALLMMUCA Ha y3nax
NOACUCTEMbI aHaNUTUYeCcKon 06paboTKM LaHHBbIX.

Mogcuctema peannsyetca Mogynem koopauHauum (cm. n. 6.3.3).

6.2.4 NMNoacucrtema pesepBHOro KONMPoOBaHUS

BkniovaeT oguH wvnn Heckornbko Mopaynen pesepBHOro konupoBaHuA (cM. n. 6.3.4), B
3aBMCMMOCTM OT 06 beMa AaHHbIX, Moanexalux XxpaHeHu o B Buae konui. B ocHoBe noacuctemsl
nexwut MO, paGoTatowiee no npoTtokony NFS2,

6.2.5 Noacucrtema ynpaBneHnsa AaHHbIMU

OTBeyvaeT 3a OpraHuM3auuto COBMECTHOW paboTbl C AAHHbIMW, UHTErpauuio MeTagaHHbIX K3
pasnnyHbIX cuctem obpaboTkM M aHanmM3a [aHHbIX, a Takke npenocTaBnseT BO3MOXHOCTU
noucka AaHHbIX M COBMECTHOM paboTbl C MeTagaHHbIMW, BEAEHMS KOprnopaTMBHOMO GU3Hec-
rnoccapuvsi U ero TECHOM MHTerpaummn ¢ Kkatanorom gaHHbix. B ocHoBe nogcuctembl nexut MO
Arenadata Catalog.

Moacuctema peanunsyetcs CneunanuanpoBaHHbIM MoAayneM (Ans ynpaBreHus AaHHbIMMW)
(cm. n. 6.3.5).
6.2.6 Noacucrema npeo6pasoBaHUA JaHHbIX

Coctount 3 CneunanmsanpoBaHHbIX Moayren (Ansa npeobpasoBaHusa AaHHbIX) (CM. N. 6.3.6),
KOTOpble HeobXxoauMbl ANS CO34aHWUA aHanuMTUYecKUX nnaTdopm, a Takke AN MHTerpaumu,
BbIFPY3Ku1 M 06paboTku AaHHbIX 13 NIOBbIX UCTOYHWKOB. ABNAETCA OCHOBOW AN BbICTPAUBAHUA U
opkecTtpauun ETL/ELT-npoueccos.

6.3 Moaynu

6.3.1 baszoBbI moaynb

HassaHuve B EguHOM peecTtpe poccuickon pagnoanektpoHHom npogykuumn — CKAJIA-P ba3sosbii
moaynb. ObecneunBaeT PyHKUMOHMPOBAHME NodcucTeMbl obecneveHns 6a3oBbIX CEPBUCOB U
ceTeBow nogcuctembl (CMm. n. 6.2.1).

HasHauyeHune
= Ob6ecneyeHne ceTeBOW CBA3AHHOCTU MeXay KOMMOHEHTaMu
=  OpraHusauus BblgeneHHon cetu ynpasneHns MawmHon

" OpraHm3aLu/|;| NOOKIIOYEeHNA K CETU 3aKa34vnKka

= KMcnonHeHue yHKUNIA MOHUTOPUHIA U ynpaBneHuss KoMnoHeHTamn MaluuvHbl

Y3anbl

= [1Ba BblYMCAUTENbHbIX y3Ma MOHUTOPUHIa 1 perncTpauumn, Kotopble 06beanHEHbI B
3epKarbHbI KracTep U UCNONb3YTCH AN CNy>XeBHbIX (PYHKLMIA

L MPP (ot aurs. Massively Parallel Processing) MaccuBHo-napasuieibHble CHCTEMbI 00pabOTKH JaHHBIX
2 NFS (ot anrn. Network File System) IpoTtokos ceTeBoro socTyna K (hailloBsIM cucTEMaM
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[Ba ceTeBbIx y3na 25/100 '6ut/c ana opraHn3aumm BHyTPEHHETO CETEBOrO
B3aMMO4encTBus

[Ba ceTeBbIx y3na 25/100 (6uTt/c ons opraHM3aumm ceTn BHELLHEro gocTyna
(onumoHansHO)

CeteBon y3en 1 6ut/c anga opraHnsaumm paboTbl CETU YNpaBreHus, Takke MOXET ObITb
BbIMOSIHEH B OTKA30YCTONYMBOM UCMOSTHEHUN

[Ba ceTteBbIx y3na 100 [GuT/c ons opraHmM3auumn arperauuu, B cnydae gobdasneHns
BHYTPEHHUX NOPTOB B KPYMHbIX KoHGUrypaumax MNAK (onumoHansHO)

OTKa30ycTOMYMBOCTb ODecneveHa

Pe3epBVIpOBaHVIeM BblHUCITNTENbHbIX Y3/10B, OTBEYaloLWwnx 3a MOHUTOPUHT U
ynpaBiieHne KOMNoOHEHTaMM MawuHbI

TexHonornen RAID ans AMCKOB BblYMCNUTENbHbLIX Y3I10B

Pe3epBupoBaHnem ceteBbix KOMMYyTaToOpoB (06beanHeHne ceTeBbix y3rnoB B MLAG-
napy)

MpuMeHsieMoe nporpammMmHoe obecrneyeHune

Ckana”p BusunoH

Ckana”p NeHom

OC, Bxopswas B coctaB [MAK

cepsucHoe MO, Bxogsauwee B coctaB Arenadata DB

MO gns ynpaeBneHns nonb3oBaTensamMu n ayteHTudmkaumen (onynoHasnbHo)

6.3.2 Moaynb aHanuTu4eckon oopaboTku

HassaHve B EQuHOM peecTpe poccuiickon pagmoanektpoHHon npogykummn — CKAJIA-P Moaynb
aHanutndeckon obpaboTtku. ObecneumBaeT (PYyHKLMOHUPOBAHME MOLCUCTEMbI aHANMUTUYECKON
00paboTkm BonblIMX AAHHbLIX U BLINOSHAET 3agadqn, CBSA3aHHbIE C XpaHEeHWeM U 06paboTkon
AaHHbIX (CM. n. 6.2.2).

HasHauyeHune

Y3nbl

PasmelLeHne Heckonbknx cermeHToB knactepa CYB[ Ha kaxaom y3ne Moayns
aHanuTn4ecKkom oo6paboTKku

Ob6ecneyeHre pa3meLLeHNsi OCHOBHOW M 3epKanbHOM KOMUM CErMeHTa Ha pasfnyHbIX
BblUMCNIUTENBHBIX Y3rax, BXxoaswmx B coctae Mogyns

OpHoBpemeHHoe BbinonHeHne DDL- n DML-onepauun, MHULMMPOBAHHbLIX C Y3108
noacucTeMbl yrpaBneHns

ABTOMaTUYECKOE NEepPEKoYeHne MeXay OCHOBHOW 1 3epKarbHOM KONnen cermMeHTa B
cnyyae HegOCTYMNMHOCTU OCHOBHOWM KoMK

MapannenbHas 3anncb AaHHbIX Ha cermeHTbl knactepa CYB[, noctynatowux ¢ y3nos
NOACUCTEMbI ypaBrneHns

B coctaB Mop,ynﬂ BXOOAT BblMUCIUTENbHbIE Y35bl, pacnpenenexHHble no 2 TMnam Harpysku:

™mn1-— BbICOKOI'IpOI/I3BO£I,I/1TeJ'IbeII7I, HeobOxoamm ans paGOTbI Ha BbICOKMX Harpy3kax

TMn 2 — Hambonee cbanaHCUpoBaHHbLIN, MO3BONISIET XpPaHUTL GorbLUE OAHHbIX
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OTKa3oycToOMYMBOCTb obecneveHa
=  TexHonornen RAID ons ANCKOB BbIYUCIIUTENBHbLIX Y3r10B

=  Pe3epBnpoBaHMEM CETEBbIX KOMMYTaTOpPOB (06beanHeHne ceTeBbix y3nos B MLAG-
napy)

[MpumeHsiemoe nporpamMmmHoe obecneyeHmne
= Arenadata DB
= OC, exogswas B coctaB MAK

6.3.3 Moaynb koopanMHauuu

HassaHue B EAnHOM peecTpe poccuUnckon pagnoanektpoHHon npoaykuun — CKAJIA-P Moaynb
koopanHauun. ObecneunBaeT PYHKLUMOHNUPOBAHUE NOACUCTEMBI YripaBneHus (cm. n. 6.2.3).

HasHauyeHune
= TlogkntoyeHue k knactepy CYB[ yepes npoTtokon PostgreSQL
=  BbinonHenne DDL- u DML-komaHg Ha knactepe CYB[

=  BblBOA MHGOPMaLUK O TEKYLLEM pa3MeLLEHMMN OCHOBHbIX U PE3EPBHbIX CETMEHTOB
knactepa CYB[] B TepmuHane

= [lepekntodyeHune Ha y3en ropsyero pesepsa ¢ obecneyeHmem HenpepbIBHOM
paboTocnocobHOCTM NOACUCTEMbI YNpaBneHus

= [MpoBeaeHne pe3epBHOro KONMpPoBaHUA Gasbl AaHHbIX

= PesepBHOe KonvpoBaHWe 1 BOCCTAHOBMNEHMWE C NapansiefbHbIM BbINONIHEHNEM Ha BCEX
yanax knacrepa

" YHpaBneHme pecypCHbIMMX KBOTaMN N o4epeaamm

= YnpasneHue pecypCHbIMK rpynnamMmu Ans KBOTMpoBaHus pecypcos npoueccopa (CPU) n
onepatmeHon namatn (RAM)

Y3nbl
B COCTaB Mo,qynﬂ BXOOAT ABA BbIYUNCITUTESIbHbLIX ysna:

= MEepBUYHBIA MacTep-y3en BbiNonHAeT dyHKUUK ynpaeneHus B, TpaHcnsaumio 3anpocos,
3arpy3Kky 1 BbIrpy3Ky AaHHbIX, Bblaady pe3ynbTaTtoB 06paboTku 3anpocoB

= BTOPWYHLIN MacTep-y3en — 3epkaribHasi konusi, kotopasi obecneunBaeT paboTy cuCTeMbI
npu oTKase NepBMYHOro MacTep-yana. MetagaHHble BTOPUYHOIO MacTep-yana Bceraa
CUHXPOHM3NPOBaHbI C NePBUYHBLIM

BbluncnurensHble yansl B Moagyne koopavHaumMm pacnpegerneHsl no 2 TMnam Harpysku:
= 71N 1 — BEICOKONPON3BOAUTESbHbIN, HEOBX0AMM A51s1 paboThl HA BbICOKNX Harpy3kax

= Tun 2 — Hanbornee cbanaHCMPOBaHHbLIN, NO3BONSAET XPaHUTb BObLUE JaHHbIX

OTKa3oycToMYMBOCTb obecneveHa

= BbInonHeHnem yHKUMOHANa MUHUMYM Ha 3 BbIYUCUTENbHbIX Y3Max, Orm4ecku
CBSA3aHHbIX Mexay cobom

=  TexHonornen RAID gns ANCKOB BbIMUCIIUTENBHbIX Y3510B

=  PesepBupoBaHnem ceTeBbiX KOMMYyTaTOpOB (06beanHeHne ceTeBbiX y3roB B MLAG-
napy)
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[MpumeHsiemoe nporpamMmmHoe obecneyeHmne
= Arenadata DB

= OC, exogswas B coctaB MAK

6.3.4 Moaynb pe3epBHOro KonnpoBaHus

HassaHue B EanHOM peecTpe poccunckon pagnoanektpoHHon npoaykuun — CKAJIA-P Mogynb
pe3epBHOro kKonupoBaHus. ObecneumBaeT (QYHKUMOHMPOBaAHME MNOLCUCTEMbI PE3EPBHOrO
KonupoBaHus (cMm. . 6.2.4).

HasHaueHune

" PGSGDBMPOBBHMG M BOCCTaHOBJ1IEHNE OAHHbLIX

= XpaHeHue pe3epBHbIX Konuii

Y3anbl

B coctaB Mogynsi BXxoaUT OAWMH BbIMUCIIUTENbLHBIA y3es, obecneunBarowmi xpaHeHne go 94
T6anT gaHHbIX. XpaHeHne ocylecTBnsieTca Ha Hakonutenax NL-SAS.

OTKa3oycToM4MBOCTL 0ObecneyeHa
=  TexHonornen RAID ons ANCKOB BbIYUCIIUTENBHbIX Y3510B

=  Pe3epBnpoBaHMEM CETEBbIX KOMMYTaTOpPOB (06beanHeHne ceTeBbix y3nos B MLAG-
napy)

[MpumeHsiemoe nporpammHoe obecneyeHmne

CeteBas ¢annoBas cuctema (NFS) — pacnpegeneHHas dannoBas cuctema, KoTopas
obecneymBaeT Nonb3oBaTeNsaM AOCTYN K (haniaM, pacnonoXXeHHbIM Ha BbIYMCIIUTENbHbIX y3nax.
6.3.5 CneuynanusnpoBaHHbIM MoAYIb (AN ynpaBneHUs AaHHbIMU)

HassaHve B EOWHOM peecTpe poccuUnCcKon pagunoanekTpoHHou npoaykumm — CKAJIA-P
CneunannaupoBaHHbIi Mogynb. ObecneynBaeT yHKLMOHMPOBaHNE NOACUCTEMbI YpaBNeHNs
AaHHbIMM (CM. . 6.2.5). UHTepdenc ocHoBHOro yHkumoHansHoro MO Moaynsa npegocrasnset
AOCTYN K KaTanory metagaHHbiX, BusHec-rnoccapuio, NOUCKy, NPOUINPOBAHUIO N NPOBEPKE
KayecTBa KOPNOPaTUBHbIX AAHHbIX.

HasHaueHune
= |/|HTeraL|,I/IVI MeTaaaHHbIX U3 Pa3fin4HbiX CUCTEM o6pa60T|<v|

" AHanun3 gaHHbIX, NOMCK AaHHbIX, COBMECTHas pa60Ta C MeTagaHHbIMW

= BepneHue kopnopaTUBHOIO GU3HEC-TNIOCCapUsl U Ero MHTerpauusi ¢ KaTanoroM AaHHbIX

Y3nbl

B cocTtaB Mo,qynﬂ BXOOUT HE MeHee ABYX BbIYNCITUTENTbHbIX Y3J10B.

OTKa3oycTOM4YMBOCTb ObecneveHa
= Pe3epBrpoOBaHMEM BbIMMCIUTENBHbLIX Y3/10B
=  TexHonornen RAID ons ANCKOB BbIYUCIIUTENbHbLIX Y3r10B

=  Pe3epBupoBaHMEM ceTeBbIX KOMMyTaTOpOB (06beanHeHne ceTeBblx y3nos B MLAG-
napy)
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[MpumeHsiemoe nporpamMmmHoe obecneyeHmne
=  Arenadata Catalog (ADC)
=  Postgres PRO Certified
= OC, Bxogswasa B coctas MAK

6.3.6 CneunanusnpoBaHHbIM MoAY b (ANA Npeobpa3oBaHNA AaHHbIX)

HassaHne B EOuHOM peecTpe poccumnckon pagunosanektpoHHon npogykumm — CKAJIA-P
CneumanuanpoBaHHbIv Moaynb. ObecneynBaeT  (PYyHKUMOHMPOBaAHWE  MOACUCTEMBI
npeobpasoBaHns AaHHbIX (CM. . 6.2.6).

HasHayeHune
|/|CI'IOJ'Ib3yeTCFI aOna peweHunda 3agad, CBA3aHHbIX C VIHTeraLl,VIeﬁ OaHHbIX, MOCTPOEeHUA «"n
HaMoJTHEHNA XpPaHUINLL, N BUTPUH OaHHbIX.
Y3nbl
B 3aBucmmocTu ot MO,EI,I/I(*)I/IKaLI,VII/I, Mo.qynb MOXeT COCTOATb U3 ABYX UIMN TPEX BbIMUCITUTESbHbIX
Y3O0B.
OTKa3oycToMn4MBOCTL ObecneyeHa
" Pe3epBVIDOBaHVIeM BblHUCITUTENbHbIX Y3I10B

= TexHonornen RAID ona oMckoB BbIYUCIIUTENBHbIX Y310B

=  Pe3epBnpoBaHMEM CETEBbIX KOMMYTaTOpPOB (06beanHeHne ceteBbix y3nos B MLAG-
napy)

[MpumeHsiemoe nporpamMmHoe obecneveHune
= [0 gns ynpaenexus ETL/ELT-npoueccamu
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7 MPOrPAMMHBIE KOMMNOHEHTbI

7.1 MporpammHan nnatdopma Ckana’p NeHom

MporpammHas nnatcopma Ckana”p NeHOM npegHasHayeHa ANS YNpaBi€HUSI XXU3HEHHbLIM
umknom MalumHblI.

OcHoBHble npeumylectsa Ckana” p NeHowMm:

" ynpowaeT noanepxky MawwuH, YCTaHOBJIE€HHbIX Y 3aKa34khKa, BKIo4asd BOMpOChI
O0OHOBMEHMSI KOMMOHEHTOB

= cHwxaeT TpeboBaHus K KBanudukaLummn akcnnyatupytowero MawmvHy nepcoHana

7.2 MO Ckana”p BuanoH (komnoHeHT MO NeHom)

MawunHbl NOCTaBNATCA CO CPEeACTBaMU  MOHUTOPWHra, HACTPOEHHbIMM Ha KOHTPOIlb
xapakTtepHbix ansi MawwmH Ckana’p napameTpoB C 3agaHHbIMW MOPOroBbIMU 3HAYEHUSIMMU,
Nno3BossAst U3 €OVMHOW KOHCONMW MPOBOAMTb MOJSTHOLEHHbLIA MOHUTOPUHI BCEX KOMMOHEHTOB
MaLluunHbI.

OcHoBHble hYHKLIMOHArNbHbIE BO3MOXHOCTU BCTPOEHHOro B MalmnHy MOHUTOPUHTa:
= MOHWTOPWHI cepBepHOro obopyaoBaHus
= MOHWTOPWHI CETEBOro 06opya0BaHUS

= MOHWTOPWHI NPOrpaMMHO-OMNpPeaensieMoro XpaHunumila u cepBncoB 06 beKTHOro
XpaHeHus

" LleHTpanM3oBaHHOE XpaHeHWe 1 aHanus nor-gannos
= cuCTeMa NoporoBbiX OMNOBELLEHUN U UX OTNPaBKK
*  nepefadva AaHHbIX BO BHELUHWE CUCTEMbI MOHUTOPUHra

= BO3MOXHOCTb LlEHTPanun3oBaHHOrO MOHUTOPUHIra Heckonbkux MawmuH Ckana’p
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8 TAPAHTUPOBAHHOE KAYECTBO

KauecTBeHHble nokaszatenn MawmHbl 6onbwmnx aaHHbIX Ckana” p MB[.I" o6ecneumnBatoTcs ee
COOTBETCTBMEM NPOBEPEHHOMY CTaHO4APTHOMY BapuaHTy, cobMniogeHNeM YCTaHOBIEHHbIX HOPM
n TpeboBaHuMi no opMUpoBaHMO, peanusaumen padboT BbICOKOKBANMMULMPOBAHHLIMMU
cneumnanucTaMm Ha Bcex atanax X1U3HeHHOoro Lumkna.

[Mpoun3BoacTBo (KoMNnekToBaHue 1 passepTbiBaHue 10)
" I'Ile npon3BoaCcTBE NCNOJ1b3YHTCA BbICOKOKa4Y€CTBEHHbIE KOMMIEKTYoLWwne

= Cbopka NpoayKLum OCYLLECTBMSIETCA CTPOro B COOTBETCTBUM C YTBEPXKAEHHbLIM MIaHOM
pa3sMeLLeHMs KOMMNOHEHTOB

= PasBepTbiBaHWe U NepBmnyHasi kKoHpurypauma MawmnHbl OCyLLEeCTBSKOTCA B
aBTOMaTUYECKOM pexnve

= [ononHuTenbHble HacTponkn MO ocyLLecTBNAIOTCA B COOTBETCTBUN C YTBEPKAEHHOWN
METOANKOM M NOLLAaroBOW MHCTPYKLMEN

= QOcylwwecTBnsaeTcs MyHKUMOHANbHOE TeCTMpoBaHue cdopmmnpoBaHHon MawwmnHbl

= [lpn HeOBX0ANMOCTN BO3MOXHbI MHAMBMAYaNbHbIE KOHUrypaumum Ckana”p MBA.I

[lepenaya B akcnnyartaumio

= MawwuHa nonHocTbio cdhopmmnpoBaHa, MPOTECTMPOBaHa, roToBa K pa3MeLLeHUI0 B CeTn
3aKasuyvka 1 NnoaknYyeHnto npuknagHoro MO

= B komnnekte ¢ MawmHoM nepegatoTcsa nacnopT u cepTudmkaT Ha NOOOEPXKKY

= [lepepaeTtcs KOMNNEKT AOKYMEHTaUUN, HEOOXOANMbIA KOHTPOMMPYOLLMM OpraHn3aumsam
ans atrectaumm Ckana”p MBA.I" B KOHTYpe 3aka3yuka

= [lo 3anpocy npoBoantca obyyeHne cneumanmcToB 3akasdnka pabote ¢ MawmHown

[Moonepxka

= MawwuHa nocTaBnseTcsa ¢ rogoBon NoaaepKkon (6onee BbIrOAHbLIN BapuaHT — Ha 3 unu
5 neT), KoTOpaga BKkoYaeT B cebs peLleHne BONPOCOB, CBA3aHHbIX C HAPYLLIEHUSIMU
paboToCcnocobHOCTM Kak KOMMIEKca B LIeSIOM, TaK U €ro OTAEesNbHbIX annapaTHbIX
KOMMOHEHTOB M NPOrpamMmMHOro obecne4yeHus

" I'IepBaﬂ 1 BTOpadA NNHNA nogaep XKy npenoctaBnAaroTCcA HenocpeacTtBeEHHO
npon3soguTenem MawuHbI nnu CepTMd)I/ILI,VIpOBaHHbIM napTHepom CKana"p

= Y 3aKa34yuKka eCTb BO3MOXHOCTb BblGOpa BapnaHTa NOAAEPXKKM U3 akTyarnbHbIX Ha
MOMEHT MOCTaBKM (Kak MUHUMYM, N3 BapnaHToB 9%5 nnn 24x7)

B cnoxHbix cnyyasx B pelleHMn npobrnemM Ha TpeTben NUHUU NOAAEPKKM Y4acTBYHOT
APXUTEKTOPbI U NHXEHepbl, pa3paboTymki MaluHbI.

ConpoBoxaeHune

Mo 3anpocy BO3MOXHa peanusauusi AOMOSHUTENbHbLIX TpeboBaHMM NO MOAEPHU3ALUN UK
pa3suTMio MawmHbl 6onbwmnx gaHHbix Ckana”p MBL.I, B Tom vncne:

= annapartHas mogepHusauuna MNMAK
*  [OPWU3OHTanbHOE UM BEPTUKaNbHOE MacluTabnpoBaHme MaluHbI

PaboTbl BINOMHSAOTCSA C y4acTMeM apXUMTEKTOPOB U MHXeHepoB, paspaboTtymkos MawwuHbl 1 MO
Ckana’p.
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9 PEAKUUA MALWLUWHBI HA BO3MOXHbIE OTKA3bI

9.1 OTKa3sbl, CBsI3aHHble CO CTaHAAPTHbLIMU 3fIeMeHTaMu

B pamkax MawwmHbl 6onbwmnx gaHHbix Ckana” p MB[.I" o6ecneyeHa 0Tka3oyCTONYMBOCTL €€
OCHOBHbIX 3/IEMEHTOB M NPOLECCOB, B TOM YUCHE:

= y3noB (aybnupoBaHne NpoLeccopoB, UCTOYHUKOB NUTaHWA U Ap.)

= nogcuctembl BBoAa-sbiBoaa (RAID)

" CeTW BHYTPEHHEero B3anmonencTeums (QybnupoBaHne ceteBbiX MHTEPdENCOB)
"  CUCTEeMbl pe3epBHOro KONUPOBaHUA

OTkasbl nepeyvYncrieHHbIX 3MeMeHToB oTpabaTbiBalOTCA CTaHOApTHbIMKM - anropuTMamn B
COOTBETCTBMM C NPOU3BELEHHbIMW HacTponkamu. J1lo00oM eanHUYHLIM OTKa3 He MOBMUSIET Ha
AOCTYMHOCTb CUCTEMblI B LIENIOM, XOTSl MO KOHKPETHOMY CEPBUCY BO3MOXHO HebonbLloe
CHWXXeHne NPOn3BOANTENTLHOCTH. Mocne  ycTpaHeHus HENCNPaBHOCTH ucxogHas
nponssoanTenbHOCTb MalmnHbI Takke BOCCTaHABNMBAETCS.

9.2 OTKa3bl, CBAAI3aHHbIe C y3rlaMu Knacrepa

AnnapaTHble coou

Apxutektypa MawwmrHbI NnpegycMaTprBaeT NOCTPOEHME MacLuTabupyemoro MHOroCerMeHTHOro
KrnacTepa, B KOTOPOM 3arioxeHbl MexaHu3Mbl obecrneyeHusi 0TKa3oyCTOMYMBOCTM HA YpPOBHE
AaHHbIX Y MHPPACTPYKTYPbI.

CermeHTHble y3nbl MawuHbl MOryT ObiTb 0O0beAnHEHbI B 3epKarbHble napbl Ansi obecneyeHus
aBTOMATUYECKON peakuMnm CUCTEMbl Ha OTKa3 ogHoro mM3 y3noB. B cnyvae c6osi OCHOBHOrO
cermMeHTa ero 3epkano 6epeT Ha cebs BbINOMHEHWE 3anpoCoB, COXPaHAs AOCTYMHOCTb WU
LEeNocTHOCTb [AaHHblX. KoopamHauus ocyllecTBnsieTcs 4Yepe3 MacTep-y3en u  cnyxoy
ynpaBIieHnsi COCTOSTHUEM KracTepa.

Cboun ynpaBnswLero Mactep-y3na HUBENUPYIOTCS C NMOMOLLbK UCMONb30BaHUS pPe3epBHOro
mactepa (Standby Master) — pennuuMpOBaHHOIO 3K3eMnnsipa, CNOCOBHOro aBTOMaTUYECKM
nepexsaTUTb ynpaBfieHne Npu oTka3e OCHOBHOIO.

[na 4oNoONHUTENBHOMO CHWXXEHMS PUCKa NOTEPU AaHHbIX U HE4OCTYMHOCTU CepBuca B COCTaBe
MAK MOXeT NpUMeHATbCA OTKa3oyCcToMuyMBasa ceTeBast MHAPACTPYKTypa, rae 3agybrimpoBaHbl
BCE OCHOBHbIE CeTeBble Y3rbl, a TakKe 0TKasoycTomumeble auckoBble noacuctemsl (RAID).

[MporpammHble cOoun 1 yernoBeveckmnin bakTop

Ansa MUHUMKM3aUMKM NOCNeACTBMI NporpamMmmHbIX c60eB 1 OWMBOK onepaTopa NpeayCMOTPEHbI
cnepytoLwmne Mepbl:

= perynspHoe aBToMaTMyeckoe pe3epBHOE KOMMpPOBaHUE C UCMONb30BaHMEM
BCTPOEHHOro cneumansHoro N0, koTopoe AaeT BO3MOXHOCTb OpraHM3oBaTb
NHTEerpaumio ¢ S3-xpaHunuwamm Ansi Co3gaHnsa ToMek BoccTaHoBneHus (data dump,
apxue WAL). NMpouecc pe3epBHOro KonMpoBaHWs CYLLLECTBEHHO He HarpyxaeTt paboTy
MAK

= MONWUTUKM JOCTyNa 1 poreBble MOAENMU C pa3rpaHMyeHnem npas, NpeaoTepallatoLine
HEKOHTPONMpyemble AEACTBUSA CO CTOPOHbI NepcoHana

= BeJEeHWe LEeHTPann3oBaHHbIX NOroB U UCTOPUN AENCTBUIA C BO3MOXHOCTbIO BbIFPY3KU B
KopropaTuBHyto NnaTtcgopmMmy HabnogaemocTu
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10 TPEBOBAHUA K PASMELLEHUIO MALLUUHDI

MawwuHa Gonbwux paHHbix Ckana”p MBLO.I' npeactaensetr cobon KOMMMEKT y3roB Ans
pasMeLleHns B CEepPBEPHbIA MOHTaXHbIN wkad 197, Bbicota 42U n Gonblue, ¢ ganbHenwen
BO3MOXHOCTbIO MOAYMbHOM paclumpsieMocT Ao 14 croek (unu 6onee).

MoHTaxHbIV WKadg (CTorka) MOXeT ObITb MOCTaBMEH Kak Onuus.

[na nogkntoveHus Wwkadpa K cucTteMe aneKTpocHabXeHus O0MmkHbl ObiTe NpeaycMOTpeHbl ABa
He3aBUCKMbIX BXOJa 3MEeKTPONUTaHKS.

PacyeTHaa noTpebnsemas MowHOCTb WKada (3agaetca napameTtpammn LIOL 3akasumka)
onpeaensdeT TOMNOSOMMIO pasmeLlleHns mogynen n y3nos B ctovikax IO n yunteiBaeTcsa npu
pacdyete MawwuHbl. OT 3TOro 3aBUCUT KOMMYECTBO [AOMOMHUTESNIbHOrO KOMMYTaUMOHHOMO
obopynoBaHust B coctaBe MaluHbI.

B mecTe ycTaHOBKM OOSMKHbI ObiTb NPEAYCMOTPEHbI COOTBETCTBYIOLLME MOLLHOCTU MO OTBOAY
Tenna.

[ns noakntoYeHns K NokanbHOW ceTn 3akas34vmka Heobxoamm pe3epBUpPOBaHHbIN kaHan ao 4x100
Gigabit Ethernet nnn go 8x10/25 Gigabit Ethernet. Tpebyembie TpaHcKMBeEpLI onpeaensaTca Ha
aTane oopmupoBaHna cneundukaumm MawmnHbI.

Mpn pasBepTbiBaHMM OyayT BbINOMHEHbI HACTPOWMKW CETEBbIX agpecoB B COOTBETCTBUM CO
CTPYKTYPOM CeTU 3aka3umka. 3aka3uuMKk [OIDKeH NpeaocTaBuTb HeoOXoauMMmble [aHHble B
COOTBETCTBMM C HOMEHKIATypon koMmnoHeHToB Ckana” p MB[.T.

B ceTu 3akasunka f4OMmKHbI OblTb HACTPOEHbI COOTBETCTBYHIOLLME MapLUPYThI 1 NpaBa AoCcTyna.

[anbHelilmMe MeponpusTUS Mo BBOAY B 9KCMyaTaumilo OCYLLECTBSIIOTCA 3aKasuyuMKoM MyTem
HaCTPOMNKM NPUKIaAHbIX NPOrPaMMHbIX CUCTEM.
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11 TEXHUWHECKAA NOAOAEPXKA

MocTaBka MawwunH 6onblmnx gaHHbIX Ckana” p MBA.I" ocywecTtBnseTcsa ¢ npegsapuUTenbHbIMU
cbopkon, TECTMPOBAHMEM W HACTPOMKOM 06OpydoBaHMsi corflacHo TpeboBaHWAM 3akasyuka.

KauyecTBeHHas nogaepikKka obecneunBaeTcs €ONHbIMU
I'IOCTFapaHTVIIZHOFO TEXHNYECKOro O6CJ'Iy)KI/IBaHI/IFIZ

CTaHOapTaMu

rapaHTUNHOIrO 1

= [akeT ycryr no TEXHUYECKON NnoadepXKke Ha NepBbl rof BKIHOYEH B NOCTaBKY

= 3aKas34yuKk MOXeT BblbupaTb nakeT 9%5 nnu 24x7 (BapuaHT Ansa KOMMNIIEKCOB KPUTUYECKOWN

YyHKLMOHArbLHOCTN)

= CpOK HayarnbHO NpUMobGpeTaeMon TEXHUYECKOM NOAAEPKKM MOXKET OblTb yBENNYEH
[0 3-x 1 5-1 neT, Takke JOCTYMNHA NPONOHraLus NoaaepPXKu

CocTaB TUNOBBLIX MAKETOB ycnyr No TexHuyeckon nogaepxke Ckana”p MBA.I" npeacraeneH B

Tabnuue 1.

Tabnuua 1. [Makemsl ycry2 No mexHu4eckol noddepxke

«Pexunm npepoctaenenus ycnyr 9x5» (B pabouee
Bpems No pabounm gHsM)

«Pexum npegoctaBrieHns yenyr 24x7»
(KpyrnocyTo4Ho)

MNpegocTaBneHne focTyna kK cMCTeMe perncrpaumm

3anpocoB/vHungeHToB Service Desk

MpepocTtaeneHne goctyna K 6ase 3HaHWU
no npogykram Ckana’ p

MpenocTtaeneHne 06GHOBNEHWI NULEH3NOHHOIO O

Ckana’p

HnarHocTturka, aHanu3 n yctpaHeHune npobnem
B paboTe komnnekca Ckana’ p, Bkntovas:
yCTpaHeHMe annapaTHbIX HEUCMPaABHOCTEW

TexHun4yeckoe conpoBoxgeHue MO
KoHcynbTaumm no pabote komnnekca Ckana’ p

«3awmTa KoHUaEeHUMaNbHOM MHoPMaUnn»
(HeucnpaBHble HOCUTENW MHAOPMaLUK He
BO3BpAaLLATCA 3aKa3ynkoMm)

3ameHa 1 peMoHT 06opyaoBaHUsA N0 MECTY
yCTaHOBKM

[ocTaBka ob6opynoBaHUsA Ha 3aMeHy 3a cyeT
npounsBoauTens

PaCLIJI/lpeHH ble NapamMmeTpbl 06CJ'Iy)KI/1 BaHUA

MakeTt
«9%5»

Onuwnsa

Maket

«24%T»

Onuusa
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Maket Maket

«9%5» «24xT»

BpemeHa pearmpoBaHust U oTKNuKa, He Gonee:

30 MUHYT, 30 MUHYT,
Bpemsi pernctpauumn obpaleHun paboune vachbl KPYrroCcyTO4HO
(9%5) (24x%7)
B TeyeHune B TeueHwne
MoakntoyeHre crneymanucTa K peLleHuto
NHUMOEHTOB KPUTUYHOIO N BICOKOrO YPOBHEWN 1 paGodero 1 yaca
A P yp yaca (9x5) (24x7)

MNpumeyaHne K cpokam pemoHTa obopyaoBaHus

Komnnekc MawwuHa 6onblumx aaHHbix Ckana”p MBA.I" apxuTekTypHO ABNAETCS yCTONYMBbBIM
K BbIXOA4Y M3 CTPOSi OTAErbHbIX KOMMNOHEHTOB M AaXe Y3roB, NO3TOMYy HeT Heob6XOoAMMOCTU B
obecrnevyeHnn JOPOroCcTosALEro cepBmMca CPOYHOro BOCCTAHOBEHMS 060pyAOBaHUA B TedeHne
CYyTOK M MeHee. B komnnekce npedycMOTPEHO KakK MWHUMYM [OBOWHOE pe3epBMpOBaHuE
OCHOBHbIX KOMMOHEHTOB, MO3BOSSAOLLEE COXPAHATb AaHHble U paboTOCNOCOBHOCTL Aaxe npu
BbIXO4e U3 CTPOSI HECKONbKNX AUCKOB WU/Unn cepeepoB (Y3r1oB).
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12 NOCTABKA U IMLEH3UPOBAHUE MO

KomaHga Ckana’p aKkTMBHO 3aHMMaeTca pas3BUTMEM NPOrpaMMHbIX npoaykTtoB MawwuH
6onblmnx paHHbix Ckana”p MB[.8. HanpaenenHus pas3sutnss QOpMMPYHOTCS Ha OCHOBE
aHanuaa MMpOBOrO OMbiTa UCMOSBb30BaHMA cucTeM NOAOOHOro Knacca u NnoXkenaHum 3aka34vnkoB
N napTHepoB. HoBble dyHKUMM peanuaytoTca B dOpMe pernvsoB, KOTOpble MOryT BbIXOAUTb
HeCKOmbKO pa3 B rog.

MporpammHoe obecneyeHne Arenadata Catalog nuueH3anpyeTcsa no KoNMYecTBy Nonb3oBaTenen
C npaBaMu agMuUHUCTpaTopa UM mogepaTopa.

MporpammHoe obecneveHne Ckana“p TeHom, Ckana“p BuanmoH nocraensieTca
UCKIIoUMTENBHO B cocTase MawwuH Ckana’'p v nuUEH3MpyeTcs no MeTpukam KoMmnekca B

COOTBETCTBUN C KOJTM4ECTBOM CEPBEPHbIX Y3J10B.

12.1 NMonutuka ooHosneHus NO

O6HoBneHns ans MawwuH, HaxoasaLmMxcs B KCcnnyatauun, npon3BoadaTcA no corrfiacoBaHUo C
3aKa34nKOM.
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O KOMMNAHUA

Ckana’ p — MogynbHas nnatdopma ans NnoCTpoeHMsi BbICOKOHarpyxeHHon NT-nHdpacTpyKTypbl
(npoaykT Npynnel Rubytech).

lMporpammHo-annapatHble komnnekcbl (MawwuHbl) Ckana”p Bbinyckaotcs ¢ 2015 roga wm
NPeACTaBnaloT  LUMPOKUMA  TEXHONMOTNMYEeCKMW CTeK AN MNOCTPOEHUs  AMHAMUYECKUX
WHPACTPYKTYP U WHPPACTPYKTyp  ynpaBreHUs  OaHHbIMW  BbICOKOHArpyXeHHbIX
NHPOPMALIMOHHbLIX CUCTEM.

Mpoayktel Ckana’p BKMOYEHbI B PeecTp NPOMbIWIEHHOW MPOAYKUUKM, MPOM3BEOEHHOW Ha
Tepputopun Poccuickon ®egepaumn, n B EQnHBIA peecTp poccumncknx nporpamm anst 9BM u
B. CooTBeTCTBYET KPpUTEPUSIM OOBEPEHHOCTU N UCNONB30BAHUIO ANA OO6BLEKTOB KPUTUYECKON
NHPOPMaLMOHHOWN nHdpacTpykTypbl (KUN).

MawwuHbl Ckana’'p sBNAOTCA CEPUIHO BbIMyCKaeMbIMU NPeaHACTPOEHHbIMU KOMMMeKcaMu,
KOTOpble ObICTPO pa3BepTbIBAOTCA M BBOAATCA B 3KCniyaTauuto. [nybokas WHTerpauus
TEXHUYECKUX CpeacTB U nporpammHoro obecnedeHusi B NMAK Ckana’p no3sonsieT Mnonyy4ntb
pacLUMPEHHbIE BO3MOXHOCTU U (PYHKLIMOHANBHOCTb, KOTOPbIE HEAOCTYMNHbI NMPU UCMONb30BaHMM
OTAEeNbHbIX KOMMNOHEHTOB.

MogynbHblA  NpyHUMN  obecneynmBaeT MHTErpauuio  pasHOpOAdHbIX  KOMMoHeHToB UT-
WHQPACTPYKTYpbl B eAnHyto nnaTtdopmy npeanpuaTuin, Kopnopaumn n BegoMcTtB. EauHble
noadepXkka M cepBucHOe OOCnyXuBaHWe Ans BCEX MNpPOAYKTOB nvHenkn Ckana’p oT
npoussoanTens obecne4vmBaloT onepaTMBHOE paspeLleHne MHUNMOEHTOB Ha CTbIKe TEXHOMOMUN.

[ononHuTteneHas nHpopmaunsa — Ha cante www.skala-r.ru.
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