PYKOBOACTBO MOJ/ib3OBATE/1A BUSNOH

PykoBoactso
v14.1 PDFC
nonb3oBartens

1 OGLULUE CBEAEHUA

1.1 HammenoBanune nporpaMmmeoi
MNonHoe HanmeHoBaHue: Cuctema moHuTopuHra MNAK cemerictea Ckana”p «Ckana”p
Bn3non».

KpaTkoe HanmeHoBaHwe: 10 «Ckana”p Buanon».

1.2 O6nacTb npumeHennsa

OcHoBHbIM NpeaHasHaveHnem N0 «Ckana”p Busnor» aBngeTca npesoctaBiaeHne
BO3MOXHOCTN KOHTPOAS XMN3HeHHoro yukna MAK (mawnH) nponssoactea Ckana™p,
ob6Ccny>XnMBaeMbIx MePCOHaNoM, K kBanmdrkaLmm KOTOPOro He NpeabABAAeTCs
cepbe3HbIx TpeboBaHnn. OcyLecTBASETCA MPOLECC MOHUTOPUHIA NPOrPaMMHbIX
koMnoHeHT NMAK, cbop nHbopmaLmm o Konnyectse 1 cocTaBe ynpabaseMblx 06bEKTOB,
meTpuk. ObecneumrBatoTca onoseLleHma Npu cbosax paboTbl 06 bEKTOB MOHUTOPUHTA.

1.3 Jinnreucrnueckoe obecneuenmne

OCHOBHOW A3bIK B HACTPOEHHbIX MaHeNsAX OTObpaxkeHWs METPUK, YBEAOMAEHWN,
rpadurueckor nipopmaumm - Pyccknii (monb3oBaTenbCkmni).

[LONONHUTENBHBIN A3bIK B UHTEPdENCaX BCEX MOACUCTEM — AHTIMNCKINI
(monb3oBaTenbCckum).

1.4 O6ecneuenme 3aunTsLl UHPOpMaLUN

B3anmogenctBme mexay koMnoHeHTaMu BusnoHa peannsosaHo yepes TLS n Basic
Auth.

2 HASHAYEHMUE U YC/ioBUA NPUMEHEHUA

2.1 Bugb! pearennsHocTv, PyHKLUM U KIACChI
pewaembix 3agau


https://public-drive.skala-r.tech/index.php/s/zA3pRB6LWGseBCH

OcHoBHble PpyHKunm MO «Ckana”p Bnsmon»:

o C60op AaHHbIX 0 KOHPUTypaLumm anemeHToB MAK (MawwmH).

e C60p AaHHbIX, 0OTOHBpaxKeHNe, MOHUTOPUHT 31EMEHTOB NPOrpPaMMHOro obecneyeHums,
aKTUBHbIX KOMMOHeHTOB Moaynew MAK, cny>xebHbix cepBncoB 1 cepsuncos ba3
AaHHbIX

e KoHburypmnpoBaHune METPUK MOHUTOPWUHTA, HACTPOWKA YBEAOMIEHNM

e KoHdurypmnposaHue rpadpmyeckoro otobpaxeHusa Ha MHGOPMaLMOHHbIX NaHENAX B
BuAe rpadmrKoB, OTAENbHbIX 3HAaUEHWI, Anarpamm, Tabaunuy,

e XpaHeHne MeTpUK C BO3MOXHOCTbIO HAaCTPOMKM ryOuHbI XpaHEHMA 1 ynpaBaeHs
>KM3HEHHbIM LNKNOM XPaHUMbIX JaHHbIX.

e Otob6paxkeHune B MONb30BaTeIbCKOM rpadmyeckoM nHTepdence gaHHbIX O COCTOAHUN
06BEKTOB MOHUTOPWUHTa.

e KOHTpO/b M3MEHEHNN 06BEKTOB MOHUTOPUHTA B PeXMME, HIM3KOM K peanbHOMY
BPeMeHMU

e MOHUTOPMHI CepBUCOB, cneundUYUHbIX AN pa3andHbix Tunos MNAK

3 O630P PA3/IE/IOB

3.1 CraproBas cTrpaHmua

% L]

AHanutuyeckue Moagynb
navenu agMMHMUCTpaTopa

CocTaB pa3zesioB CTapTOBOM CTPaHULbI:

e AHanuTUYeCKMe NaHeN: MePEXOs OCYLLECTBASETCSA B CEPBUC rpadnyeckoro
oTObpaXKeHNs METPUK Ha MHPOPMALMOHHbIX NaHeNAX B BUAE rpadrKoB, OTAENbHbIX
3HaYeHUIn, gnarpamm, Tabamy,



e Mogaynb agMUHNCTPaTOPa: Nepexos OCyLLLeCTBAAETCA B CEPBUC aAMUHNCTPUPOBAHNA

MOHUTOPWHTa.

3.2 Moaynb agMmuHucTparopa

Mogaynb agMUHUCTpaTOpa NpeacTaBaseT cO60M NONb30BaTENbCKUIN MHTEPdENC,
NpeAoCTaBAAIOLLNIA AOCTYN K QYHKLIMOHANY MPUIOXEHUA MOHUTOPMHTA.

3.2.1 Crpannua Bxoaa B MOAY/Ib aAMUHMCTPaATOpPa

Ecan dyHKUMA ayTeHTUDMKaLMIM NONb30BaTeNEN BKIKOYEHa, TO Npu BXxoge B Moaynb
aAMWHUCTpaTOpa NPOMN30MAET NepeaspecaLiva Ha CTPaHKLLy BXOAA.

B cnyuae aBTopm3saymm vepes Keycloak:

VISION

B cnyuae aBTOpur3auum yepes Avanpost:



AVANPOST

Bxoa B cucTeMy

3abblnu napons?

Mpoaonxute =2

MapameTpbl KoHOUTypaLum BusnoHa ans pabotsl ¢ IAM-cructemMamu npmBeseHbl B
OTAEeNbHbIX JOKYMeHTax 6a3bl 3HaHUNE .

3.2.2 Pazpen «YBepOMIEHUAY

Pasgen «YBegoMneHus» COAEPXKUT KOHCONb YBEAOMAEHNN MOHUTOPUHTA

@ YeenomneHns
A
BN3NOH
Mownck
& Korerpyirop Onucanue 1t Mcroumnk 1t Cpa6arbisanme 1 Chsitue 11 BaxHocTs 11 Wms o6bekTa It Tun o6bexTa 1t
BbipaxeHMit
VHaeKcHble feckpunTepbl 3anonHe. node_exporter 02.09.2024,10:48:44 - 'WARNING
R Mapamerpsi
5 ObboxTsi VIHBeKCHbIE AeCKpUNTepsI 3anoNke...  node_exporter 02.09.2024,10:10:44 02.09.2024, 10:45:30 WARNING
8 Metpuu WHpexcHble aeckpunTepsl 3anonHe. node_exporter 02.09.2024, 09:55:44 02.09.2024, 10:07:30 'WARNING
5] Mpasuna WHpexcHble aeckpunTepsl 3anonHe. node_exporter 02.09.2024, 09:09:44 02.09.2024, 09:52:30 'WARNING
onoseluenns
WHpexcHble aeckpunTepsl 3anonHe. node_exporter 02.09.2024, 08:05:44 02.09.2024, 09:06:30 'WARNING
Crucok
# nonyuarenein
WHpexcHble peckpunTepsl 3anonHe. node_exporter 02.09.2024, 07:58:44 02.09.2024, 08:02:30 'WARNING
@ Mpynnsl
pacchinku WHpexcHble aeckpunTepsl 3anonHe. node_exporter 02.09.2024, 07:52:44 02.09.2024, 07:53:30 'WARNING
[ poii [AeckpunTepbl 3anoHe. node_exporter 02.09.2024, 07:11:14 02.09.2024, 07:49:30 'WARNING
SMTP
WHpexcHble aeckpunTepsl 3anonHe. node_exporter 02.09.2024, 06:3114 02.09.2024, 07:08:00 'WARNING
@ Tokersl nocTyna
Cratyc Buavona WHpekcHble feckpunTepbl 3anonHe. node_exporter 02.09.2024, 05:43:14 02.09.2024, 06:28:00 'WARNING
WHpexcHble aeckpunTepsl 3anonHe. node_exporter 02.09.2024, 04:15:14 02.09.2024, 05:40:00 'WARNING

A Hactpoiikn

KoHconb cozep>xuT cnegyroLyro nHbopmaLmnio ob ysesoMaeHm:

e OnuncaHwne - COO6LLI,€HI/I€, 3a/laHHOE MOJ1Ib30BaTENIEM;
e VIcTouHuK - lNnarnH areHTa MOHUTOPWUHTra, C MOMOLLbHO KOTOPOTo C06paHbI METPUKWN;


https://kb.skala-r.tech/%D1%81%D0%BA%D0%B0%D0%BB%D0%B0%D1%80-%D0%BF%D0%BE/vision/1.4.1/%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D0%B8-%D0%B0%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8/

e CpabatbiBaHue - Bpemsa perncrpauunm cobbitmsa B CUCTEME MOHUTOPWHTA;

e CHAaTue - Pernctpaumsa gakra CHATUA aKTyalbHOCTW COBbITUSA 1 €ro Bpems B CUCTEME
MOHWUTOpPVHra

e BaxHOCTb - YpOBeHb 3HaUMMOCTI NpPaBuIa ONOBELLLeHNA, 3ajaHHOE MO/Ib30BaTe/1eM.

3.2.3 Pazpen «<KOHCTPYKTOP BbIpaXceHMn»

Pazgen «<KOHCTPYKTOP BblpaXKeHW» - 3TO UHCTPYMEHT ANS aHaNn3a METPUKM B
rpadmueckom Buge. MNMog rpadvkom dopmupyetca Tabanua c onncaHMemM BpeMeHHbIX
PAZOB: X Nerbbl (MeTKM) 1 3HaUEeHWs

"BU3NOH
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KoHCTpyKTOP BblpaXKeHW COAePKUT:

e BbipaxkeHue - nose ana BBOAa 3anpoca Ha A3bike PromQL;

e Hauvano - HauyanbHOe Bpems 1 faTa Hauyana nepuoja HabaroaeHus;

e KoHeL, - KOHEYHOE BpeMs 1 AaTa OKOHYaHWA nepunoga HabtofeHNa OTCAeXMNBaHWS;
e [paduk-rpadmk BpeMeHHbIX PAAOB.

e HacTpouikn - HacTponkmn oTobpakeHna ctuien rpadrkos

3.2.3.1 HacTpoiikm KOHCTPYKTOpa BbIpaXeHN

NHcTpymeHT npeactaBaseT 13 cebs naHe b HACTPOIKIM NapaMeTpoB, pa3buTbix Ha
rpynnoil.




Cofep>uT cnegytoLme pasgens:

OCHOBHbIe HaCTPOWNKM

o [lepekntoyatensb «CyLLecTBYyOLLME METPUKIN» — MEPEKOYAET CTPOKY BBOAA
BbIpaXeHWs B peXKmM Bbibopa MeTprkm B1n3noHa;

o [lepekntoyatenb «ABTOMATUUYECKUIA War» — onpeAenseT Lar BpeMEHHOM LLKabl Ha
rpaduike (415 AMHENHOro TMna);

e HacTtponku naHenm
o [Mone «Ha3BaHWe» - A5 BBOAA MOAMNNCY NaHENN;
o KHonka «[MonoxeHue Ha3zBaHWsA» — BbIOOP MNOJIOXKEHWS Ha3BaHWS Ha NMaHEeNN;

e BcnabiBaroLwme noackaskm:

o [Nepekntoyatens «CnesoBaTh 3a KYPCOPOM» — MPU aKTUBALMM NaHeb NOACKa3KM
6yseT pacnonoxeHa OKON0 Kypcopa Npu HaBeAeHUn Ha rpaduk;

o KHomka «PexuM BCnbiBatoLWmMx NOACKa30K» — BbIGOP pexmnmMa noAckasok (ogHo
3HayYeHve nan Bce);

e JlereHaa
o [lepekntoyaTenb «BUaNMOCTb» - NpU akTUBaLMM BbIBOAUT ET€HAY Ha MaHenu
rpaduka;
o KHornka «[MonoxeHwne nereHabl» - BbI6OP NONOXEHNA NereH bl Ha NaHenu
rpaduka;

o KHonka «BbipaBHMBaHwWe nereHapl» - BbIGOp BapvaHTa BbipaBHUBAHWA IETeHAbI
e Ocb

o None «MeTka» - Ana BBOZAA NOAMMCY Ha FOPU3OHTaIbHOM OCK;

o [Mepekntoyatens «[TokasaTb IMHUN CETKM» — NMPW aKTUBaLIMK OTOBpaXkaeT ceTKy;
o CTunbrpapukos

o KHonka «Ctnnb oTobpaxkeHuns» - BbIGOp CTnaA OTOOpaxeHs;

o KHonka «/InHenHasa nHtepnonauma» - Bbibop ctuasa rpadpurka IMHENHOro TMNa;

o KHonka Bbibopa «LLnpurHa AnHnn» — BbIGOP WMPWHBI IMHWUK Tpaduka;

o KHonka «CTunb AnHWA» - BbIGOP CTUAA IMHUM TpaduKa;

o KHonka «CoesnHeHMe HyneBbIX 3HAYEHUN» — aKTUBALNA COeANHEHMA HYNEBbIX

3HauYeHun Ha rpaduike;

e [loporu

o [lone «3HayeHne» - BBOA MNepBOro 3HaYeHs;

o [lone «3HayeHne 2» - BBOZ BTOPOro 3HaYEHWS;

o Mone «TekcT» - BLIBOP MOANNCHY MOPOroOBOro 3Ha4YeHMA Ha rpaduke;

o KHonka «Ctnnb oTobpaxkeHns» - ycTaHOBKA CTU/IA OTOBpaxeHus;

o BcnsbiBatowmm cnmcok «LiBeT TekcTa» - BbIGOp LBeTa TEKCTa;

o BcnsbiBatowmm cnmcok «LiBeT imHumn» - BbIGOP LiBETA ANHWNI;

o BcnabiBatowmin cnncok «Liset doHa» - BbIGOP LiBeTa POHa;

o BcnsbiBatowmm cnucok «LiBeT 3anmBkuy - BbIOOP LBETa 3a/IMBKMU.

3.2.4 Pazpen «MapameTpbr»

3.2.4.1 Nopgpaszpen «<0O6bEKTLI



Pa3aen Ansa NOCTaHOBKN O6BEKTOB Ha MOHUTOPWHT, YCTAHOBKM M HACTPOWKW areHToB
MOHWTOPVHIA Ha y31aX, KOHTPO/b UX COCTOAHWSA, yNpaBaeHne obbekTaMmy MOHUTOPUHTa.

@ Mapametpsl ObbexTsi

"BU3NOH

< Yeepomnenns

@ Korctpykrop
BbIpaXeHIil

R Napaverpsi -
8 Metpuku

Mpasnna
onosetuenns

m

Cnncok
nonyuatenei

Tpynnsl
pacceinkin

®

Hactpoiikn
& swe

® TokeHsl nocTyna

Cratyc Busuona

A Hacrpoiikn

KoHTyp

Mowmck

[v A MHD.O

~ B Module MHD.O
B s3_gate redOS1
& comm50
v B vmhdol
Q@ vmas
> @ mBDP

> @ Amd-genoa

MeTpukn Yeepomnenus 0630p AreHTbI Mnarusbl
MHD.O
Mogynu
Uma Tun
Module.MHD.O Mofynb 06beKTHOrO XpaHe IS
Cepeepbl
WUms Monynb Tun Anpec Anpec BMC
s3_gate_redOS1 Module.MHD.O Bazossiii cepsep 192168191156 192168186.2
vmhdol Module.MHD.O Basosblit cepsep 192168191231 192168186.3
BM
WUms Cepsep Anpec
vm4g vmhdol 192168.186.48
KommyTaTope!

3.2.4.1.1 06bekTbI. Bknagka «Metpukm»

Bknagka «MeTpuku» cogepxxmT MHGOPMaLLMIO O METPMKAX AaHHOTO TUMa o6bekTa.

"BN3NOH

<7 Vsenomnenns

& KorctpyxTop
BbipaxeHuii

R Mapametpsi  ~
8 Metpuku

Mpasuna
onosetuenns

Crncok
nonyuateneit

@

@, Mpynnsi
pacchinkia

Hacrpoiiku
& surp
@ TokeHsl poctyna
Craryc Buavora

A Hactpoiiku

@

Mapametpsi ObbexTsi

KoHTyp

Monck

v @ MHD.O

v B Module MHD.O

B s3_gate_redOS1

& comms0
v 8 vmhdol
@ vmas
> @ MBD.P

> @ Amd-genoa

MeTpukn Yeepomnexus

Umsa 1
node_memory_SwapCached bytes
node softnet times squeezed total
node_disk_io_now
node_netstat_Udpé_NoPorts
node_disk_info
utlz_cpu_logical_cores
node_memory._Slab_bytes
node_memory_CmaFree_bytes
node_netstat_Udp_InDatagrams
node_network_transmit_drop_total
node_network speed_bytes
node_disk_read_bytes total

node_network receive_nohandler_total

3.2.4.1.2 O6bexTLI. Bknagka «YBepomneHmsa»

KoHcosb yBegoMneHmn ans cobbiTui No n3bpaHHOMY 06 beKTy.

"BU3NOH

<7 Vsepomnenns

S KowHcTpykTop
BbIpaXeHui

R Napametps -
B Merpucu

Mpasnna
OnogeLleHns

Crncok
nonyuareneit

R

2 Tpynnb!
paccbinku

HacTpoiik
& surp
@ TokeHbl noctyna
Craryc Busviora

A Hacrpoiikn

@

Mapametpsi [

KoHTyp

Monck

v @ MHD.O

v B Module MHD.O

E s3 gate_redOS1

& comms0
v~ & vmhdol
@ vmas
> @A MBDP

> @ Amd-genoa

Merpuku | Yeepomnewus

Onwucauue 1 WeTounmk 1

3 compressor_compres... s3gateway co.
utlz_cpu_usage Ha yanes.. Utz exporter

s3_compressor_compres...  s3gateway_co.
s3_compressor_compres...  s3gateway_co.
ViHpekcHble feckpunTep...  node_exporter
ViHpekcHble feckpunTep...  node_exporter
ViHpekcHble feckpunTep...  node_exporter
ViHpekcHble feckpunTep...  node_exporter

YacToTa CMeHbl KoHTeKe...  hode_exporter

s3_compressor_compres... s3gateway_co.

Cpa6atbiBaHne 1

03.09.2024, 17:30:06

03.09.2024,17:07:36

03.09.2024, 13:01:06

03.09.2024, 11:31:06

02.09.2024,13:53:44

02.09.2024,13:53:44

02.09.2024,13:53:44

02.09.2024,13:53:44

02.09.2024, 13:51:44

02.09.2024, 12.50:06

Onwucanue 11

Mone urdopvaL o namstn SwapCached_bytes
KonuuecTso pas, Korfia 06paBoTka NakeTos UcHepnana Keoty
KonuuecTso onepaLyii BEOMa-BbIBOAA, KOTOPbIE B HACTOSLLEE Bpe.
Cratuctuka Udp6NoPorts

Whdpopmauus o block_device

KonuuecTso noruueckux spnep CPU

Mone uHbopMmaLwm o namsTy Slab_bytes

Mone uHbopmaLwm o namsTn CmaFree_bytes

Cramuctuka UdplnDatagrams

CraTucTuka ceTeBoro yCTpoiicTea transmit_drop

3Hadenne speed_bytes ans iface

O6lLLee KOAMUECTBO YCNLIHO NPOUMTaHHbIX GailToB

CraucTika ceTesbix yCTpolicTa nonyueris_nohandler

CHsitve 1 BaxHocTb 1
- INFO

- CRITICAL
03.09.2024, 14:36:30 INFO
03.09.2024, 12:07:30 INFO

- WARNING
- WARNING
- WARNING
- WARNING
03.09.2024, 00:40:00 WARNING
02.09.2024, 13:49:30 INFO



3.2.4.1.3 O6vnexTbl. Bknapka «0630p»

Bknaska «O630p» (a1 06bekToB ¢ TMOM “TMAK”) NOKa3biBaeT coOCTaB OOBHEKTOB,
BK/IFOYEHHbIX B COCTaB BblbpaHHoro MNAK, n nx napameTtpbl pasmeLleHuns.

@ MapameTtps! O6bekTbi
"BUSNOH
MeTpukn ‘YeepomneHus 0O630p AreHTbl Mnaruxbl
< Veepomnerusa KOHTyp
%) KowcTpyktop Mowck MHD.O
BbIpaXeHUi
N Mopynun
R Napametps - v A MHD.O :
Umsa Tun
B Metpukn 2 s3_gate _redOS! Module MHD.O Mosynb 0GLEKTHOrO XpareHIs
Mpasuna B commS50 Cepaepbl
onoseLueHMs
v (&) dnibl] ms Monyns Tun Anpec Anpec BMC
@ Cnucok
NomyuaTeneit @ vmas 53_gate_redOS1 Module.MHD.O Basossih cepsep 192168191156 1921681862
[ ,EZQEW > @ MBDP i vmhdol Module.MHD.O BasoBblit cepeep 192.168191.231 1921681863
g Hacrooiin > @ Amd-genoa : BM
¥ SMTP
Wms Cepeep Anpec
@ TokeHbl nocTyna
CTaTyc BuanoHa vm4g vmhdol 192168.186.48
A Hactpoiikn KommyTaTopb!

3.2.4.1.4 O6bexTbI. BKnagka «AreHTb»

Bknagka «AreHTbl» MoKasblBaeT MHGOPMaLMIO O pa3MeLLEH MM areHTOB Ha y31aX 1 CTaTyC
WHCTaNNALMM areHTOB.

@ MapameTps! O6bexTbl
A
BU3NOH
Merpuku  Veemomnewus  O630p | Aremtbi | Mnarumbi
<7 Veepomnerus KOHTyp :
@ LonTmece fowex CroHpUrypUpoBaTS areHTs!
3R Mapamerpsi  ~ ’V @ mHDO : l Pacnonoxenue 1 Tun 1 Cratye 1
vmhdol PROXY YCTAHOBINEH
8 Merpuku B 53 gate redOS!
s3_gate_redOS1 AGENT YCTAHOBINEH
g Mpaswna & comm50
onoseueHus umag AGENT YCTAHOBNEH
v & vmhdol
 Crucox
# nonyuarenein © vmas vmhdo1 AGENT YCTAHOBNEH
Tpynnsi
@
paccuinn > [¢) WP

g Hectpoiin > @ Amd-genoa
¥ SMTP

@ TokeHsl nocTyna
Craryc Busviora
AR Hactpoiiku

Bknaska «AreHTbl» COAEPXUT Cefy oLy MHPOPMaLMio:

e PacnonoxeHue - 06beKT, rae pacrnoNOXeH areHT;
e Tvn -TunarexTa;
e CraTycC - CTaTyC yCTaHOBKM areHTa.

[locTynHbI fencTBus:

e [lemHcTannmpoBaThb (415 KaXA0ro areHTa B cTatyce “YcraHoBneH”);
o CKOHOUIypUpoBaTh areHThbl (419 BCe rpynmbl areHToB);

3.2.4.1.5 O6bexTbI. Bknagka «Mnarmubr»

Bknagka «lMnarvHbl» coaep>XmT MHGOPMAaLLMIO O MAarnHax 1 Ux cTaTyce MHCTaAAALnN.



@ MapaneTpsi ObekTsi

A
BU3NOH
Metpuku  Ysepomnewns ~ O63op  AreWtsi | Mnarumbi
<7 Veenomnetus KOHTyp
& Kowctpykrop Mowck Mouck
BbIpaXeHUT
3% Mapawerpsi [V A mHDO Ums Pacnonoxenue it Crarye 1
O6bexTsl v Module. MHD.O
8 node_exporter vm48 B PAEOTE
B Merpuku B 3 gate redOS!
utlz_exporter vmas B PABOTE
g Npaswna & comm50
onoseuenna ipmi_exporter vmhdot B PABOTE
v B vmhdol
c
@ n;:;uo:reneﬁ @ vmas node_exporter vmhdol BPABOTE
Tpynne! nginx_exporter vmhdol B PABOTE
@
pacceinki > @ meop
» : snmp_exporter vmhdot BPASOTE
gg Hactpoitu > B Amd-genoa :
® SMTP
utlz_exporter s3_gate_redOS1 B PABOTE
® Tokerbl nocTyna
c B nginx_exporter s3_gate_redOS1 B PABOTE
Tatyc Busnoxa
utlz_exporter vmhdot B PABOTE

A Hactpoiikn

Bknaaka «lMnarvHbl» coaep>XXuT cneayroLyto MHGopMaLmnio:

e //IMfA - Msa naarvHa;
e PacnonoxeHune - 06beKT, rae pacnoNOXeH areHT;
e CraTyc - cTatyc naarnHa.

[locTynHbI fencTBus:

o KoHdurypuposatb;
e [JlenHcTaninpoBsaTsb;
e [epeycraHoBUTL (Npm cTaTyce «OwnbKa»)

3.2.4.2 Noapazaen «MeTpukmn»

I'Iop,pa3,u,en «MeTpVIKVI» COLEPXKNT MH(I)OpMaLI,VIPO (0] ,D,O6aBﬂeHHbIX nonb3oBaTeNeM A
CNCTEMHbIX METPUKAX (MeTpVIKl/I, co6V|paeMb|e 3KCrnopTepamu B HeO6pa6OTaHHOM Bnae,
nocTaB/iseMble BMecTe ¢ BusanoHom no yMOfI‘-IaHl/II-O).

@ Mapametpbl Metpuku
A
BU3NOH
®
< Veepomnenns
rS KoHeTpykTop Wms 11 Onucakue 1| Tun 1
BbIpaXeHui
cpu_num Konuuectso dpusnueckux aaep LN CuctemHag
3 Mapametpel pu [ nep LI
Tg ObvexTsl cpu_usage Tekyllas CpeaHsg 3arpyaKa NPOLECCOpa B MPOLEHTaX Cucremmag
B Merpuku disk size_ssd 061w o6sem SSD (MB) Cucremtas
Mpasuna y
5 onoBewens disk_usage_ssd Texywee ucnonsaosarue SSD (MB) CuicTemHas
, Crucox haproxy_backend_active_servers OBlLee KONMUECTBO akTUBHbIX UP-CepBepoB C HeHyneBbiM BecoM  CucTeMHast
# nonyuareneit
. haproxy_backend_agg_check_status COBOKYMHbIA BHYTPEHHM NOKa3aTENb COCTOSHIS NPOBEPKM COC... Cucremmas
@ pynnsl
pacceinky
haproxy_backend_agg_server_status ArpervpoBaHHbiii BHYTPEHHII NOKasaTeNb COCTOSHINS CepBepos Cucremmas
g HacTpoinka
SMTP haproxy_backend_backup_servers TekylLiee KONMUECTBO CepBEpOBs Konupe c
TokeHbl pocTyna
® hocty haproxy_backend_bytes_in_total TekylLiee O6LLee KONMUECTEO BXOASLUX GaliT (63KoHa) Cucremmas
Craryc Buavona
haproxy_backend_bytes_out _total TekylLiee O6LLee KONMUECTEO UCKOASLUNX BaliT (63KaHI) Cucremmas
A Hactpoiiku
haproxy_backend_check last_change_seconds Kak 18BHO USMEHINNOCH NOCHEAHEE COCTOSHIE CEpBEpa, B CeKy... Cuctemmas

CnpaBoyHas nHGopmaLma No MeTpmkam JOCTYNMHa B COOTBETCTBYOLLIEM pa3aene basbl

3HaHUNG .

Cnucok coaep>kuT cnesyroLLyro MHGOpPMaLMIO O MeTpuKax:

e Vlma - cuctemHoe nms METPUKW, 3a4aeTCA ANA HACTPOEK APYTMX CBA3AHHbIX

CYLHOCTEN, HanpUMep, NPaBW ONMOBELLEHUNA;


https://kb.skala-r.tech/%D1%81%D0%BA%D0%B0%D0%BB%D0%B0%D1%80-%D0%BF%D0%BE/vision/1.4.1/%D1%81%D0%BF%D1%80%D0%B0%D0%B2%D0%BE%D1%87%D0%BD%D0%B8%D0%BA-%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D0%BA/
https://kb.skala-r.tech/%D1%81%D0%BA%D0%B0%D0%BB%D0%B0%D1%80-%D0%BF%D0%BE/vision/1.4.1/%D1%81%D0%BF%D1%80%D0%B0%D0%B2%D0%BE%D1%87%D0%BD%D0%B8%D0%BA-%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D0%BA/

o OnwncaHuve - onucaHne MeTPYKK, 3aZlaHHOE NOJb30BaTeNEM;
e Tvn - TUN METPVWKM B 3aBUCMMOCTM OT NMOCTaBKM (C ANCTPMOYTMBaA NAKN CcO34aHa
nosb3oBaTenem).

3.2.4.2.1 0630p meTpuKm

Ans BbizoBa GopMbl «O630p METPUKM» HYXKHO HaxkaTb Ha CTPOKY B Tabauue «Cnmncok

MeTPUK».

0630p MeTpHKM X

Tun
CucTanmHan

BoipaxeHune
disk_usage_ssd

Onucanune
Tekylwee ncnone3oeadne SSD (MEB)

Ob6beKTbl
Cepsep

Hdo6GaeneHa
BTopHWK, 9 anp. 2024 r.

B 0630pe meTprkn npeactaBaeHa MHPopmaLma O MeTPUKeE.

3.2.4.2.2 dopma «LobaBneHne MeTPUKNY

Ana pobaBneHna NoNb30BaTENbCKON METPUKN HEOOXOAMMO HaXKaTb Ha KHOMKY
«[lobaBunTb», Noasadetcsa popma «lobaBneHne MeTpuKm».



[oBaBneHne MeTpuKK X

o
Onucaxwe (L

LetancHos onucanne

Tun ofwekTa

Buipaxaune (1)

®opma «[JobaBneHre METPUKN» COAEPXXUT CaeaytoLLme Nons:

e Vms - CuctemHoe nmsa metpukiu (Mosne obs3atesibHOE A/ 3aMONHEHWS, TPUHMAET
ot (5) o 100 gonycTnmbl: GyKBbI aHTIMNCKOTO andaBmTa B BEPXHEM Y HUKHEM
perucrpax, Lmdpbl, CUMBO HUXKHETO NOAYEPKMBAHMA, UMA METPUKM AOJXKHO ObITb
YHUVKabHbIM, MPU CO34aHNM MNOJIb30BaTENEM HaUMHAETCS C Npedukca usr_);

e OnucaHue - OnncaHne MeTpUKK, 3ajaHHOE nosb3oBaTesnem ([Mone obs3atenbHoe Ans
3anoJsiHeHua, npuHuMaet ot 3-x 4o 100 cumB0oa0B, ByKBbI aHFIMNCKOTO N PYCCKOTO
andaBUTOB B BEPXHEM N HUXKHEM perncTpax, udpbl, CUMBO HUXKHETO
noAuepKnBaHus, CUMBOA TUpPe, Npoben, cneucmBobl (.%/,()), onncaHne MeTpukm
AOJIKHO BbITb YHUKA/IbHBIM);

e [letanbHoe onucaHuve - [leTaibHOe onncaHe MeTpUKK, 3alaHHOE Noib3oBaTesieM
(Mone HeobszaTeIbHOE A1 3aMONHEHWS, TpUHMMAEeT oT 3-x 4o 500 nrobbIx
CMIMBOJIOB);

e Tun o6bekTa - Bbibop TMna(oB) 06bekTa MOHUTOPWHTa;

e BobipaxeHue - BanmgHbin PromQL 3anpoc, 3agaHHblin Nonb30BaTeNeM ANs
AaNbHENLEro ncnosib3oBaHus (Mose NpUHUMaET CUHTaKCMUECKM BaingHbIi PromQL
3anpoc).

3.2.4.3 Noppazaen «Mpasuna onoselieHNN»



Mogpa3aen «MpaBuna onoBeLLEHNS» COAEPXMUT MHPOPMaLMIO O NpaBKaaXx ONOBeLLEeHNA

n dopmbl 4na paboTbl C HUMMN.

@ Mapamepbi Mpaawna onosetuenis

"BN3NOH

ISl rouck
< Vsepomnenus

KokeTpykTop Ums 1
BbipaxeHuii
98 Mapawerpsi RAID He MOXET 388EpLUUTb PEKOHCTPYKLMIO

g O6bexTbl Oum6Kka $alinosoil CUCTeMbi Ha yane

B Merpuku Tar pennikaLm A0CTr aHaveHis 100 (PG)

g Mpaswna o
o NMLIKOM HIISKES 3arpy3Ka Ha NPOLLECCOp Ha yane
e Crincok TNuueHsns HeakTUBHa
# nonyuatenei
KonnuecTso akTusHbix ceccuit gocturno 500
2 Mpynnbl
paccbinkit
AKTVIBHbIX NPOLLECCOB aBTOBaKyyMa Gonblue &
2 Hacrpoiiku
SMTP RAID HyXaeTcs B PeKOHCTPYKLUN
TokeHbl gocTyna
® Aocty! ERA RAID He MOXeT 3aBepLLMTh PEKOHCTPYKLYIO
Cratyc Busnora +/
HexgaTka nopUECCOPHOrO BpeMeHN Ha yane
A Hactpoiiku

cKkopo

CnnCoK CoaepPXXUT ceayroLLyo MHGOPMaLMIO O NMpaBuiax ONOBeLLeHMS:

MNocneawee cpabatbiBakne 11

02.09.2024,16:31:14

Kon-80 cpa6atsisanmii 1

o

BaxHocTb 11 AxTuBHO 11

CRITICAL

CRITICAL

CRITICAL

WARNING

CRITICAL

CRITICAL

WARNING

CRITICAL

CRITICAL

WARNING

WARNING

e l/IMa - cucteMHoOe nms4, NCnonb3yeTca npu p,o6aBneva| npasna ONnoBeLEeHNA U

CBA3bIBa€T CO3aBNCUMbIE CYLLLHOCTW;

e [locnepHee cpabatbiBaHue - Bpems duKcauum nocneaHero cpabatbiBaHWA NpaBuna;

¢ Kon-Bo cpabatbiBaHWU - KONNYECTBO CpabaTbiBaHWN JaHHOTO NPaBKAa;

e BaxHoOCTb - YPOB€E€Hb 3HAUMMOCTU NpaBhia ONOBeELLEHNA, BaAaHHbIVI MOJib30OBaTEJ/IEM;

e AKTMBHOCTb - COCTOSIHME MpaBuIa OnoBeLLeHns (aKTMBHO/HEaKTUBHO).

o AKTMBHO - [TpoBepKa BbINOJIHEHNA YCNOBUA BKNKOYEHA

o HeaKkTnBHO - NMpoOBeEpPKa BbIMOJIHEHUNA YC/IOBUA OTKAHOUEHA.

B sokymeHTe “IMpaBunia onoselyerHna”® npusegeHa obwwas nHdopmauma no npasuiam

onoBelweHnd, a TakxxXe npmeeaeH Cnmcok npaBu, BXOAALWNX B MOCTaBKYy BusunoH.

I'Ipanma, BXOogAulne B NMNocCTaBKy, ABJIAOTCA CUCTEMHbBIMU, MO YMOJIYaHNHO Haxo4ATCA B

BbIKNTHOUEHHOM COCTOAHUU N HE MOTYT ObITb yAaJiEHbI NOJIb3OBAaTENEM.

3.2.4.3.1 0630p npaBuia onoBeweHNsA

Mpw HaxaTW Ha NpaBMaO onoBeLLleHNs oTKpbiBaeTcsa ¢popma «O630p npasuna

OMnoBeLLEHNS»

Merpuicu

Mpasuno

node_filesystem_device_error

0630p npaBuna onoBeLeHUs X

node_filesystem_device error==1



https://kb.skala-r.tech/%D1%81%D0%BA%D0%B0%D0%BB%D0%B0%D1%80-%D0%BF%D0%BE/vision/1.4.1/%D0%BF%D1%80%D0%B0%D0%B2%D0%B8%D0%BB%D0%B0-%D0%BE%D0%BF%D0%BE%D0%B2%D0%B5%D1%89%D0%B5%D0%BD%D0%B8%D1%8F/

3.2.4.3.2 ®opma «Lo6aBneHne NpaBuia ONOBELLEHNA

[na pobaBneHns npaBmaa onoseLLeHnA HeObX0AMMO HaXaTb Ha KHOMKY «/1o6aBuTb,

nossasetcs popma «JobasneHne npaBmia ONoBeELLEHNs

Ums ©

Mpasuno @

o n nn BuipaxeHne
[IonXHbI GbiTb BINOAHEHbI BCe ycnosus (AND)

Merpuka v  Onepar. ~  Mopor W
@ nosasums yenosve

Nepriop akTuarocTn @
Baxtocts @

info [EUCHICIN critical

LWa6nok cooberus O

Orumera | [ICEEETS

®opma «/JobaBneHVe NpaBuia ONOBELLEHMS» COAEPXUT CIeAyHOLLMNE NONS:

Nmsa - CucteMHoe nMs, ncnonb3yeTcs Npu 406aBaeHNN NpaBua ONOBELLLEHNS U

CBS3bIBAET CO3aBMNCMMbIe CyLHOCTH (Mone 0bsa3aTenbHOE A5 3aN0NHEH WS,

npuHumaeT oT 3-x 4o 100 cumMBONOB, HyKBbI B BEPXHEM U HUXKHEM perncrpax, umdpbi,

CYMBOJI HUXHETO NojuepKrBaHus, CUMBOJ TUpE, crie,cuMBonbl (.%/()), nms npasuna

OMOBELLEHWNS AONXKHO ObITb YHUKaNbHbIM);

MpaBuao - lMpaBnaO ONOBELLEHMSA, COCTOSALLLEE M3 OAHOTO UM HECKONBKMX YCIOBUN

(LobaBneHne OMNONHUTENbHBIX YCNOBUI MPOUCXOANT C MOMOLLbHO KHOMKM

«[lobaBuTb ycnosumer). MeToa (onepatopbl) 06beANHEHNS NPaBUA:

o W - ecnun BbINONHAETCA BCE YCIOBUSA MPOMCXOAMT cpabaTbiBaHue (B Bepcum 1.4.1 He
npesyCcCMOTPEHO);

o W - echm BbinonHsaeTca ntoboe ycnoBme nponcxoamT cpabaTtbiBaHme;

o BbipaxeHue - no3BoasaeT BBeCTU BbipaxkeHue Ha PromQl ans npasuna
OnoBeLLEeHNs;

MeTpwka - MeTpuKa, BbibpaHHas nosb3oBatenem ans GopMmMpoBaHMA NpaBmaa

OMoBeLLeHWNs MO Hew;

Onepatop - onepaTop CpaBHEHMSA, MPUMEHAEMbIN AN CPaBHEHMWA 3HAYEHNA

MeTPWKM, 3aNmncbiBaeMOro B LLeHTPasibHYo 6a3y AaHHbIX BusnoHa, ¢ 3agaHHbIM

noporom;

Mopor - noporoBoe 3HaueHue Ans bopmmpoBaHus onoseleHms (Mone

ob6s3aTeNbHOe AN 3aNO0HEHNS, MOAE NPUHUMAET YO - LIeI0e AW C NIaBatoLLeit

3anatown)

MNepunoa akTMBHOCTU - MEPUOZ, B TEYEHNE KOTOPOTO AO/KHO BbIMOJHATLCA

BblpaxkeHue (ycnoBue cpabaTtbiBaHus), Ans popmupoBaHms onoselyeHus (Mone

obsA3aTenbHoOe A4/14 3anoaHeHVs, noae npuHumaet ot 1 4o 255 cumBonoB, npumep

“1d”,“1h30m”, “5m”, “10s”);

Ba>kHOCTb - ypOBEeHb 3Ha4YMMOCTM MpaBmaa OMNOBELLEH WS, 3a4aeTCA NOAb30BaTENEM;



¢ LLlabnoH coobuyeHums - TEKCT CO0bLLeHMA, KOTOPBIN ByaeT oTnpaBaeH Npu
cpabaTbiBaHWUW NpaBuia onoseLleHus (Mone obs3aTenbHoOe /11 3aN0NHEHWs,
npuHUMaet ot 3-x o 500 nto6bix CMBONOB). /15 3aN0AHEHWS AOCTYMHbI MacKy
BBOZa B dopmarte Alertmanager, Hanpumep: {{$labels._node_id}},{{$labels._pak_id}}..
MprMepbl MOXXHO NOCMOTPETHL Ha canTe, none description:
https://prometheus.io/docs/alerting/latest/notification_examples/%

3.2.4.4 Noppazpen «Cnucok nonyuarenen»

Mogpaszen «CNncok noayyatenen» COAEPXKUT CMNCOK NoayyaTenein yBeJOMAEHUN 1
WHCTPYMEHTbI AN151 PabOTbl C HUMW.

@ Mapametpsi Cricok nonyuateneit

"BU3NOH

fonee
< Veenomnenus

& Kowerpykrop MNonyuarens 1t Kawan 11 Anpec 11
BbipaXeHUii

% Mapanerps SNMP-wios webhook hitps:/[127.0.01:9464/alerts
g O6vexTbl alert vision_3 email alert_vision 3@skala-rtech

B Merpukn TecToBbli Nony4atesb SSS email sdorfman@skala-r.ru

g Mpeonne
onoseLleHns

@ Crincok
# nonyuateneii

Tpynnsi
paccinkin

Hactpoitk
& surp

@ TokeHbl noctyna

Cratyc Buaona +/

A Hactpoiiku

Cnuncok coaepXXnT cneayroLyo MHGopmaLuto:

e [lonyuatens - UMa nosyyaTens yBeJOMAEHWI, 3ajlaHHOE NOJ/Ib30BaTeNEeM;
e KaHan - pecypc nonb3oBaTens 418 OTNpaBKu yBeaomieHui (nouta, webhook);
e Agpec - agpec pecypca noab3oBaTens AN OTNpaBky yBeAOMIEHUN.

3.2.4.4.1 0630p nonyuarensn

Mpu HaxkaTuW Ha NoayyaTensa u3 cnucka oTkpbiBaetca dopma «O630p nonyuatens»

0O630p nonyuatens

Wms nonyuarens
alert vision_3

Kawan

email

E-mail

alert vision 3@skala-r.tech

3.2.4.4.2 dopma «fobaBneHme nonyuarens»


https://prometheus.io/docs/alerting/latest/notification_examples/

[na pobaBneHns nonyyatens yseoMAeHNN HEOOXOAMMO HaXkaTb Ha KHOMKY
«[lobaBunTb», Nnoasafetca popma «lobasneHve nonyyarena»

Do6aenenue nonyuatens X

Monyuatens
Kavan ©
E-mail v

E-mail ©

Ipynnbi paccbinku @

OTmeHa No6aeuts

®opma «/lobaBneHre NoayyaTens» COAEPXKMUT Ceaytomne nons:

e [lonyuyatens - UMs NonyyaTens, 3aflaHHoOe Nnob3oBaTeneM (Mone obszatenbHoOe Ans
3anosiHeHus, npuHuMaet ot 3-x 4o 100 cumB0OA0B, 6yKBbI @HIIMNCKOTO U PYCCKOTO
andaBMTOB B BEPXHEM U HUXHEM perncrpax, Lmdpbl, CUMBO HUXHETO
noAYepKkMBaHWs, CUMBOA TUPE, Npoben, cneucnmaobl (.%/,()), Ms nonyyaTens
[OJIKHO ObITb YHUKA/IbHBIM);

o KaHan - pecypc nonb3oBatensa s oTnpaeku ysegomaeHnin (Email, webhook);

e Azpec - aapec pecypca noab3oBaTtens Aas OTNpPaBKM yBeAOMAEHNN (none
ob6s3aTenbHoe Ans 3anonHeHus. [Mone NpuHUMaeT BaanAHbIN aApec 31eKTPOHHOM
nouYThl, BaingHbl IP-agpec);

e [pynna - gobaBaeHne nosyyaTens yseLoMAeHN B rpynny(bl) paccbiaku.

3.2.4.5 Noppazaen «Ipynnbl paccbiNKn»

Mogpa3aen «pynnbl pacCbiNKn» COAEPXUT MHGOPMALMIO O Fpynmnax Paccbiaku 1
NHCTPYMEHTbI AN paboTbl C HUMMW.

@ MapameTpi Tpynnbi paccbinkit

A
BW3NOH
o

<7 Vsepomnenns
§ KoreTpykrop Wms 1t Onucanve 1t

BbIpaXeHuii

Tpynna software Paccbifka N0 anepTam ¢ HCTOMHIKOM software

R Napamerpsi
T O6vexsl Tpynna critical Paccbinka N0 BaXHbIM aneptam
8 Metpuku

Mpasuna
& onoseuermn

Crmcok
2

nonyuatenelt

Tpynne:
% pacchbinku

Hacrpoiikn
& SMTP

@ TokeHsl noctyna

Craryc Buanoa v~

A Hactpoiikn
Cnncok coaep>XXnT cneayroLyro MHGOpMaLMIo O rpynnax pacCbiikKn:

e /ImA - cuctemMHoe nma rpynnebi;




e OnucaHue - onvcaHme rpynnbl PaccbiikK, 3ajaHHOE NONb30BaTENEM.

3.2.4.5.1 0630p rpynnb1 paccbinku

Mpw BIGOPE M3 CNMCKa rpynnbl PacCbINKM U HaXaTun Ha Heé oTkpoeTca popma ¢

nogpobHon nHdopmaumen.

0O630p rpynnbl paccbinku X

Onucanue
Paccbinika No anepTam ¢ UCTOMHIKOM Software

3.2.4.5.2 ®opma «lo6aBneHune rpynnbl pacchi/IKmn»

[Ans fobaBneHmsA rpynnbl Paccbikv HEOBXOAMMO HaxaTb Ha KHOMKY «/106aBnTb,
nosasnsetca popma «JobaBaeHne rpynnbl PpacChbINKm.

A rpynnsi p @

vs @

[DetansHoe onucakne

Merka v | Oneparop v 3uavemme v O

@ nosasns yenoave

Monyuarenn @

Orumera | [ICEEETS

®opma «[lobaBneHre rpynnbl PacCbIKM» COAEPXKUT CeaytoLLMe Nons:

e IM$ - nms rpynnbl, UCnosb3yeMoe Ans GopMUPOBaHUS AN bU3Hec-10rkm (nose
obs3aTenbHOe Ans 3anoaHeHns, npuHmmaet ot 3-x 4o 100 cumsonos, 6ykBsbl
aHMIMNCKOrO N PyCCKOro andaBUTOB B BEPXHEM U HUXKHEM perncTpax, Lndpbi,
CUMBOJI HUXHEro noguepkrBaHus, CMMBOJ TUpPE, Mpoben, cneucnmaosbl (.%/,()), nms
FPYNMbl PACCbIKM AOIXKHO BbITb YHUKAIbHBIM);

e [leTasbHOE OMMCaHWe - ONMCaHKe FPYNMbl PACcCbIKK, 3aZlaHHOE Noib3oBaTeneM (moae
obs3aTesIbHOe A5 3aM0AHeHUs, NpuHMMaeT oT 3-x 40 500 nro6bIX CMMBOIOB);

o bnok3agaHuna ycnosus nonyyeHus yBeaoMAEHNA:



o MeTka - UMsi METKW, MPMCBarBaeMOoe 3KCNOPTEPOM Npu cbope MeTpUKHU,
OMUCbIBaIOLLINE €€ XapaKTepPUCTUKM;

o OnepaTtop - OTHOLLUEHME MEXAY METKOWN METPUKU 1 ee 3HaYEeHNeM, 3aaHHOe
noab3oBaTenewm;

o 3HauyeHue - CNNCOK AOMYCTUMbIX 3HAYEHWI A8 JaHHOW METKW;

o KHonka yaaneHus - Yaanaet 3ajaHHble paHee yCn0BuUA

e [onyyaTenb - BbIbpaHHbIN NOAyYaTe b AN NOAYyYaTENN, KOTOPbIe BOWAYT B COCTaB
rpynmbl PpacchbliKu

3.2.4.6 Noppazpen «Hacrpoiika SMIP»
Pazgen «Hactporika SMTP» coaepxut napametpbl HacTporiku SMTP.

o MapameTpsi Hacrtpoikn SMTP

"BU3NOH

<J YsepomneHns Xoct Mopr TLs

1921681873 25

@ KoHcTpykTOp

BblpaXeHunin
OTtnpasuTens @

% MNapameTpbi - alert_vision_1@skala-r.tech
Fg O6bekTbl
NoruH
B Metpukn alert_vision_1@skala-r.tech
=5 Mpaeuna Mapons
onoBseLleHNns
®
— Cnucok
“" nonydatenei -
v OcHoBHoii agpec nonyyatens @
. [pynnbl alert_vision_2@skala-r.tech
pPacChIKM
-
B HacrTpotiku
SMTP

® TokeHbl focTyna

Crartyc Buamona ~

A Hactpoiikn

Cozep>unT cnepyroLime nons HaCTPOMKM:

e XocT - agpec noutosoro wto3a (IP/hostname);

e [lopT - HOMep nopTa;

e TLS - aktnBHOCTL TLS;

e OtnpasuTenb - agpec Bu3noHa, ot ivua Koro oTrnpas/ieHO MNCbMO;

e JlorvH - yuetHasa 3anncb BusnoHa;

e [laponb - Maposib OT y4eTHOW 3anucuy;

» OcHOBHOW agpec noJsiyyaTenia — MOYTOBbIV apec NoayyaTens yBejoMAeHI Mno-
yMOA4YaHuto (NoYTa AnA yBe4OMIEHWI, Ha KOTOPbIE HET MOAMUCKM KOHKPETHbIX



noJsib3oBaTenen).

3.2.5 Pazpgen «Cratryc Busmona»

MpOoCMOTP COCTOAHNA KOMMOHEHTOB JOCTYNEeH NPW HaXkaTum Ha KHonky «CTaTyc
BrnsnoHan.

CocTosiHMe KOMMNOHEHTOB X

Alertmanager

Grafana
TaskDaemon
VictoriaMetrics
vmalert

Buavon B[l

3.2.6 Paspen «HacTpoiikn»

Pa3zen HacTpoek HTepdeica Moayns agMUHMCTpaTopa BusnoHa. Hactpoiku
COXpPaHATCSA Ha KIMEHTCKOM paboyeM MecTe.

B pa3gene goctynHa nndopmauma o sBepcum NO «Ckana”p Busnon»

@ HacTpoiikin

"BU3NOH

Hacrpoiiku ~
< Veenomnennsi

Wpndt 2 13 u n 6 17
® KomcTpyktop

BbIpaXeHMT

R Napametpsr  ~ Tema (e PCMl  TemHas  Cuctemmas

g ObbexTbl
0 nporpamme ~
8 Metpukn
Bepcis Buanon 14131
Mpasuna
8 onosetuenu

@ Cnweox
nonyuareneit

Fpynne!
% pacchinki

Hactpoitkt
B surp

@ TokeHbl nocTyna

Craryc Buavona +/

3.3 AHanuTnueckue nanenm

ﬂ,ﬂﬂ pa6OTbI C aHaNNTNYECKNMU NaHeNAMN NCMONb3YEeTCA KOMIMOHEHT Grafana.

Onsa nepexoaa B nHtepdenc MO Grafana HeobxoanMMO HaxkaTb Ha pa3aen
«AHaNIMTMUECKME MaHeNN» Ha CTAPTOBOM CTPaHULLE.



i %

AHanutTuueckue Mogynb
naLenu aAMMUHUCTpaTopa

3.3.1 ABropuzauymsa B Grafana

KomMnoHeHT noaaep>XnBaeT BHYTPEHHIOK aBTOPU3aLLMIO. Tak e, eCiv UMeeTCs
NOAKNHOUEHME K BHELLHMM cucTemMaM aBTopu3aunm (Hanpumep, Keycloak 1 Avanpost),
NoAZLEPXXNBAETCA aBTOPMU3aLMA Yepes STOT KOMMOHEHT.

B cnyuae aBTopu3aumm uepes Keycloak:

Welcome to Grafana

Emaill or username




B cnyuae aBTopmsaumm yepes Avanpost:

A\Y,

Welcome to Grafana

Email or username

Password

Login

Forgot your password?

Sign in with FAM

CraprtoBou cTpaHuLen asasetca gawbops «MAK - Cocta»

MHD.O
- Cepaepsi
Mogyne: Module. MHD.O

Cepeep Bpems paborel Wcn. CPU RAM cn. RAM
s3_gate_red0S1 5.0 days 77 GiB

CryxebHbie BUPTYaNbHbIE MaLIHH

BM Bpemn paboTl Wcn. CPU RAM

KoMmyTaTophi

KommyTaTop Bpems paGoTe! AKTHEHBIX WHTEPORIACOD BxopAwwA TpaduK

commSs0 6.0 days ] 008/s

3.3.2 Cnucok pawbopaos

oc

449 GiB

7701 Gig

Wcn. ©C

Wexonaumi TpagK

0.08/s




Ana npocmoTpa cnucka gawbopaos Heobxoanmo HaxaTb «Dashboards», otobpasnTcs
CMNCOK pa3fenos ¢ gawbopaamu:

e [1AK-CocTaB
Buv3noH:

e Bu3noH - CoctofHMe KOMMOHEHTOB
e BuswmoH - Cratyc Grafana

e Bu3noH - Cratyc VictoriaMetrics

e BusumoH - Cratyc Vmagent

e Bu3noH - Cratyc Vmalert

[naBHas:

e Bu3noH - Otyet 0 pecypcax
e [AK-BMC

o [AK - Cepsep

e [MAK - CepBep (nogpo6bHo)
e [1AK - Kommyratop

e [AK - Cny>xxebHasa BM

MBZ.M:

MB/.IM - AreHT CnekTpa

MB/J.IN - UhpopmaLma o knactepe
MBA.IM - PostgreSQL

MB/.IM - CBogHaa nHdopmaumsa

MB.BK:

e BusumoH - Ceph knactep
e Bu3noH - bpect Y3bl
e Bu3wnoH - bpect knactep

MB.C:

e CYIB - 0630p
e CocrosiHue BPM

MX/.0:

e HAProxy

e Nginx

e Knacrep S3

e Knacrep xpaHeHus

e Mogaynb komnpeccum
o CBogHas nHpopmMaums
e Cepsucbl OC

YTnansauma pecypcos:

e OtueT 06 yTMAN3aLNN PECYPCOB



4 ONNCAHME d)YHKLI,VIVI no BUSUOH
4.1 06beKTnI

4.1.1 Perncrpauunsa n BegeHme cnucka o6vexros Mouuropunra

o MapameTpsi O6vexTbl

"B3NOH

Merpucu  Ysemomnewws ~ O63op  Arewrsr  Mnarmmei

< Veenownerus KoHTyp

& Kowcrpyirop Mowck MHD.O

BbIpaXeHuii
N l Mopynun

R Mapametpsl  ~ ’v fA MHD.O

Wmsa Tun

Module.MHD.O Moy 06beKTHOro XpaHeHis

B Merpukn E s3 gate_redOS1

Mpasuna B comms0 Cepeepbl
onoseleHis

> B3 vmhdol WUms Monyns Tun Anpec Anpec BMC
@ Crveox

nonysatenen v [ MBDP : s3_gate_redOS1 Module MHD.O Basosbiii cepsep 192168191156 192168186.2

@, Mpynnsi

pacchinki ~ B Module MBD.P vmhdol Module. MHD.O Basosbli cepeep 192168.191.231 192168186.3

N B PG-PRD-3-MDL-BD1-01-N-198
=) Hactpoiiku BM
¥ SMTP

& PG-PRD-3-VDL-BDI1-01-N-197
Wms Cepeep Anpec
® Tokerbl goctyna
> © PG-PRD-3-MDL-BDI-01-N-196

Craryc Buauona vmag vmhdol 192168186.48

> @ Amd-genoa :
A Hactpoiikn KommyTaTopbl

Pa3zzen «O6beKTbI» NpesHa3HayeH Ans KoMGOPTHON PaboTbl C MOHUTOPUHIOM B
pa3pe3e OOBEKTOB B ePaPXMYECKON CTPYKTYpPE.

4.1.2 NMpepycnoBmsa NCNoIb30BaHUA

Ans paboTbl C AaHHBIM pa3aenom, npesaBapuTesibHO, BU3MoH fokeH BbITb pa3BepHyT u
HacTpoeH Ha naHawadTe Habarogaemon MHGpacTpykTypsbl. JaHHaa QyHKLUMA
BbINOJIHAETCA MHXXEHepamu pa3BepTbiBaHNA N ONUCbIBAETCA B ,OKyMeHTe PyKOBOACTBO
afMUHuMCTpaTopa.

HacmosmeneHo He pekoMeHOyemcs MeHsIMb Hacmpoliku 06 bekmos, pedakmupoeame
cywecmeyrouyue, a makxe pedakmuposame KOHU2ypayuu azeHmos U nJa2uHos.
U3meHeHus Heobxodumo npou3zsodums 8 c/iyyae usmeHeHUs 1aHowagpma,
KOHpuU2ypayuu cepsucos unu obopydosaHus cneyuasucmamu, obaadarouumu
coomsemcmayrowjeli keanugukayueu. VIameHeHuUs 0aHHbIX HacCMpoek 8/71ekym 3a coboui
U3MeHeHUs 8 HasHa4vyaemolx neltibaax, moykax docmyna k 0aHHbIM, NpU80OSM K paspigy
g8pemMeHHbIX pAdoe U3-3a UsMeHeHus elibos.

PexkomeHOyemcs ucnos1e308ame posiegoli 0ocmyn u 8610a8ame y4emHsole 3aNUCU C POJIbH)
«qumameso» («Reader»), ecnu He mpebyemcsi uaMeHIMb NapamemMpsbl MOHUMOPUH2a 0151
8bIN0JIHEHUS c/1yXkebHblx 06s3aHHOCMel.

4.1.3 OrpannueHue ucnonbsoBaHmna

Bu3noH - cuctema moHutopuHra mawwmvH Ckana”p. JanHoe MO aBasetca HeoTaeMMOW
YyacTbto MawwvH Ckana”p n koppekTHasa paboTa rapaHTMpoBaHa Tonbko Ha MAKax
Ckana”p.



Ob6bekTbl, oTOHpakaemsble B 1O BU3noH, COOTBETCTBYHOT GM3NUYECKMM U BUPTYaabHbIM
obbekTaM MawmH Ckana”p. OHM nokasbiBatoT cocTaB KoHTypa n pakTnyeckoe
pacnonoxeHvie 06bEKTOB (MPU HANNYMM TakUX OOBEKTOB B KOHTYPE 1 UX MOCTaHOBKE Ha
MOHWTOPWHT) B COOTBETCTBUE C MX TUTOM.

Tvnbl 06BbEKTOB, NPeABaPUTENbHO 3aBefEHHbIE B CUCTEME, COOTBETCTBYHOT TUMaM
obbekToB Ckana”p. B Bepcun Busmon 1.4.1 ncnonbsyrotca cneayroLime bl 06 bekToB:

e [1AK

e Mogaynb

e Y3en

e BupTyanbHas mawwmHa (BM)
o Kommyratop

Mpumep oTobpaxkeHNs 06 bEKTOB:

v [ MVDI-

v MV.DI-1-MDL-BS-01
v & MV.DI-I-MDL-BS-01-N-193

@ MV.DI-I-MDL-BS-01-VM-VSN-193

Cnucok 06vekmos, ompakeHHsil 8 depese 06bekmos, hopMupyemcsi no UHgHopmayuu,
Komopyo 8800UM NoJb3o8amess Ha smane pazsepmeoigarus [NAK. OwuboyHbIl 8600
O0aHHbIX npugodum K owubKkam npu paseepmel8aHUU U KOHU2YPUPOBAHUI d2eHMos8, a
makxe K omcymcmeuro NOCMynJeHuUsi Mempuk.

' MeTpukmn HaumHatoT cobupaTbca Nno obbekTam nNocie BBoga MHGopMaLmm ob
obbekTax, a TakxKe Nocsie pa3BepTbiBaHNA U KOHOUTYPUPOBAHMA areHTOB. TOUKOWN
oTcyeTa Hayana cbopa METPUK CUMTAETCA KOPPEKTHAA KOHPUIypaL s 1 yCTaHOBKa
NAarvHoB.

MpoLecc HaCTPOWKM areHTOB OMNKWCaH B JOKyMeHTe «PyKOBOACTBO agMUHUCTpaToOpa.

4.1.4 Tun o6bekTa «MAK»

Tun obbekTa «MAK» npeacTaBaset cobon normyeckmii Tun obbekTa, COOTBETCTBYHOLLMIA
COBOKYMHOCTM annapaTHbIX KOMMOHEHTOB M MPOrpamMMHOro obecneyeHuns, peLuaroLLmx
NpUKAagHble 3a4aun.

B BusnoHe npegycmotpeHsbl cnegyrowime tvnbl [AK:



e bBa30BbIl (AaHHbIV TUN NCNONBb3YETCA AN HETUMOBbIX KOMMJIEKCOB U MPW
TECTUPOBAHUN OTAE/bHbIX KOMMOHEHTOB)

o MBA.MN

o MBA.I

e MB/.KX

e MB.BK

« MB.BPM

o MB.I

e MB.AW

e MB.C

o MX/A.Bb

e MXA.0

o MXA.AY

e Koncrpykrtop INMAK

Y obbekToB Tna «[AK» npegycMOTpeHO KOHTEKCTHOE MEHH0, MO3BO/IAIOLLLEE BbINMOAHATb
BCNomoraTesbHble yHKLUKM Nnpu paboTe c o6bekTom TMna «MAK».

,ﬂ,ﬂﬂ Bbl30Ba KOHTEKCTHOIO MEHHO HY>KHO Ha>XaTb Ha KHOMKY :,mocne atoro OTKpPOeTCA
KOHTEKCTHOE MEeHHO.

@ MapawveTpbi O6bekTbl

"BU3VNOH

Metpuku  Yeepomnewns ~ O63op  Arewtsi  [lnarumbi

<7 Veenownenus KoHtyp

@ Kowcroykop Mowmck MHD.O

BbIpaXeHUlA

Tun

& Pepaktvposats i1 Mopynb 06beKTHOrO XpaHeHns!

g l Mopynu

B Metpuku
# Oy6nuposats
Mpagina 2pbl
onoseLeHs: @ Yaanurs
- Mopyns Tun Anpec Anpec BMC
@ Creox

nonyatenei 53 gate_redOS1 Modulet Basosbii cepaep 192168191156 192168186.3

&, MPynmsi vmhdol Modulel Basosblit cepsep 192168191.231 192168.186.2
pacchinkyt

Hacrpoitkit BM
8B surp

Nms Cepaep Anpec
@ TokeHsl nocTyna

Cratyc Buanona VM _vision vmhdol 192.168.186.131

A Hacrpoiikn KommyTaTtopbl

MepBunuHas HacTporika o6bekToB NAK onncaHa B Pa3zene 4 pykoBoscTBa
agMuHUcTpatopal .

41.41.1 NuBenTopu

Mpw BbIGOpe nyHKTa «/IHBEHTOpW» reHepupyeTca dann KoHburypaumm B dopmate yml,
KOTOPbI MO3BOJIAET BbIrPY3UTb CTPYKTYPY 3aBefeHHbIX OO bEeKTOB B BUAE
CTPyKTyprpoBaHHoro ¢anna. CoxpaHAeTca Ha KIMEHTCKOe YCTPOMCTBO, @ Tak>Ke Ha CaMu
KOHPUrypupyemble cpesbl.

4.1.4.1.2 PepaxTnpoBanue

3a vHbopMaL et 0 pesakTMPOBaHNN 06 bEKTOB MOHUTOPWHTA, MOXanyncTa,
obpatutecsb K pasa. 4.2 PykoBoactBa agMuHUCTpaTopa® .


https://kb.skala-r.tech/%D1%81%D0%BA%D0%B0%D0%BB%D0%B0%D1%80-%D0%BF%D0%BE/vision/1.4.1/adminmanual/#4-%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B0%D1%86%D0%B8%D1%8F-%D0%BE%D0%B1%D1%8A%D0%B5%D0%BA%D1%82%D0%BE%D0%B2-%D0%BC%D0%BE%D0%BD%D0%B8%D1%82%D0%BE%D1%80%D0%B8%D0%BD%D0%B3%D0%B0
https://kb.skala-r.tech/%D1%81%D0%BA%D0%B0%D0%BB%D0%B0%D1%80-%D0%BF%D0%BE/vision/1.4.1/adminmanual/#4-%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B0%D1%86%D0%B8%D1%8F-%D0%BE%D0%B1%D1%8A%D0%B5%D0%BA%D1%82%D0%BE%D0%B2-%D0%BC%D0%BE%D0%BD%D0%B8%D1%82%D0%BE%D1%80%D0%B8%D0%BD%D0%B3%D0%B0
https://kb.skala-r.tech/%D1%81%D0%BA%D0%B0%D0%BB%D0%B0%D1%80-%D0%BF%D0%BE/vision/1.4.1/adminmanual/#42-%D0%B7%D0%B0%D0%BF%D0%BE%D0%BB%D0%BD%D0%B5%D0%BD%D0%B8%D0%B5-%D1%84%D0%BE%D1%80%D0%BC%D1%8B-%D0%B4%D0%BE%D0%B1%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5-%D0%BF%D0%B0%D0%BA

4.1.4.1.3 Ay6nuposanne

Mpw HaXkaTnm Ha NyHKT «[lyb6ampoBaTh» OTKPbIBAETCA Npes3anosiHeHHas dopmMa
«[lobaBneHue MNMAK» Ha ocHoBe BbibpaHHOro MAK. Heobxoanmo nomeHaTtsb ID 06bekToB,
ABAIOLLMXCA YHUKANbHBIMW ANS JAHHOTO KOHTYpa. [MapameTpsbl, KOTOpble HEO6XOANMO
nepekoHPUrypupoBaTb, NOACBEUNBAIOTCSA KPACHBIM.

41.41.4 Ypanenne

Ans cHATnA obbekTa MNAK ¢ MOHMTOpPUWHIa, HEOHXOAMMO MPON3BECTU AENCTBUE YAaNeHNE
ob6bekTa NMAK 13 cnncka o6bekToB. 45 3TOro HEOH6XOAMMO HaXKaTb KHOMKY «YAannTby» U
NOATBEPANTb yaaneHue B dopme «YaaneHme»

Ynanenune X

Bol pencrautensHo xotute yaanuts [NAK - MBLI7?

OTMEHUTE Ynanuts

O6bekT «[MAK» byseT yaanéH nocie NoATBEP>KAEHNSA BbIMONHEHNA AEUCTBUA.

4.1.4.2 Npasasa naHenb pasgena no Tuny o6uekra «MAK».

Mpu knrke no 06bekTy TMNa «MAK», Ha NnpaBor NaHenn pasgena popmupyetcs Habop
BK1aZA0K, MO3BONAOLLNN NMOCMOTPETb NOAPO6HYHO MHGOopMaL Mo 06 obbekTe
MOHUTOPWHTA.

Bo Bkniagkax:

e YBeAOMJEHUs - CMUCOK YBeAOM/IeHWI NO BbiIBpaHHOMY 06beKTy;

o MeTpuKM - CMIUCOK METPUK, COOTBETCTBYHOLLNIA TUMY 06bEKTa;

e 0630p (MAK) - tHPpopMaLms 06 06beKTE MOHUTOPUHTa (ONMcaHMe cocTaBa) u
AoYepHMX 0bbeKTax;

e AreHTbl - areHTbl MOHUTOPWHIa, pa3BepHyTble Ha OObEKTE;

e [narvHbl - KOHPUrYPaALMOHHbIE NAArMHbl areHTOB, HACTPOEHHbIE Ha areHTax.

4.1.5 Tvn o6bexTa «Moaynb»

Tvn obbekTta «Mogynb» npeactaBaseT cCO60M CTPYKTYPHbIA 3neMeHT MalluHbl,
BbIMONHAOLW NI OnpeseneHHbIn HAbop GYHKLIMIA B COOTBETCTBUM C €10 Ha3HauYeHMEeM.



Mogaynb ABAAETCA €4MHBIM U HeAENNMbIM 31EMEHTOM CreundukaLmm, cogep>xmT Habop
annapaTHbIX y3/10B 1 nporpaMmHoro obecnevenus (MO). Tunel Mogynen B Busmone
COOTBETCTBYHOT TMMam MOAy/1ei, NocTaBseMblx B MawwmHax Ckana”p. Mpwu pabote ¢
dopmamu “Cozganue MAK” n “Pepaktnposanue MAK”, gocTynHbI MOAY M, KOTOPbIE
COOTBETCTBYHOT M3bpaHHoMy Trny MAK.

4.1.5.1 NpaBan naHenb paspena no Tuny o6bexra «Mogynb»

Mpw k1rke No 06bekTy TMNa «<Mogaynby, «Y3en», <kKommyTatop», «CepBMC» Ha MPaBOU
naHenn pasgena otobpaxaerca Habop BKNa0K, MO3BONSAOLLMI MOCMOTPETb
NnoApo6HY MHGOPMaLMIO 06 06bEKTE MOHUTOPMHTA.

Bo Bksiagkax:

e YBeAOM/IEeHUs - CMNCOK yBEAOMAEHWI MO BbIOpaHHOMY 06beKTY;
e MeTpuKM - CNNCOK METPUK, COOTBETCTBYHOLLMIN TUMY 06BbEKTa.

4.1.6 Tun o6bekTa «Y3en»

Tun obbekTa «Y3en» npeacraBafet cobon annapaTHbI KOMNOHEHT MallHbI, Ha
KoTopoM paboTaeT cneumanmanpoaHHoe MO, BbINOAHAET ONpeAeneHHYO 3a4a4y B
coctase Mogynsa.

4.1.6.1 Npasana naHens pasgena no Tuny o6bexra «Ysen»

Mpw kNnke No 06beEKTY TMMa «Y3en» Ha NpaBoM NaHen pa3zgesa otobpaxkaetcs Habop
BKJ1aZ,0K, MO3BOJIAOLLMIA MOCMOTPETb NOAPOOHY0 MHbOpMaLMio 06 0bbekTe
MOHWTOpPWHTra.

Bo Bkniagkax:

e YBeAOM/IEHUs — CMNCOK YBEAOMIEHWI NO BbIOPaHHOMY OOBbEKTY;
e MeTpuKM - CNINCOK METPUK, COOTBETCTBYHOLLMI TUMY 06 bEKTA.

4.1.]1 Tvn o6bekTa «KommyTaTop»

Tvn obbekTa «KommyTaTOp» NpeacTaBaseT cobou annapaTHbll KOMNOHEHT MalunHbl, Ha
KoTopom paboTaeT cneunanmsmpoBaHHoe N0, BbINOAHAET ONpeAeneHHYHo 3aja4y B
cocTtase Mogyns.

4.1.1.1 NpaBas naHenb pasgena no Tuny o6vexra «Kommyrarop»

Mpw k1nke No 06bekTy TMNa «<KoMMyTaTop» Ha NPaBOW NaHeNn paszesa oTobpaxaercs
Habop BKNAA0K, MO3BOASOLLMIA MOCMOTPETL NOAPOOHYH MHPOpMaL Mo 06 0bbekTe
MOHUTOpPWHra.

Bo Bknagkax:

e YBeAOM/EHUSs - CMNCOK yBEAOMAEHWI MO BbIOpaHHOMY O6beEKTY;
e MeTpuKM - CNNCOK METPUK, COOTBETCTBYHOLLNIN TUMY 06BbEKTa.



4.1.8 Tvn o6bexrTa «BupryanbHana mawmsHa (BM)»

Tvn obbekTa «BupTyanbHas MawwnHa (BM)» npeactaBaseT coboi KOMNOHEHT MaLuvHbI,
Ha KOTOpOoM paboTaeT cneumnanmsnpoBaHHoe MO, BbINOAHAET ONpeAeseHHY0 3a4a4y B
coctase Mogyns.

4.1.8.1 Npasan nanens paspgena no TMny o6bekra «BupryanbHas
mawmHa (BM)»

Mpwu knnke No 06bekTy TMMNOB «BupTyanbHas MmalwmvHa (BM)» Ha npaBoli naHenun pasgena
oTobpaxkaeTcs Habop BKAAZOK, MO3BOAIOLLMIA MOCMOTPETb MOAPOOHYH MHGOPMaLLUIO
06 06beKTE MOHUTOPWUHTa.

Bo Bkniagkax:

e YBefOM/EHUs — CNCOK YBEAOMIEHWI NO BbIOPaHHOMY OOBEKTY;
e MeTpuKM - CNINCOK METPUK, COOTBETCTBYHOLLMI TUMY O6bEKTA.

5 PABOTA C MOAYJIEM AAMUHUCTPATOPA

5.1 Pa6oTa ¢ meTpukamm

5.1.1 Ao6aBnenne meTpmkn

Ana nobaBneHnsa HOBOW METPUKN HEOHXOAMMO OTKPbITb pasaen «[lapameTtpbi» u
OTKPbITb NoApa3gen «MeTpmkny.

o MNapameTpbl MeTpukn
A
BU3NOH
Flo6asuTs Movick o}
< Ysenomnenus
@ KorcToyop Wms 1 Onucanue 1! Tun 1
BbIpaxeHMit
cpu_num KonuuecTso dusmieckux snep LIM Cuctemkas
& Napamerps
Tg O6bekTbI cpu_usage Tekyluas CpeHss 3arpyaka NPoLLeccopa B NPOLeHTax CucTemHas
Mpasuna
g disk usage_ssd Tekywee ucnonssosarue SSD (ME) CucTemHas
onoselueHns
@ Crveo haproxy_backend_active_servers OblLiee KONMUECTEO aKTUBHBIX UP-CEpBEpOB C HeHyNeBbIM BECoM  CucTeMHast
=" nonyuatenei
'
; haproxy_backend_agg_check_status COBOKYMHbI BHYTPEHHII NOKA3aTeNb COCTOSHISA NPOBEPKA COC. Cuctemkas
@ Mpynnbi
S paccsinkm
haproxy_backend_agg_server status ArperupoBaHHbiii BHYTPeHHWI NOKa3aTeNb COCTOSHIS CepBEpOB Cuctemkas
gg Hectpoiiku
SMTP haproxy_backend_backup_servers Texyluee KONMUECTBO CEPBEPOB PE3EPBHOrO Ko Cuerem
vt Lt X y! pesepi P
® TokeHsl goctyna ~
haproxy_backend_bytes.in_total TekylLee O6LLee KONMYECTBO BXOASLIVNX GailT (63kaHI) Cuctemkas
Craryc Buanona
haproxy_backend_bytes_out_total TekylLee O6LLee KONMUECTBO UCXORSLLVX GaliT (63KaH) Cuctemkas
A Hactpoiiku
haproxy_backend_check last_change_seconds KaK 188HG USMEHNOCH NOCAENHEE COCTOSHIE CepBEpa, B CeKy. Cuctemras

HaxaTtb kHOoMKy «[JobaBuTb», oTKpbiBaeTca dopma «JobaBaeHne MeTpukm».

3anonHNTb NO/IA BBOAA BaIMAHbBIMM 3HAUYEHMAMM M HaxkaTb Ha KHOMKY «/1o6aBuTb». [Npu
3anosiHeHn GopMbl MPeayCMOTPeEHbl MHTEPAKTUBHbIE MOACKA3KW, eC/IV NOASA
3anoJiHeHbl HekoppekTHO. Tak Xe 1 Bo Bcex dpopmax MO «Ckana”™p Busnon».



Ao6aBneHne MeTpUKU @

v @
usr_

Onucanne @

DeTansHoe onncanme

Tun obbekTa

Boipaxerne @

Orvena | [ICEEETS

[obaBneHHas nosib3oBaTeNbCKas METPUKA NOSBASETCA B CMIMCKE METPUK, Noc/e
HaXkaTus Ha KHOMKY «/106aBWTb» MOSBASETCA OKHO C MPEANOXEHNEM AaNbHENLLINX
JLEeCTBUN.

[JanbHenwme gencrems

Co3anaTtb HOBYIO METPUKY

Coanatb NpaBnno onoseLeHns

Mpw HaxkaTnm Ha kHonky «Co3aaTb HOBYHO METPUKY» OTKPbIBAETCH OKHO «/lobaBnaeHne
METPUKM», MPU HaxkaTUK Ha KHoMKY «Co3zaTb NPaBW/IO OMOBELLEHMS» OTKPbIBAETCA OKHO
«/lobaBneHve NpaBunia ONOBELLEHMSY

5.1.2 Pa6oTa ¢ KOHTEKCTHBIM MEHIO

[N BbI30Ba KOHTEKCTHOrO MEHHO HY>KHO HaXkaTb Ha KHOMKY i KOTOpPas HaXOAUTCSA B
CNUCKEe METPUK, MOC/IEe 3TOrO OTKPOETCA KOHTEKCTHOE MeHHO Ans paboTkl ¢ MeTpukamu. B
CNyyae, eCv MeTpurKa NoCTaBAeHa Npu pa3BepTbiBaHUN AUCTPUBYTMBA (TVM:
CucTeMHas), AencTBUA No TakuM MeTpukam byayT HeOCTYMNHbI. 15 METPUK, CO34aHHbIX
nonb3oBatenem (Tvn: MNMosb3oBaTtesnbckas), byayT AOCTYMHbI AENCTBUSA:
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5.1.2.1 PegakTupoBsanme meTpuxm

|_|pI/1 Ha>XXaTun Ha NYHKT «Peﬂ,aKTMpOBaTb» OTKpPbIBa€eTCA CI)OpMa «PeAaKTI/IpOBaHVIe

METPUKN»

PeRaKTHPOBAHWE METPHKM x

W @

uST_pg_Count_aubouacuum_actra_sassions

Crcavne (0

Bg_tount_sutsvacuum activ sassions

£9_Sount_SsubeuRcULIT St Seasions

Tur oSsokra

Saasunnap Sozgres| w

Beiwawerise (I

PR e ep——

Omena

BHecTn Heobx0aMble M3MEHEHUS U HaxkaTb KHOMKY «COXpaHUTbY.

5.1.2.2 Ypanenne merpuxm

Ans yaaneHns METPUKM HYXKHO HaXkaTb Ha MYHKT «YAannTb», B OTKpbIBLIENCA popme
NOATBEPAUTb yAaNEeHMe.



Ynaneuue

Ypanute MeETpUKy?

OTMeHnTb

Ynanuto

YpaneHve nonb3oBaTeIbCKON METPUKM, Ha OCHOBE KOTOpOU Bb110 f06aBNEHO

npaBnIO ONOBELLEHNA, MPUBEAET K YAaN€HUKO NMpaBKa ONOBELLEHNA

5.2 Pa6oTta ¢ npaBuaMu onoBeLeHns

5.2.1 fo6aBneHne npaBMuia onoBeLWLeHUNA

[na pobaBneHns HOBOro NpaBuJia ONOBELLEHMA NPEAYCMOTPEHO ABa CLEeHapuA:

e f06aBuUTbL Cpasy Npu 406aBAEHUN METPUKN;

e 3anTv B nogpasgen «[paBuia onoBeLLeHMA» 1 HaxaTb KHOMKY «Job6aBuTb».

Bo Bcex BapunaHTax oTkpbiBaetcs dopma «[obaBneHne npaBuia onoBeLLeHUs ».

s ©

Mpasuno ©

Ouwn wnn Bbipaxetivie
[IonXHb! GbITb BbIMONHeHs! BCe ycosus (AND)

Metpuika v  Onepar. “  Topor o

@ nosasus yonosve

Mepuog aktuerocn @
Baxrocte ©

info [EEVEYNNEN  critical

La6non coobuerna O

Oruera | ST

HeO6XO,£I,VIMO 3anoJIHATb BCE NOAA BaIMAHBbIMU 3HAYEHUNAMU N HaXXaTb KHOMKY

«[Job6aBUNTb.

5.2.2 Pa6oTa ¢ KOHTEKCTHbIM MEHIO

ﬂ,ﬂﬂ Bbl30Ba KOHTEKCTHOIO MEHHO HY>KHO Ha>XaTb Ha KHOMKY :
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5.2.2.1 PepaxTnpoBaHMe NnpaBuia onoBeLeHUS

|_|pI/1 Ha>XXaTun Ha NYHKT «Peﬂ,aKTMpOBaTb» OTKpPbIBa€eTCA CI)OpMa «PeAaKTI/IpOBaHVIe

npaBnia ONMOBELEHNAN.

PepakT
nus @
test4

Mpasuno ©

n i Q Beipaxenne

PromQL ebipaxetite

utlz_cpu_usagef_node _id="s3_gate_redOSI"} > 0.1

Mepuog aktuerocTn @

0s

Bax+octs ©

info | warning ST

LWa6now coobuerms O

utlz_cpu_usage Ha yane {{Slabels._node_id}}

OTmeHa CoxpaHute

[na npaBua oNoBeLLeHs, BXOAALLMX B NOCTaBKY BU3MOH, NyHKT MEHO

“PepakTpoBath” HEAOCTYMEH.

BHecT HeobxoANMble 3MEeHeHUA 1 HaxkaTb KHOMKY «COXpaHUTb».

5.2.2.2 YpaneHme npaBuia onoBewLeHNA

ﬂ,ﬂﬂ y4aneHuna npaBu onoBeLleHnA HeO6XO,£I,I/IMO Ha>XXaTb Ha MYHKT «yﬂ,aJ'II/ITb», B

OTKprBIJJGIZCﬂ q)opme noaTBepAnTb yaaneHne.




YnaneHue

YnanuTte npasuno?

OTMeHuTb Ynanutb

)

[ns npaBna ONOBELLEHMSA, BXOAALLMX B MOCTaBKY BU3MOH, NyHKT MeHo “YaanuTts’
HeAOoCTyrMeH.

5.3 Pa6oTa co cnuckom nonyuarenen

5.3.1 Lo6aBneHne nonyuarens ysesomMaeHun

Ana nob6aBneHVs HOBOro NosyyaTens yBeZlOMAEHUI HY>KHO 3aliTW B nogpasgen «Cnmcok
nosayJatenein» n HaxaTb KHOMKY «/Jo6aBnTb», OTKpbiBaeTcs dopma «[lobaBneHne
nonydatens»

Ao6asneHune nonyuarens x
Monyuatens
Visaros Vsan

Karan @

E-mail v

E-mail ®

[ |

Hexoppexrssiit email

Tpynnst pacesinkn ©

Tpynna software v

! l

Ipynna software

pynna critical

OTmeHa No6asuTb

Heobxoanmo 3anosHWTb BCe MOAS BaIMAHBIMW 3HaYeHUAMM, B NoJie «[pynna» MOXHO
OTMETUTb HECKOIbKO FPYMM, HaXaTb Ha KHOMKY «/Jo6aBuTb»

5.3.2 Pa6oTa ¢ KOHTEKCTHbLIM MEHIO CMIMCKA nosyuaTenen

ﬂ,ﬂﬂ Bbl30Ba KOHTEKCTHOIO MEHHO HY>KHO Ha>XaTb Ha KHOMKY :
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5.3.2.1 PepaxTupoBanue nonyuarensn ygefomMieHMIA

|_|pl/l Ha>XXaTun Ha NYHKT «Pep,aKTMpOBaTb» OTKpPbIBa€eTCA c|)op|v|a «PeAaKTI/IpOBaHVIe

nojsy4vyarensa».

PepakTtuposanue nonyuyartens X

Monyuatens

alert vision_3

Kavan @

E-mail v

E-mail @
alert vision_3@skala-r.tech
Tpynnel paccsinkn @

Tpynna critical Mpynna software v

[T Coxpatums

BHectun HeO6XOAVIMbIe M3MEHEHNA N HaXXaTb KHOMKY «COXpaHVITb».

PesakTMpoOBaHMe CUCTEMHOTO nosiyyatens ysegomaeHunin “SNMP-winwo3”
HeBO3MOXHO. [1py NoNbITKe COXPaHUTb U3MeHeHUs byaeT BbiBeAeHO coobLeHne
06 owwmbke.

5.3.2.2 Ypanenume nonyuarens ysegomMmaeHni

Ans yaaneHns nonyyatens Hy>KHO HaXkaTb Ha NMYHKT «YAanunTby, Janee B OTKPbIBLUEACA
dbopme noaTBEPANTD yAaNEHME.



Ypaneuune

YaanuTb nonyyarens?

OTMeHUTb

YpaaneHune cncteMHoro nosydatens ysegomneHuii “SNMP-1wnr03” HeBO3MOXHO.
Mpw nonbiTke yaaneHns 6yaeT BbiBeAeHO coobLueHne 06 owmnbke.

5.4 Pa6oTa ¢ rpynnaMm paccbisiku

9.4.1 Lo6aBneHme rpynnbl paccbiIKn

Ans pobaBneHVs HOBOW FPynnbl HY>XXHO 3aiTW B noApasaen «[pynnbl paccblikn» u
HaxkaTb KHOMKyY «/lo6aBuTb», OTKpbIBaeTCA Gopma «[JobaBieHne rpynmnbl pacCbiakmy.

rpynnbl p x

vms ©

[ Ipynna infd

[DetanbHoe onvicanme

severity v o= v info v @
@ nosasnms yenoswe
Monyuatenn @

alert_vision_3 ~

Heob6xoa1MMO 3an0NHNUTL BCe NOAA BaMAHBIMUN 3HAYEHUAMU, €CNN HY>KHO A06aBUTb
HeCKONbKO noJslyyatenen, To Tpebyetca oTMETUTb UX B noe «[losyyaTensy, HaxaTb Ha
KHonKy «/lo6baBnTb»

5.4.2 Pa6oTa ¢ KOHTEKCTHBLIM MEHIO CMIMCKA FPYNN PacCbi/IKK

ﬂ,ﬂﬂ BbI30Ba KOHTEKCTHOIO MEHH HY>XHO HaXkaTb Ha KHOMKY :



¢/ PepaktnpoBaTtb

- W Yonanutb |

5.4.2.1 PepaxTpoBanue rpynnbl paccbiiKm

|_|pl/l Ha>XXaTun Ha NYHKT «Peﬂ,aKTMpOBaTb» OTKpPbIBa€eTCA c|)op|v|a «PeAaKTI/IpOBaHVIe

rpynnbl pacCblKU»

PepakTupoBaHue rpynnbl paccbinku X
vms @
Tpynina software

[etanbHoe onncanine

Pacchinka Mo aniepram C CTOUHIKOM software

resource v v software v o
@ nosasnms yenoave
Monyuarenn ®
alert_vision 3 v
Oruena | ST

BHecTtun HeO6XO,£I,VIMbIe M3MEHEHWA N HaXXaTb KHOMKY «COXpaHI/ITb».

5.4.2.2 YpaneHue rpynnbi paccbisikm

Ans ypaneHns rpynnbl PaccbiNKN HY>XKHO HaxXkaTb Ha NMYHKT «Y4anuTby, fanee B
OTKpbIBLUENCA GOPME NOATBEPANTL YAANEHNE.




YnaneHnue

YnanuTb rpynny?

OTMEeHUTL | Ypanutb

9.5 Hactpoiixun

@ HacTpoiiku
A
BU3WNOH

HacTpoiikn
< Vaenomnenusa

Wipngs 2B % n 17
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Bepcus Buavion 14131
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B pa3aene HaCTpOVIKM MOXHO N3MEHWTb:

o Llpnot
e Temy

Takoke B TekyLLeM pa3gene otobpaxaertcs Hdopmaumm o Bepcum MO BuzmoH.

6 PABOTA C AHAJIMTUYECKUMM NAHENAMM
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