ckana’p

MalumnHa xpaHeHus gaHHbix Ckana”p MXO.O

TexHnyeckunin o63op
Bepcus 2.4 o1 15.04.2025

%
]
T
:
=
s
I
w
2
o
X
<
I
=S
=|
g
2

skala-r.ru info@skala-r.ru



MawwuHa xpaHeHusa gaHHbIXx Ckana*p MX[O.0. TexHu4yeckumn o630p

OIrMABIEHME
MepeYeHb TEPMUHOB M COKPALLEHMM ........coeiuuirieeiiiiiiaeaaiiieeee s sttt e e s sttt aeaaste e e e e anbneeeeaannneaeeans 4
. TIPEAMCIIOBME. ... ...t e e et e e e e e e ettt e e e e e e e e e e e eat e e e aeeeeeessttanaaaeeaeaeannnes 6
1.1 OTMUCAHME OOKYMEHTE ... e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaeaeens 6
R N1 ) o] o) TP TP PT PP PUTTT PP 6
1.3 OOPATHASA CBABD ..ceeiiviiiiiieieeeeeeeeeitiiea s e eeeeeeeattt s e eeeaeeeaastaaaasaeaaeesesstsanaaaeeeeeessstnnnaaaaaaeeeennnes 6
R =T =Y 1Y F =Y PT 7
3. OTIIUUUTEIIBHDBIE MEPTDI ....coeviiiiii e eee i ettt e e e e e e e e eet e e e e e e e e e e e aetta e s e e eeaeeeaassaaasaeeaasesssennnnns 8
4. Mpon3BoacTBO B POCCUNCKON DEOECPALIMM .........ccoeviieiiiiii ettt e et e e e 10
Y o) 7 =17y Y/ < - L SURPPPPSRR 12
LI035 0}/ [ 1 < X- PO USUPPPPPRTPN 13
6.1 Mogynun MawwmHbl xpaHeHnst gaHHbIX Ckana®p MXO.O ..o, 13
N O R oY= e T =T 17 I Y T Y Y/ 1 =P 14
6.1.2 MOLOYIIU XPAHEHMS ..o 15
6.1.3 MoOyny KOMMYTALIMU U XPAHEHMSE .....cceeeeeeeeeeeeee e 17
6.1.4 Ba30BbI€ MOOYIN AIPETALMM.....cccuuueeeeerieeee et e eeeataeeeeatn s ees et s eesestneesestnnaesesnnnaaaeens 18
6.2 [POrPAMMHOE OBECTIEUEHME .....uvvuiieeeeee ettt e e e e e e e et ee e e e e e e e e e e aat e e e e aeeasessttaaaeaeaaaeessnnes 19
6.2.1 TTO CKanap CIEKTP S3. . it e e e et e e e e e e e e arraaas 19
6.2.2 TTO CKaNa™P BUBMOH......uiii it e e e e e et a e e e e e e e e eaeran s 20
I T I (@ @1 <= T = i o TN =T T PSS 20
6.3 PacnpedeneHHbIN OUCKOBBIN MACCHIB.........cceuuuueeeeruseereetnseaseetnaeseennnsaeesnnnaesesnnaessssnnaeeeens 20
6.4 OTKABOYCTOMUMBOCTD ...ceieeeeeeeeteteeeeeaaeeaeeeaeteeeeteaeeeeettette et et ttttattttetatttattttatatatatetaeeaaeaaeeearaereees 21
7. MOOEPHUIALMA M OOCTIYIKMBAHME .........ooeeeiiiiieeeeeeeeeeeiiiee e e e e eeeeeeaaataa s e e e eaeaeesetsnnaaaaaaaneeennnes 22
8. CLIEHAPUM MCTIOTIBBOBAHMS .....uueeeeeeeiiiiiieeeeeeeeeeeatttaa e e e e eaeeeaaasanaaaaeeeeeeessasnaaaaeeeeeesnnsnnnnns 23
8.1 J1OKANBHOE XPAHMITULLE S3 .. .eiiiiieiii e e eeeieeeitiias e e e eeeeeeettta s s e eeaeeeeaaessnaaaeaeaeeessssnnaaaaaaaeeennnes 23
8.2 PacnpepeneHHoe xpaHunuie S3 ¢ aCMHXPOHHOW Fr€OPENNKALMEN. .........cceeeeeeeeeeeeeeeeeene. 24
9. NMNaHNPOBAHNE MHMPACTPYKTYPDBI....eeeiienneeeeeeeeiiiiaa e e eeeeeeaaet e e e e eeaeeeanann e e aeeeeeeennennnnns 25
10. TPAHNLBI MIPUMEHUMOCTM ... 26
11. TEXHUYECKAA MOOLEPIKKA ....ccoeeeeiiiiisieeeeeteeettiiaeseeeeeeeatata s s aeeaaeeeasssaaaaaaaaeeessssnnaaaaaaaeeennnes 27
12. MNocTaBKa N NULUEH3UPOBAHME TTO ... 29
O KOMITAHMM ...ttt e ettt e e e e e e ettt e e e e e e e et bn e e e e eeas 30

21330



MawwuHa xpaHeHusa gaHHbIXx Ckana*p MX[O.0. TexHu4yeckumn o630p

WMHdopmaums, npencraBrieHHad B OOKYMEHTE, HOCUT UCKITIOYUTENBHO WH(OPMaLNOHHbIN
XapakTtep, SBnseTca akTyanbHOW Ha AaTy pasMeLleHust.

TexHn4eckne XapaKkTepucTunk, npnBeeHHble B JOKYMEHTE — CNpaBO4HbIE N HE MOTIYT CIYy>XXUTb
OCHOBaHuemM ans I'IpeTeH3VII7I.

TexHnyeckme xapakTepUCTUKM MOTYT OTNNYaTbCs OT NPUBEAEHHbIX BCNeacTBMe mMmoaudukaumm
n3genuin.

TexHuyeckne XxapakTEepUCTUKM U KOMMMeKTauus usgenuih  MoryT  ObiTb  M3MEHEHbI
npoussoautenem 6e3 yseoMNeHus.

[oKyMeHT He saBnsietca NybrnmyHOM OdEepTOM M HE COLEPXKUT Kakux-Nnbo o006s13aTenbcTB
000 «CKANA-P».
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NEPEYEHb TEPMWHOB U COKPALLEHUN

TepMuH, cokpallueHue

OnpepeneHue

Active Directory

Cepsuc koprnopaumm Microsoft ans ynpaBneHna n xpaHeHus
WHGOpMaLUMM O NoNb3oBaTernsx, KOMMblTepax W Opyrux
pecypcax B KOMMNbIOTEPHbIX ceTax. OH npepgocTaBnseT
LEeHTpanuM3oBaHHOe XpaHunuuie Ans BCeX 39TUX AaHHbIX,
MO3BONSASA OPraHN30BbIBaTb M KOHTPONMPOBATL AOCTYN K HUM.

API (anrn. Application Programming Interface) UHtepdeliic
NPOrpaMMMpOBaHUSA NPUINOXEHNIA
BLOB (ot aHrn. Binary Large Object — «aBouyHbIN GonbLUON

00bekT») Tun gaHHbIX, NpegHa3Ha4YeHHbIN Ofs XpaHEeHUs
0onbLnx 06bEMOB ABOMYHbIX AAHHbLIX: N300paXXeHnn, BUOeo,
MyNbTUMEAUIHbIX 0annoB U T. 4.

Erasure Coding

MeToa 3awuTbl AaHHbIX, UCMONb3YEMbI B NMPOEKTUPOBAHUN
cucteM ans  obecneyeHust HagEXHOCTM U AOCTYMHOCTU
OaHHbIX.

GW

CepBUCHbI KOMNOHEHT 06paboTkn 3anpocoB S3,
peanuayowmin metogbl S3 API

HDD

(aHrn. Hard disk drive) TBepgoTenbHbii HakonuTens 6e3
NOABWKHbBIX YaCcTeN

IAM

(aHrn. Identity and Access Management) Cepsuc, Habop
WHCTPYMEHTOB ANsi ayTeHTUdmKaumm n aBTopmsaumnm
nonb3oBaTenen B NpUKNaaHbIX MPUOXKEHUAX

IP agpec

(o1 Internet Protocol) Agpec ceTteBOro yctpoucTea B CeTU
Internet

LDAP

(anrn. Lightweight Directory Access Protocol) MNpoTokon ans
paboTbl C AaHHbIMK, Yallle BCEro y4eTHbIMU 3anncamm
nonb3oBaTtenen, opraHM3oBaHHbLIMU B BUAE AepeBa
(kaTanor)

NS n OS

CepBucbl S3, obecneunBarowme xpaHeHue (MeTa)gaHHbIX
06BbEKTOB

NTP

(aHrn. Network Time Protocol) NpoTtokon ang cuHxpoHnsaumum
BPEMEHU MeXOy YCTPOMCTBaMM (KOMMYTaTOpbl, CEPBEPLI,
paboyne cTaHuumM n gp.) C UCTOYHMKOM TOYHOIO BPEMEHM,
paccyMTaHHbIN Ha paboTy B CETSX HN3KOW HaAEXHOCTU

Postgres

HassaHne CYB[ (cuctembl ynpasneHus 6asamu gaHHbIX)

SSD

(aHrn. Solid-State Drive) 3anomuHatollee YCTPOMUCTBO Ha
OCHOBE MUKPOCXEM NaMATh
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TepMuH, coKkpallueHue

OnpepgeneHune

S3 (Amazon S3)

(anrn. Simple Storage Service, «Tpu S») ObnayHasa cuctema
XpaHeHna B coctaBe Amazon Web  Services,
OpraHu3oBaHHas Mo OO LEKTHOMY MPUHLMNY

S3 xpaHunuwe

CepBuc xpaHeHusi bannoB ¢ gaHHbIMM B dOpMe OOBLEKTOB.
OT 00bIYHOro XpaHeHust hanrnoB xpaHeHne obbekToB B S3
XpaHunuue oTnmMyaeTca (opMaTtoOM XpaHEHWs, Hannynem
MeTafdaHHbIX M YHUKalNbHbIX MAEHTU(UKATOPOB OOBLEKTOB,
KOTOpble AaloT BO3MOXHOCTb OpraHuM3auum XpaHeHus
MUnIMapgoB @annos, YTO He AOCTYNHO Ans GonblInHCTBA
hannoBbIX XpaHUNLL,

BA

basa gaHHbIX, COKp.

XAM

A66peBunatypa OT «KypHanuMpoBaHue, ayauT, MOHUTOPUHIY;
COBOKYMHOCTb Onepaumi Ans  ynpaeneHus AOCTYNOM K
AaHHbIM, OCOOEHHO C TO4YkM 3peHus obecnedeHns
©e3onacHocTun

NT-nHgycTpus

(COKp. OT «MHPOPMALIMOHHbIE TEXHONOMMNY») —CErMEeHT HayKn
N TEXHOMOrMN, 3aHUMalLWNNCS co3daHneM, BHeapeHneM W
NnoaAepPXXKOM LMGPPOBLIX MHHOBALUKW U CROXHbBIX TEXHUYECKNX
CUCTEM.

oC OnepaumnoHHas cuctema

no lNporpammHoe obecneveHne

cyb[L Cuctema ynpasneHus 6azamv AaHHbIX, COKP.

TeHaHT Jlornyecknin obbekT, BKNOYaWWNMA B cebs1 COBOKYMHOCTb
BbIYMCNIUTENBHbIX PECYPCOB M NONb3oBaTenen, BblAeneHHbIX
B NOSib30BaHmMe 3aka3unky

uon LleHTp 06paboTkn gaHHbIX

OBM OneKTpoHHasi BblYMCNIUTENbHAA MaluMHA, COKP. — KOMMIEKC

TEXHUYECKMX, annapaTHbiX U MNPOrpaMMHbIX CpeacTs,
npedHasHayeHHbIX Ana  aBToMaTuyecko  06paGoTku
MHpOPMaLIMK, BbIYMCIIEHMI, aBTOMATUYECKOrO YNpaBreHusl.
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1. NTIPEAUCIIOBUE

1.1 OnucaHue fOKYMeHTa

OTOT TEXHNYECKnn 0630p AaeT KOHLENTyanbHbIN U apXUTEKTYPHbIM 0630pbl MalwmnHbI XpaHeHUsA
AaHHbIX Ckana”p MXO.0

Bpouwiopa onucbiBaeT TO, Kak OMNTUMU3NPOBAHHbLIE MNPOrpamMMHO-annapaTHble KOMMJEKCbI
OTBEYalT COBPEMEHHbLIM Bbl30BaM, U poKycmpyeTcs Ha MalwmnHe xpaHeHUA AaHHbIX Ckana’ p
MX[.0 kak 0 4HOM M3 NNANPYIOLLUX PELLEHUI B 9TOM CErMeHTe.

1.2 AyauTtopus

OTa GpoLutopa npegHasHayeHa ansa coTpyaHMKoB koMnaHun Ckana’* p, napTHEPOB 1 3akas3ynkos,
nepeq KOTOPbIMM CTaBATCA 3agadn pas3paboTku pelleHus, 3akynku, YynpaBrieHus unu
akcnnyataumm MawmHbl xpaHeHus gaHHbIX Ckana”p MX[.O.

1.3 OG6partHas cBsA3b
Ckana’ p 1 aBTopbl 3TOro 4OKyMeHTa 6yayT paabl o6paTHON CBSI3N MO HEMY.

Ceskutech ¢ komaHgon Ckana’ p no anekTpoHHou noute MV@skala-r.ru.
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2. BBEAEHUE

MawunHa xpaHeHua gaHHbIX Ckana” p MXO.O npegHasHa4vyeHa AN co3gaHnst rOpuU3oHTanbHoO
mMacTabnpyemoro o6bEKTHOIO XpaHunmLa, cCoBMectTumoro ¢ Amazon S3.

S3 XpaHnnuile — 3TO CepBUC XpaHeHMa PannoB ¢ gaHHbIMK B hopmMe 06bekToB. OT 00ObIYHOIO
XpaHeHus bannoB xpaHeHne obbekToB B S3 xpaHunue otnnyaeTca oopmMaToM XpaHeHus,
HanuuMeMm MeTafaHHbIX W YHUKaNbHbIX WMAEHTUUKATOPOB OOBLEKTOB, KOTOpble AatoT
BO3MOXHOCTb OpraHMsauuMn XpaHeHus Munnuapgos annos, 4YTO He [JOCTYNHO Ans
OonblwKnHCTBa annoBbiX xpaHunuw,. OOHOM UX akTyanbHbIX 3agady S3 xpaHunuwa sBnsdeTtcs
NepeHoc B HEro MaccuMBOB He TabmnuuyHbIX OaHHbIX (dpannoB, GUHApPHbIX OOBHLEKTOB M T.M.)
13 pensumoHHblix CYB[ ansa noBbIWeHNs X Npon3BognTENbHOCTM U YNPOLLEHUS IKCnyaTaunum.

OcHoBHbIMK NpenmyLiecTtBamn S3 xpaHunuuwa MawuHbl XxpaHeHUA aaHHbIX Ckana’ p MX[O.0
ABNAOTCS:

=  BblCOKas HaOeXHOCTb M OTKA30yCTOMYMBOCTb

= MacwTtabupyemocTb — BO3MOXHOCTb CO34aHUSA XPaHUMKLL, NPaKTUYECKM
HeorpaHU4YeHHbIX pa3MepoB

= XpaHeHne HeorpaHNYEHHOro Konm4yecTBa 06bEKTOB — OOHO N3 OCHOBHBbIX
npenMMyLLecTB, JocTMraemoe bnarogaps Tomy, YTO agpeca gocTtyna Kk obbekTam
XpaHATCSA B BMAE CCbINOK, a HE Kak MMeHa

= Hannine BepCMOHHOCTN 00BHLEKTOB

= [logaepXka MynbTUTEHAHTHOCTM

= ObecneyeHune kaTacTPoOyCTONYMBOCTH 3a CHET UCMOMBb30BaHUSA reopensinkaumm;

= Knaccbl 06cnyxnBaHnsa — BO3MOXHOCTb MPU COXpaHeHUM 06bekTa onpeaensitb, Ha
Kakom Tune xpaHunuuwia oH 6yaet nomeLleH

=  Bblcokast apheKTUBHOCTb XpaHEHUS 3a CHET CXKaTUS AaHHbIX

= WHTerpaums c IAM

= PaclmpeHHbIn ayanT, MOHUTOPUHT U XXypHanupoBaHne paboTbl CUCTEMBI

= PoneBas mogenb gocTtyna

= ObecneyeHne LENOCTHOCTN AAHHbIX HA YPOBHE XPaHUNULL

B HacToswwmnn momeHT MawwuHa xpaHeHusa gaHHbIX Ckana’” p MX[O.0 sBnsaeTcs eAMHCTBEHHbIM
NPOOYKTOM  POCCUMACKOrO MpPOU3BOACTBA, obecneymBaroliMm peanu3aumio  0ObEKTHOro
XpaHUnmLa NnpakTn4eckn noboro pasmepa n coBMectTumoro ¢ Amazon S3.

HauvHaa ¢ 2014 roga npogyktel Ckanap nfaHOMEpPHO pas3BuBanunCb, MpeBpaLlasichb
N3 cneumanbHbIX pelleHnn, NnpeaHasHa4vYeHHbIX ANs NpoBangepoB MHTEPHET, B pacLUMPEHHble
CUCTEMbI KOPMNOpaTMBHOrO knacca. Ha cerogHawHui geHb pelweHus Ckana'p SBNSOTCS
6e3yCcrnoBHbIMX NuaepamMn Ha POCCUMINCKOM PbIHKE KOPMNOpPaTMBHbBIX CPEeACTB BMpTyanu3auum
N XpaHEHUs OaHHbIX 3@ cYeT CBOMX (DYHKUMOHANbHbLIX BO3MOXHOCTEM U [OBOSIbHO MPOCThIX
NPOLEeCCOB BHEAPEHMS U IKCNyaTauumn.
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3. OTIIMMUTENbHbIE YEPTDI

1. HagexHoe xpaHeHne Bonblumnx 06BbEMOB JaHHbIX

O6bem xpaHeHus gaHHbiXx — go 32 MN6anT Ha ogHy MawuHy

XpaHeHMe HECKONMbKMX KOMUI Uin ncnonb3oBaHme TexHonormm Erasure Coding
MpopaboTaHHble BapnaHThbl 4515 TUMOBbLIX MPUMEHEHUI C pasHbIMK TPebOoBaHNSIM

K 00beMy XpaHeHust 1 NPoON3BOAUTENBHOCTMU

HacTtpanBaemas oTkaszoyctonunsocTb MawmHbl XxpaHeHus gaHHbix Ckana”p MX[O.0
3awmTta pennukaumen Ha reorpadmyeckn yaaneHHole knactepsl MawmnHbI XpaHeHUA
AaHHbIX Ckana”p MXA.0

dopmmupoBaHme kaTacTpodOyCTONUNBLIX PELLEHWNI

2. Bbicokasi npon3BogmTensHOCTb

MpounseogutenbHocTb Ao 5000 onepauwnii/c Ha oguH y3en (ans o6bekToB pasmepom 40
KbanT) Ha Kaxgbin y3en xpaHeHusi MawmHbl XxpaHeHusa aaHHbix Ckana’p MX[O.0
ApXUTEKTYpHasi ONTUMU3ALNS NPON3BOANTENBHOCTMU

CneunanbHble HaCTPOWKM MporpaMMHOro obecneyeHns

CbanaHcmnpoBaHHbIN KOMNIIEKT 060pyaoBaHMS

Mopoepxka MHoronoTovHowm 3arpy3km (Multiload)

3. OTKa30yCTOMYNBOCTb HA BCEX YPOBHSX

Pe3epBunpoBaHne 3Ha4nMMbIX KOMMOHEHTOB Ha annapaTtHOM YPOBHE
ObecneyveHne 0TKa30yCTOMYNBOCTM HA NMPOrPaMMHOM YPOBHE

ABTOMaTN4ECKOE BOCCTAHOBIEHNE paboTOCNOCOOHOCTUN Npy cOOSAX

HacTtponka JOMEHOB OTKa30yCTONYMBOCTM C Y4ETOM (PM3M4ECKOro pasmeLLeHns
HakonuTenemn

4. Obecne4yeHne KayecTBa Npu pasBepTbiBAHUN

OnNTUManbHOCTb HaCTPOEK, MPOBEPEHHas TecTamm

ABTOMaTU3MpPOBaHHOE pa3BepTbiBaHME MCKIOYaeT YenoBeveckme owmnoku
CraHpgapTusauusi passepTbiBaHWs rapaHTUPYyeT COOTBETCTBUE peLLEHUs 3asiBNEeHHbIM
XapaKkTepucTmkam

5. HenpepbIBHbIN KOHTPOSIb COCTOSIHUS

MoHuTopuHr pabotocnocobHocTn MO xpaHunuwa n obopyaoBaHus
MpepnHacTpoeHHbIE NOPOroBble 3HAYEHWUST KPUTUYHBIX MapameTpoB
PasnuyHble kaHanbl MHpOPMUPOBaHMSA 00 OTKITOHEHMSAX

6. [MbKne BO3MOXHOCTN aAMUHNCTPUPOBAHUSA

MpopaboTaHHble pekoMmeHAaL M Mo BbINOITHEHWIO OTAENbHBLIX onepauui
Mcnonb3oBaHrne NogxoAoB, yMEHbLUAKLWMX BEPOATHOCTb KPUTUYECKNX OLLMBOK
BbinonHeHne nobbix onepauni agMUHUCTpUpoBaHusa 6e3 octaHoBkM MalwwmnHbI
xpaHeHus aaHHbIx Ckana”p MXA.0 n 6e3 npepbiBaHWs cepBuca KOHEYHbIM
nornb3oBaTensam

WHTerpaums c IAM n XKAM, BoamoxxHa nHterpauusa ¢ Active Directory/LDAP
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7. Tlopoepka akcnnyataumm

= LleHTpanu3oBaHHada nogaepxka pelleHnsi (04HO OKHO)

= EanHas OTBETCTBEHHOCTL 3a BECb KOMMSIEKC

=  BbInyck natyen n pekomeHgaumnn

= [TacnopT MawwuHbI XpaHeHnA gaHHbIX Ckana”p MX[O.O B komnnekre
= OOyyeHune nepcoHana 3akasyunka

8. DkoHOMMYeckasa apPeKTUBHOCTb

= Bbicokasi 9peKTUBHOCTb XPaHEHUS 3a CHET CXKaTusi 0O BHEKTOB

= OpraHmsaums Ha 6a3e ogHon MalwuHbI XxpaHeHus gaHHbix Ckana”p MX[O.O
HECKONMbKNX HE3aBNCUMbIX CEPBUCOB (MyNbTUTEHAHTHOCTb)

=  BO3MOXHOCTb MOJIHOIO NULIEH3MPOBAHNSA €MKOCTU XpaHEHMUST UIMN UCMONb30BaHMS
MOAMMUCKN Ha onpeaeneHHyo eMKOCTb XpaHeHUst

= CokKpalleHHble CpOKM BBOAA B 3KCMyaTauuio

=  Tonbko 000CHOBaHHO HEODOXOAMMbIE AN KOPNOPATMUBHbBIX PEeLUEHNA KOMMOHEHTbI

9. AnbTepHatnea Amazon S3 n Ceph Object Gateway

= CoBMECTMMOCTb C NnpoTokonom Amazon S3

= CbanaHcupoBaHHbI HAOOP YNPaBRSALWMX KOMaHA 1 MPOCTOTa agMUHUCTPUPOBaHMS
= JlokanbHasa peanusauusa S3 B Bawem LIOL nnn yactHom obnake

= KauyecTtBO, NOATBEPXKOEHHOE ONbITOM MPAKTUYECKOro NPUMEHEHMS
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4. NPON3BOACTBO B POCCUUCKOWU ®EOEPALIUU

Cneumanuctammn komnaHmm Ckana’*p 6Gbina npoBefeHa cywecTBeHHas paboTa No co3gaHuto
CXeM W KOHCTPYKTMBHOIO wucnonHeHns MawuHbl xpaHeHMA paHHbIx Ckana’p MXA.O,
OCHOBAHHOIO Ha NpUHUMNE MOLYNbHOCTU. Pe3ynbTatbl NpOBEAEHHON paboThbl HA CErogHSLHUI
AeHb HE MMEIOT aHanoroB Ha pbiHke PO.

MawwuHa xpaHeHus paaHHbIx Ckana”p MXO.O npucytcTByeT B EAMHOM peecTpe pOCCUIACKOM
pagnoanekTpoHHon npogykumm MwuHnpomtopra P® (P3IM MIMT) cornacHo [loctaHoBneHuto
MpaButenbcTea PO Ne 878.

MawunHa xpaHeHusn gaHHbiXx Ckana”p MXO.O mMoXeT NOCTaBnseTCca eAnHbIM KOMMIIEKCOM,
OQHOWM HOMEHKNaTypHon nosuuyen kak MNporpammHo-annapatHbin komnneke (MAK). Mpu atom
MawwuHa coctouT M3 Habopa oOTAenbHbIX MoAynen (Kaxkabld M3 KOTOPbIX Takke sBsSieTcs
nsgenunem B peectpe P33l MIT), yto o6ecneumBaeT rmbKOCTb KOMMMEKTaumMmM n MogepHu3aumm
TOBAPHbLIMU NO3ULMSIMK U3 peecTpa.

MawwuvHa xpaHeHua paHHbix Ckana’p MXO.0 npusHaHa npou3BegeHHbIM B PO ToBapom,
B cooTtBeTcTBMM C [lpaBunamu BbigauM 3aknyeHus O MNoATBEPXKAEHMM MNpPOoM3BOACTBA
NMPOMBILUNEHHON Mpoaykuun Ha TeppuTtopun Poccunckon Pegepaumn, yTBepXKOEHHLIMU
noctaHosneHuem lNpasutensctsa oT 17 nonsa 2015 r. Ne 719.

MawwuHa xpaHeHuMAa gaHHbix Ckana” p MX[O.O cooTBeTCcTBYET NOCTaHOBNEHMIO [1paBuTensCcTBa
P® Ne 616 ot 30 anpena 2020 r. o 3anpeTe Ha 3aKyrnky WUMMOPTHOW pPaanO3NEKTPOHHON
npoAyKkumm n noctaHosneHuto MNpasutensctea P® Ne 925 ot 16 ceHTabpsa 2016 r. o npuoputeTe
POCCUMINCKON paanoaneKkTpoHHow npogykuum B 30%.

MawwuHa xpaHeHna paHHbIx Ckana” p MX[O.O cooTBeTCTBYET NOCTaHOBREHMIO [1paBuTensCcTBa
P® Ne 2013 u Ne 2014 ot 03 pekabpss 2020 r. 0 MMHMManNbHOW AOOfe 3aKyrnok TOBapoOB
POCCUICKOro NPOMUCXOXAEHNA.

BHMMAHWE! PeectpoBoe Hanucanne HanmeHoBaHns MawunHel CKAJIA-P MX[O.O otnnyaetcsa
OT MapKETMHIOBOro HanNMcaHus ¢ NPMMEHeHMeM ToBapHOro 3Haka Ckana’ p.

TosapHble no3vumm MawwuH 1 Mogynen npeactaBneHbl HUXxe (Tabnvua 1).

Tabnuua 1. TosapHble no3uyuu MawuH u Modyneu

26.20.14.160. MNporpammHo-annapaTHble
KOMMIIEKChI, CO3AaHHbIE HA CepBepax Unu
YCTPOWCTBAax, cogepXallime B CBOEM COCTaBe
OAVH nnu 6onee BbIYUCIIUTENBHbIX Y3510B

Ona MaiunH

26.20.14. MaluHbl BblYUCTIUTENbHbIE
3MEKTPOHHbIE LMdpoBbIE, NOCTaBNAEMbIE
B BUOE CUCTEM AJ19 aBTOMaTUYECKON
006paboTkM gaHHbIX

Ona Mogynen

Hannune MawuHbl xpaHeHusi paHHbiXx Ckana’p MXO.0 Ha cante rocygapCTBEHHOW
NH(POPMALIMOHHON CUCTEMbI MPOMBILLNIEHHOCTU MOKa3aHo Huxke (PucyHok 1, dparmeHT
ctpanuupl Katanor npoaykuum FCIT).
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MalwuHa XxpaHeHUA aaHHbIX CKAJIA-P
MX.0 (PMbBI.466535.002-65.01)

000 "CKANA-pP" -

PucyHok 1. MawuHa xpaHeHusi daHHbIx Ckanap MX.O Ha calime eocydapcmeeHHOU UHGOpMaUyUOHHOU cucmeMbl
npombiwineHHocmu (FTMCII)

Mogpo6bHasa mHdopmauua o MawwmHax n Mogynax MawuHbl XpaHeHMs AaHHbIX Ckana’p
MXO.0, BKMOYEHHbIX B EOMHBIN  peecTp pPOCCUMUCKOM PagvoaneKkTPOHHOM MNpoayKumu,
npeacraeneHa B Tabnuuax Hwke (Tabnuvua 2 n Tabnuua 3).

MawwuHbel n Mogynu pasnuyatotca ucnonHeHnem (kog .0X B HOMeEpPE KOHCTPYKTOPCKOM
AokymeHTaummn). lNpepnaraetcss Ha MOMEHT HamnmucaHus OAaHHOrO AOKYMEHTa 6 WCMOSIHEHWUN,
pasnuyatoLLmnxcs cepBepHoOr nnaTtgopmon (MaTepuHCKon nnaTon nponssoactea POd).

Tabnuya 2. lNModpobHas uHgopmauus o MawuHe xpaHeHusi daHHbIx Ckana™p MX/[.O, 8Kknro4YeHHbIX
e PO MINT

HanmeHoBaHue MaluuvHbI Kog uspenusa

(pa3paboTaH cornacHo TexHuyeckum ycnosusam PMBI.466535.002TY) no OKIA2

MawwnHa xpaHeHusa gaHHbix CKAJTA-P MXO.0 (PMBI.466535.002-365.0x) 26.20.14.160

Tabrnuua 3. lNModpobHas uHopmayus 06 ocHO8HbIX Modyrisx MawuHel xpaHeHuUs OaHHbIx Ckanap MX/.O,
8K/HOYeHHbIX 8 POl MIT

HaumeHoBaHue Moaynsa Koa napenus

(pa3paboTaH cornacHo TexHuueckum ycnousam PMBI.466535.002TY) no OKNA2

CKAIJIA-P Basosbinn mogynb (PMBIM.466535.003-10.0x) 26.20.14
CKANA-P Moaynb xpaHenunsa (PMBI.466535.003-62.0x) 26.20.14
CKANA-P Moaynb kommyTaumm n xpaHeHusi (PMBI.466535.003-65.0x) 26.20.14
CKAJTA-P Basosbliii mogynb arperauum® (PMBIT.466535.003-11.0x) 26.20.14

! YcranasnuBaeTcs s MOAKIIOYEHUs K Ba3oBOMy MOJIYJIIO IOMOJIHUTEIbHBIX MO1yJleli KOMMYTAIUH U XpaHEHUS
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5. APXUTEKTYPA

MawwuHa xpaHeHua gaHHbIx Ckana” p MXO.O peanusyeTcs Ha y3nax ¢ apxuTekTypon x86-64
C YCTaHOBIIEHHbIMWU HAKONUTENSAMU, NpeAHasHaYeHHbIMU ANA XpaHEeHUA OaHHbIX. ApXUTEKTypa
MawwuHbI npegcrasneHa Ha pucyHke ( PucyHok 2).

ISS K.m'e-ul ISJ uMe-ﬂI IS.’] uMe-ﬂI

t [ L]
e — Cc S3
Cnexrp S3 VREP .| Crektp 83 K;eKTp
AKTNBHBIA Tl MaccuBHbER Knactep wnwoaos-
3 e 6anaHCUpPOBLLMKOR
¥ ¥ ¥
Yaen xpaHenua 1 Y3en xpaHenna 2 (c ponesio MDS) Yaen xpaHenua N
Cepeuc
06beKTHOro
XpaHunLLa
[os]e ACC r —+[ns] [os]e ACC ' -* [os e ACC ' -*I%|
1 1 1 1 1
+ + I ' + + l + +

Knuewt SDS 2 | | Knuewt SDS N |

|
t '1 * '1 '1 '1 * '1 '1 '1 *

N1 XpaHeHUa pacnpeaeneHHoro ANCKoBoro ma
3 ' t ' 1 ' 4 ' 4 4 I ' t ' t ' t AVCKOBLIA Maccue —
2

PacnpepeneHHbIi

L L L L L4 L X rMnNepKoHBERreHTHaA
[es1] | | [esn] [cs1] [cs2] [esn] [wmps | [cs1] [cs2] [esn] P P
I I I I I I WHpacTpyKTypa
Y HKLNOHANEHBE YPOBHIA l:l o6patoTka h NepeaYa gaHHsx _— MOTOK MAHHBIX —p  OGMEH METARAHHBIMK MEXTY CyREamMM
— -
l:l paBoTa & MeTafaHHbIMA l:l yrpaeneqine cueTemod XpaHeHns 4 —» NOTOK KOMEHQ YNPABNEHNS faHHeiM 4 —% NOTOK KOMEHQ YT PARNEHIR METAAHHBIM U

PucyHok 2. Apxumekmypa MawuHbl xpaHeHusi daHHbix (Cxema 8HympeHHel KoMMymauuu)

MawwuHa xpaHeHus gaHHbix Ckana” p MX[.O BknovaeT cnegyolme 0OCHOBHbIE MOACUCTEMBI:

CnekTp S3 obecneunBaeT HanaHCMPOBKY 3anNpOCOB MEXAY y3Nnamun XpaHeHus ns
obecnevyeHns paBHOMEPHOW Harpy3ku Ha MaluuHy, BbINOMHAET CXXaTne 00BHLEKTOB,
WHTerpauuo ¢ nposangepamu ayteHtudukaumm (IAM), BOSMOXHOCTb MHTErpauumn

¢ LDAP unu Active Directory n paclumpeHHoe XypHanmposaHue

GW - cepBUCHbIN KOMMOHEHT 06paboTkM 3anpocoB S3, peanuayrowmi metoabl S3 API.
GW nony4vaeT n obpabaTbiBaeT 3anpockbl, CHoOpMUPOBaHHbIE C UCMONb30BAHNEM
npoTokona Amazon S3, BbINONHAET ayTeHTudmrkaunio nonb3osartenen S3 n NnpoBepky
cnuckoB koHTpons goctyna (ACL)

Cepauc OS obecneumBaeT xpaHeHue AaHHbIX 0OOBEKTOB Ha pacnpeaeneHHOM UCKOBOM
XpaHunuiie

Cepeuc NS obecneunBatoT XxpaHeHNe MeTadaHHbIX 0ObEKTOB, BKMIOYAKLLMX NMS OOBbEKTA,
ero pasmep, cnuncok koHtpons goctyna (ACL), pacnonoxeHue, Bnagensua, u ap.
PacnpegeneHHoe gUCKOBOE XpaHunuvLLe npeactaBnsdeT cobon Knactep ¢ yHKLMOHANnom
obecneyveHns BbICOKOW AOCTYMHOCTU CNYX0 M AaHHbIX. PYHKUMOHAN BbICOKON AOCTYNHOCTH
3agencTeyeTcsa n ang obecnevyeHns rapaHTUpoOBaHHOM A0CTYyNHOCTM cepBucoB S3 (NS u
OS) 3a cyeT ux nepeHoca Ha paboTaroLme yanbl B criydae cbos yana, Ha KOTOPOM OHU
paboTanu.

MporpammMHble KOMMOHEHTbI MalmHbI XpaHeHMA AaHHbIX Ckana” p MX[.O 3anyckatoTtcs
Ha y3rax Kak CepBM1CbIl, MO3TOMY 4115 paboThl cepBuca S3 HE HyXXHbl BUPTyaribHblE Cpeabl,
4YTO ynpoLlaeT aKcnyaTauuio komnnekca. Cnektp S3 peanusyeTcsl Ha ABYX BblAENEHHbIX
y3nax n paboTtaeT B pexxmMmMe 0TKa30yCTOMYMBOro KnacTepa.
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6. CTPYKTYPA

MawwuHa xpaHeHus paHHbIX Ckana’p MXO.O vmeeT MoOynbHYO CTPYKTYPY, BKMAOYAIOLLYHO
Moaynu xpaHeHus gaHHbix 1 Mogynu, obecneuvnBatowme cnyxebHble yHKUMIA. B 3aBucnmocTyn
oT TpeboBaHM K NPOU3BOAUTENBHOCTN N EMKOCTU XpaHeHns MalwuHbl XpaHeHUA OaHHbIX
Ckana”p MXO.0O coctaB Moaynen KoHeyHoro usgenua meHsietcs — MawwumHa xpaHeHus
AaHHbIXx Ckana”p MXO.0 MoXeT NocTaBNATLCS B Pa3HbIX UCMONMHEHUSIX.

MawwuHa xpaHeHnA gaHHbIX Ckana”p MX.0 noctaBnsieTcs Kak rotoBbli NpeaHacTPOEHHbIN
KOMMMEKC, OOHAKo B Mpouecce akcnnyatauum coctas Moaynenm MoOXeT pacwmpaTtbcs Ans
NOBbILUEHNA €MKOCTU XPaHUMBbIX JaHHbIX U yBENUYEHNS MPOU3BOOUTENBHOCTMU.

MawwuHa xpaHeHus pgaHHbix Ckana’p MX[O.O sBnseTcs OTKa30yCTOMYMBBLIM KOMMIEKCOM,
AOMNyCKawLWwmM eauHnYHble OTKasbl obopydoBaHust ©6e3 noTtepu pabotocnocobHocTu. [Ins
cny4vaeB, Tpebywwux peanusaumm kKatactpodoycTtonumBocTn, MawmHa XpaHeHUA AaHHbIX
Ckana”p MXO.O npegoctaBngeT BO3MOXHOCTb CO30aHUSI KOMUW AaHHbIX Ha yOaneHHom
nnowiagke c NCNonb3oBaHWEM ACVMHXPOHHOM pennukauum (reopennukaums).
KaTtactpodoyctonunesoe peleHne peanuadyetca Ha 6ase aByx (m 6onee) MawwmH xpaHeHusA
AaHHbIX Ckana” p MX[.O.

6.1 Moaynu MawuHbl XxpaHeHnsa AaHHbIX Ckana” p MXO.0

B coctae MawwuHbl XxpaHeHusa paHHbIXx Ckana’p MXO.0 (PucyHok 3), B 3aBMCUMOCTM
OT KOHUrypauum, MoryT BXOAuTb criegytowme Mogynu:

= Ba3oBbIi MOAYNb — LACCK C YCTAHOBMEHHBIMY Y3ramn, peanuayowmnmm 6a3oBbIn
Habop cepBUCOB, HEOOXOAUMbLIX ANns paboTbl MalwKHbI XpaHeHUA AaHHbIX Ckana’p
MX[.0, skntovasi obecrnevyeHne ceTeBON CBA3HOCTM 1 GanaHCMPOBKY 3anpocoB
nonb3oBarenem

= Moaynu xpaHeHUsi — COCTOAT M3 Y3I10B C YCTaHOBMEHHbIMU HAKONUTENAMN,
npegHa3HaYeHHbIMW AN XpaHEeHUs AaHHbIX

= Moaynu KoMMmyTauumn n xpaHeHms — npegHasHayYeHbl 4ns pacluMpeHms BO3MOXHOCTEN
BaszoBoro moayns no nogknoveHnio Mogynen xpaHeHus

= basoBble MOAYNK arperauum — cnyxart anga nogknioveHns Moaynen kommyTaumm
n xpaHeHus Kk bazoBomy moaynio

WHTepKOHHeKT MX[.0 HHTEpKOHHEKT

L (NepBoe nneuo) =
100G basosblii MOgyb 1006

Croiika 256

KOMMYTaLMOHHOTO
mogyna

_________ 1 CToiika 256 MX/[.0

KOMMYTaUMOHHOTO (BTopoe naeuo,konua
moayna nepsoro)

1
! 1

! 1

! 1

1

' 256G : 100G
! 1

! 1

! 1

OtaensHoCTOAWAA O1aenbHocTOAWAA OtaensbHOCTOAWEA
CTOiAKa CToWKa cTo¥Ka

KommyTaumoHHbIi Moay/ib Basosbiit moaynb KommyTaumoHHbIA Moaynb

PucyHok 3. Cocmae MawuHbl xpaHeHusi 0aHHbIx Ckana™p MXA.0
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6.1.1 BbasoBbiM MoAaynb
6.1.1.1 O6Lwwume cBegeHUs

Cxema basoBoro mogyns npusegeHa Ha pucyHke (PucyHok 4).

Ckana®p MX0.0
Bazoebii mogynb

+ kom
1
T
1
1
1
1

*
Jowazqukd |
T
1
1
1
1
1

Hobasnsemca
(sxmrouas neperxmoverue Liplink) 2
MOGYIR MpU HaAuUY

2x

B . MDP)’J’IEE KOMMYMauuu
I JOBbIX MOOYNA arperalmm {2-ii modyine WA CEMU BHELHERD
1 docmymna)
1
[ | '
2x - e Bl =
i
— Y3en EHelWwHero gocTyna 1
]
1
1
1
— 2x e - = 1
r~' Yszen ceTeBoro E3aMMOLEWMCTBMA — | T 1
i o
1
1 [ononHuTtenbHas
1

CTOMKa

| _ _-_- Mopgynu xpaneHua T|D : : : :
2x
Yaen BanaHcnpoekn

+M0O

PucyHok 4. Cxema bazosoeo modyns

B coctas basosoro Moayna BXoOAT crneayrLuine y3nbl:

= Y3nbl BHELWHEro 4ocTyna — 4119 ceTu nonb3oBaTtenen MalwmHbl XxpaHeHUsa AaHHbIX
Ckana’p MXA.0

= Y3nbl CETEBOro B3aMMOAENCTBUA — BHYTPEHHUN CErMEHT (MHTEPKOHHEKT)

= Yanbl 6anaHcnpoBkn — pyHkumm Cnektp S3

= CeTeBoW y3en ynpaBneHns — Criy>XebHbl KOMMYyTaTop MeHeKMeHTa

basosbii MoayIb MOXeET ObITb MHTErpnpoBaH co crnegyrownmmn MO,EI,yJ'IFIMI/lZ

= Moaynu xpaHeHUst — KOMMeKTbl Y3r10B XpaHeHnst MaluuHbl XpaHeHUsA AaHHbIX
Ckana”p MX[.O ana pacwmpeHns 06bEMOB XpaHEHS

= BbasoBble Mogynu arperaumm — onumsa Ans paclwmpeHnsa coctaBsa MawuHbl XxpaHeHus
AaHHbIX Ckana”p MX[.0, cpeactsamm CETEBOro B3auMOAENCTBUS

Y3anbl BHELWHEro [ocTyna npeaHasHadeHbl Ans obecnevyeHns OTKa3oyCTOWMYMBOrO AOCTyna
notpebutenen cepBuca XxpaHeHus 0ObekToB K Mogynsm xpaHeHuda. [logknioveHue
nonb3oBaTernien OCyLLECTBNSAETCA Yepes y3nbl GanaHCMpOBKM, HA KOTOPbIX ycTaHoerneHo 10
CnekTtp S3.

Y3nbl ceTeBOro B3auMoaencTand peanusyioT OTKa30yCTOl7I‘-II/IBOG noAgKrnr4yeHne y3noB XpaHeHnA
B €OWHYK CeTb (MHTepKOHHeKT) anda opraHunsauun pacnpengeneHHoro AnckoBoro maccuea,
obecneunBatoLlero XpaHeHune obbekToB.
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CeTeBon y3en ynpaBneHus obecneuvvBaeT MOAKMKOYEHWE BCeX arnnapaTHbIX KOMMOHEHTOB
MawwuHbl xpaHeHusa paHHbIX Ckana“p MXO.O B ceTb HU3KOYPOBHEBOrO MOHWUTOPUHIa
N ynpasneHus.

CocTaB agMVWHUCTPATOPOB — Afsi KaXOOro TeHaHTa peanusyetcsi porb aAMUHWUCTpaTopa
TeHaHTa, KoTopasi MOXeT ObITb Ha3Ha4YeHa OHOMY MITN HECKOMbKUM MOsib30BaTENSIM.

B coctaB ba3zoBoro moayns Bknto4aTcs, kKak MMHUMYM, MO 0gHOMY MoAynto xpaHeHna T u D (ansa
Tnnos moaynen 1-3, 5, 6) nnn 3 mogynsa xpaHenus T (onsa Tuna moayns 4). basosbii Mogynb
obecneunBaeT nogkntodeHne ot 5 go 26 y3noB xpaHeHus 6e3 nogkntoveHuss Mogynen
KOMMYyTaUUnN N XpaHEeHUS.

B coctaB basoBoro moayns moryt Bxoautb Mogynu arperaumu, KOTopble MUCMOMb3YTCA MNpu
pacwmnpeHun pecypcos MawmnHbl XxpaHeHusa gaHHbix Ckana” p MX[O.O 3a cueT nogknoyeHuns
AononHuTenbHblX Mogynen KommMmyTauumn n XxpaHeHus.

6.1.1.2 XapakTepucTuku

basoBbli MOAyMb MOCTABMASAETCA B MOHTaXHOW cTomke (onumsi) BbicoTon 42U u rnyGuHoON
He meHee 100 cm. XapakTepuctukm basoBoro moaynsi npuBedeHbl B Tabnuue Hwke (Tabnvua 4).

Tabnuya 4. Xapakmepucmuku ba3ogozo mModyns

KonunyectBo cBO6OAHbIX

HanmeHoBaHne Mogyns OHepronoTpebnexne (kBT) IOHWUTOB AJ151 MOHTaxa
Mogynewn xpaHeHus (U

HavanbHasa koHdurypaums 2,1

6.1.2 Mopaynu xpaHeHusi
6.1.2.1 O6wue cBegeHus

Moaynu xpaHeHnst MawuHbl xpaHeHusa AaHHbIX Ckana” p MX[.O BbINOMHAOT OAHOBPEMEHHO
aBe pyHkumn:
= OpraHmsaumio pacnpeneneHHoro UCKoOBOro Mmaccmea ang xpaHeHns o6 beKToB
N MeTagaHHbIX

= ObecneyeHune gocTtyna Kk 06beKTamM nonb3oBaTenen No NPOTOKOMNY, COBMECTUMOMY
¢ Amazon S3

B coctaBe MawwumHbI xpaHeHus aaHHbix Ckana”p MXO.O moryT noctaBnaTbCs:

= Moaynu xpaHeHus T, Bknovarowmne Tpu y3na xpaHeHnsa (PucyHok 5)
= Moaynu xpaHeHus D, Bkniovatrowme asa y3na xpaHeHus (PUCyHoK 6)

Cranap MX0.0
Mogyne XxpaHeHuna T
un 1|2|3|4]|5]6

3x
V3na xpaHenma tun 1|2|3]4|5]|6

+MNoO

PucyHok 5. Modyrnb xpaHeHusi T
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Crana™p MXI.0
Mogynbs xpaHeHuwa D
™n 1]2|3|4|5]6

2X
Vana xpaHenua tun 1|2|3]4|5|6

+M0O

PucyHok 6. Modyrnb xpaHeHusi D

MOD,yJ'IVI XpaHeHunA npenctasfieHbl B 6-Tn TUNax, npeaHasHa4vYeHHbIX Ona peann3aunn pas3HbiX
no Tpe6OBaHVIFIM K Mpon3BonUTESNTIbHOCTU N EMKOCTU XpaHeHUA 3aaad.

6.1.2.2 XapaKkTepucTuku

Mogynun xpaHeHus nocTaBnsawTca BMecTe ¢ basoBbiM mMogynem unm B coctaBe Moayns
KOMMyTauun U XpaHeHus, npeaHasHa4YeHHOro Ansi pacliMpeHns eMKoCTU xpaHeHust basosoro
moayns. MawuHa xpaHeHuss paHHbix Ckanap MXO.O MOXeT MMeTb HECKONbKO TWUMOB
Moaynen xpaHeHMss B CBOEM COCTaBe, 4YTO MO3BOSIIET OpPraHM3oBaTb XpaHEeHWe OObEKTOB
C pasHblMM Kraccamm obcnyxuBaHusa. Xapaktepuctuku Moaynen XxpaHeHuss npuBeLeHbl
B Tabnuue Hmke (Tabnuua 5).

Tabnuya 5. Xapakmepucmuku Modynel xpaHeHus

MonesHas OHepro-
€MKOCTb notpebrneHme

Tpebyemoe
MecTo Ans
MOHTaxa (U

Tun
HakonuTenew

HanmeHoBaHve Moayns

Mogynb xpaHeHusa D tun 1 SATA HDD 78,4 1,2 4
Mogynb xpaHeHuna T Tun 1 SATA HDD 117,6 1,8 6
Mogynb xpaHeHusa D tun 2 SATA SSD 17,2 1 4
Moaynb xpaHeHus T Tvin 2 SATA SSD 25,8 1,5 6
Moaynb xpaHeHus D tnn 3 SATA SSD 34,4 1 4
Mogaynb xpaHeHusa T Tvn 3 SATA SSD 51,6 15 6
Mogynb xpaHeHuna D tvun 4 SATA HDD 182,9 1,2 4
Moaynb xpaHeHus T Tvn 4 SATA HDD 274,4 1,8 6
Moaynb xpaHeHus D Tnn 5 SATA SSD 24,7 1 4
Moaynb xpaHeHusa T Tnn 5 SATA SSD 37,0 1,5 6
Mogynb xpaHeHusa D Tun 6 SATA SSD 59,4 1 4
Mogynb xpaHeHua T Tvn 6 SATA SSD 74,0 1,5 6

MwuHumanbHoe konuyectTBo Mopgynen xpaHeHuss B coctaBe MalmHbl XpaHeHUs1 OaHHbIX
Ckana” p MXA.0:

= [IOna tunos 1-3, 5, 6: 1 moaynb xpaHeHusa D + 1 moaynb xpaHeHua T
= [na tuna 4: 3 mogyns xpaHeHnsa T

Pexxumbl obecneyeHns COXpaHHOCTU OaHHbIX B XpaHunuwie, onpeaeneHHble ans Mogaynen
XpaHeHus:

= Mopaynu xpaHenus D unu T, Tun 1-3: MeToa: npsmas pennukaumsa gaHHbIX no opmyrne
3:2 (3 konumn 6NOKOB AaHHbIX XPaHATCA CTPOro Ha pasHbIX y3nax)

= Moaynu xpaHeHus D unun T, Tun 4: 3awmTta n3bbITOYHbIM KogupoBaHuem Erasure
Coding no chopmyne 5+2 (5 chparmMeHToB OaHHbIX U 2 BrIOKa YETHOCTK, BCE Ha Pa3HbIX
y3nax)
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6.1.3 Moaynu koMmMmyTauum n XxpaHeHUs
6.1.3.1 O6wme cBegeHUsA

Mopaynu KoMMyTaLmMn U XpaHEHUS UICMONb3YIOTCA ANS pacLUMPEHUs EMKOCTM XpaHeHnst MalmnHbI
Ckana”p MXO.0 B cnydasix, korga nopTtoBasi eMKOCTb bBasoBoro moayns He no3BonsieT
NoaKNYMTL AoNONHMUTENbHbIE Moaynu xpaHeHus. [ns ncnonb3oBaHusi fobaensemblix Mogynen
KOMMyTauMn U xpaHeHuss B BasoBbIi Moaynb yCcTaHaBNMBalTCSA ABE Napbl KOMMYTaTOpPOB
Mopaynew arperauum, ogHa — Anst o6 beAMHEHUs] Y3IOB BHELLHEro AocTyna, a BTopas — Ans
0o6beanHeHMs y3roB CETEBOrO B3aUMOAENCTBUS.

Cxema Mogynst koMMyTaumm 1 XpaHeHnsa npedcraBneHa Ha pucyHke (PUCyHoK 7).

K Bazoeomy
MOy
arperauum
(e bazoeom)

K Cra

SoKoIYUKD

Crana™p MXA.0
Mogynb KOMMYTALMK U XpPaHEHKMA THI
1|12|3|4|5|6

2x I
¥Y3en sHewHero gocryna

m—————t-——————H-—-=-==-3

2%
Yaen ceTeBoro BE3aMMOASHCTEMA

,ﬂ'OI'I ONHWUTENbHaA

3x CTOWKa

XpaHeHuA
T|D

T
1x —_— 1
CeTeBoi y2en ynpaeneHus - -:' - :

1
1
1
1
]
1
1
1
: Mogynwn
1
]
1
1
]
1
:
J

+Mo

PucyHok 7. Cxema Modynsi kKoMMymauyuu u XxpaHeHuUsi

Mopaynb KOMMyTaUMK U XpaHEHNS NPeaHa3HaYeH TONMbKO ANst yBENTMYEHUS YCa NOAKITHOYEHHbIX
Mogynen xpaHeHusa. Mogynb kKoMMyTaumm U XpaHeHusi obecneuvmBaeT NOAKNOYeHne o 7
moaynen xpaHenus T unu go 11 mogynen xpaHenums D.

Moaynb KOMMyTauuMm U XpaHeHusi, N0 aHanormm ¢ ba3oBbiIM MOAynem, BKIOYAeT CeTeBoe
obopyaoBaHve Ans opraHvM3auuyM BHELHEero AoCTyna, CeTU pacnpeaeneHHoro AMCKOBOro
MaccuBa, U CETU yNpaBneHnsi, KOTOpble MOAKMYAKTCA K aHanorm4HbIM cetam baszosoro moayns
yepes Moaynu arperauuu.

B coctaB Mogyns kommyTauum U XxpaHeHusi 06s13aTeNlbHO BKITKOYEHO TPU y3na XpaHeHust. Tun
Mopayns KoOMMyTaLun U XpaHeHNs onpeaensieTcs TUNMOM YCTaHOBIIEHHbIX B HEMO Y3M10B XpaHEHWS.
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6.1.3.2 XapakTepucTUKU

Mogynb KOMMyTauun M XpaHeHust NOCTaBNSETCS B MOHTaXXHOW cTomnke (onuusa) BbicoTon 42U
n rnyobuHon He meHee 100 cm. Xapaktepuctukm Mogynewn KOMMyTauum XpaHeHUst NPUBELEHbI
B Tabnuue Hmke (Tabnuua 6).

Tabnuuya 6. Xapakmepucmuku Modynel koMMmymauyuu u xpaHeHusi

Konnyectso
MonesHas JHepro- CBOBOAHbIX IOHNTOB
HavmeHoBaHue Twvn
Mogyrs HakonvTenen | EMKOCTB notpebnexue Ans MOHTaXa
(T6anT) (kBT) Moaynen xpaHeHus
Moaynb kommyTaumm SATA HDD 117.6 2.3
1 xpaHeHusa Tun 1
Mogynb koMmyTaumm SATA SSD 25,8 1,9
N XpaHeHusa Tun 2
Moaynb kKoMmyTaLmm SATA SSD 51,6 1,9
N XpaHeHus Tun 3 31
Mogynb koMmyTaumm SATA HDD 274.4 2,3
N XpaHeHusa Tvn 4
Moaynb kKoMmyTaLmm SATA SSD 37,0 1,9
N XpaHeHus Tmn 5
Mogynb koMmyTaumm SATA SSD 74,0 1,9

N XpaHeHus Tn 6

Pexxumbl obecneyeHuss COXpaHHOCTU [AaHHbIX, onpeaeneHHole ans Mopgynei komMmyTaumm
N XpaHeHWs1 MOBTOPSIOT NPUHLMMbI M3OLITOYHOCTH, ONMCaHHbIe paHee Anst Moaynen xpaHeHus:

= Moaynu kommyTaumm xpaHeHus Tmn 1-3, 5, 6: 3 Konun AaHHbIX Ha pasHbIX y3nax
= Moaynb KoMMyTauum xpaHeHus tun 4: 3awmTta n3bbliToUHbIM KoagnpoBaHmem Erasure
Coding 7+2 (7 dbparmeHTOB AaHHbIX 2 6110Ka YETHOCTM Ha Pa3sHbIX)

6.1.4 BbasoBble moaynu arperauuu
6.1.4.1 O6wme cBegeHUA

basoBble mMoagynu  arperauum  COCTOAT M3  OTKA30yCTOMYMBBLIX Map  KOMMYTaTropoB
N npegHasHayeHbl Ons NOAKMNIOYEHNS BHELLHUX W BHYTPEHHMX ceTern Moaynen kommyTauum
n xpaHeHna k bBbasosomy wmopynto. [lapa basoBbix Moaynen arperauumn obecneymBaeT
noakntoyeHne go 6 Mogynen koMMyTauum U XpaHeEHUs, He3aBUCUMbIM obpa3om obbeanHASA
y3nbl BHELLHEro JOCTyNa, a Takke y3nbl CETEBOr0 B3aMMogencTBus (MHTEPKOHHEKT) MawuHbI
XpaHeHuA gaHHbIX Ckana” p MX[.0.

Cxema basoBoro mogyns arperaumu npegcrasreHa Ha pucyHke (PUcyHok 8).
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Crana™p MX0.0
BazoBwi Moaynbs arperaumm

2%
I: Y3na arperauvm

PucyHok 8. Cxema basosozo Modyns azpezayuu
6.1.4.2 XapaKkTepucTuku

Mopgynu arperaumm npegHasHayeHbl AN yCTaHOBKM B basoBbii Mogynb npu pacluvpeHun
MawunHbI 1 ycTaHaBnNMBalTCA Napon. XapakTepuctukm ogHoro Moayns arperaumm npuBeaeHsbl
B Tabnuue Huwxe (Tabnuua 7).

Tabnuuya 7. Xapakmepucmuku Modyrns azpezayuu

OHepronoTpebneHme KonnyectBo 3aHMMaeMbIx
HanmeHoBaHne Moayns
(kBT) IOHUTOB A58 MoHTaxa (U)

Moaynb arperaumm 1,1 2

6.2 [lMporpammHoe obecne4vyeHue

B coctaBe MawwmHbl xpaHeHusi gaHHbix Ckana’”p MXO.O wucnonb3yeTtcs cnegylowee
nporpamMmmHoe obecnedeHue:

= Ckana”p CnekTtp S3

= Ckana”p BusuoH

= Ckana”p NeHom

= PacnpeneneHHbIn ANCKOBLIN MaccuB

MO Ckana”p Cnektp S3 peanu3yeT npotokon S3, AOCTYN K AaHHbIM, CXaTue OaHHbIX U
GanaHCcMpoBKY 3anpoCoB Nofb30BaTENeNn.

MO Ckana”p BuanoH npegHasHavyeHO AOns KOHTPOSSi COCTOSIHUA KOMMNOHEHTOB MalwwuHbl
XpaHeHuA AaaHHbIX Ckana”p MXA.0.

MO Ckana” p NeHom oGecne4ynBaeT obcnyxmMBaHve annapaTHbIX U NPOrpaMMHbIX KOMIOHEHTOB
MawwuHbl xpaHeHua gaHHbIX Ckana” p MX[.O.

6.2.1 MO Ckana”p Cnektp S3
XpaHunuuie o6bLEeKTOB

MO Ckana” p Cnektp S3 npepocrtasnset APl-untepdenc, nogobHein nHtepgency Amazon S3,
KOTOPbIA SIBNSIETCA OAHMM W3 CaMbIX pacnpocTpaHeHHbIx APIl-nHTepdencoB 06BHLEKTHOMO
xpanunuuwa. KoHeuyHble nonb3oBatenu Moryt pabotatb ¢ MawuHOW XpaHeHUs AaHHbIX
Ckana” p MX[.O Tak xe, kak oHM paboTatoT ¢ Amazon S3. MoXHO Ucnonb3oBaTh NPUBbLIYHbIE
npunoxenua gng S3 u npogormkate paboTy ¢ HAMKU Nocre Murpaumm gaHHbix 3 Amazon S3 Ha
MawunHy xpaHeHus aaHHbix Ckana” p MX[.O.
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XpaHnnuulie o6beKTOB peanuayeT MHTepdenc, KOTopbI NO3BONSAET YNPaBnsaTh JaHHbIMU B BUAE
006BbEKTOB (KaK B XpaHUNULLE AaHHbBIX TUNA «KMY-3HAYeHMEY), B NPOTMBOMOMOXHOCTL (hannam
B hbainoBbIX cuctemax unu 6rnokam B OMOYHOM xpaHunuue. Kaxabih oObekT B XpaHunuiie
COOEPXWUT daHHble WM MeTadaHHble, KOTOpble €ro OMNUCbIBalOT, a TaKkKe YHMKamNbHbIN
noeHTMduKaTop, NO3BOSIAIOWMNN HANTN OOBEKT B XpaHuUnuLe. XpaHunuiie 0O6beKTHbIX JaHHbIX
ONTMMU3NPOBAHO ANS XPaHeHus MunNuapaoB o00bekToB nboro pasmepa Onarogaps
COYETaHMI0 OYEHb BbICOKOM MaCLLUTabMpPyeMOCTH C BbICOKOW AOCTYMHOCTLIO M COrNTacOBaHHOCTbIO
JaHHbIX.

Mo cpaBHEHMIO C APYrMMY TUMAMK XPaHUIWLL, KIKOYEBOE OTNINYME XpaHUnuLLa o6bekToB COCTOUT
B TOM, YTO 4YacTu o6bekTa Henb3sA M3MeHUTb. [pn n3ameHeHnn o6bekTa hopmumpyeTcst ero HoBas
BEpcus, a ctapasi octaeTcs AOCTYMHOW, eClv UHOE HE NPeAyCMOTPEHO MOMUTUKAMWN XPaHEHWSI.
M3meHeHne obbekTa kak eanHoro Lenoro ycTpaHaeT npobnemMy KOHNMKTOB, a 0OBEKT ¢ camon
HeJaBHeN METKON BPEMEHU CUMTaETCs TeKyLLen Bepcuen.

6.2.2 MO Ckana”p BusunoH

MawwuHbl xpaHeHus gaHHbIX Ckana’p MXA.0 noctaBnsawTCca CO CpeacTBamMmu MOHUTOPUMHIA,
HACTPOEHHbIMW Ha KOHTPOINb XapakTepHbix ans MawwnH Ckana”p napaMeTpoB C 3agaHHbIMU
NopOroBbIMN 3HA4YEHNAMM, NO3BOMAA U3 €ANHOW KOHCOMN NPOBOANTL NOSTHOLEHHBIN MOHUTOPUHT
BCeX KoMnoHeHToB MawmnHbI XpaHeHus gaHHbIX Ckana’p MXA.0.

OcHoBHble hyHKLMOHamNbHbIE BO3MOXHOCTH:
= MOHUTOPUHI cepBepHOro o6opyaoBaHus
= MOHUTOPUHT ceTeBoro obopyaoBaHus
= MOHWUTOPWHI NPOrPaMMHO-OMNpPEAENSEMOro XpaHnuLla u cepBncoB 06 bEKTHOro
XpaHeHus
= LleHTpanusoBaHHOE XpaHeHue 1 aHanu3 fnor-gpannos
= [lepenava AaHHbIX BO BHELLHWE CUCTEMbI MOHUTOPWHIA

6.2.3 MO Ckana”p NeHom

Ckana”p leHOM — pelweHue, npegHasHaA4YeHHOE AONA YNPaBrEHUSA >XU3HEHHLIM LIMKITOM
MawunHbl XxpaHeHus gaHHbIX Ckana”p MXA.0.

OcHoBHble npenmyllectsa Ckana” p NeHom:

= YnpowaeT nogaepxky MawmH xpaHeHna aaHHbix Ckana”p MX[O.O, ycTaHOBMEHHbIX y
3akasuuka, BKIoHas Bonpockbl 06HOBNEHNS] KOMIMOHEHTOB
=  CHwxaeT TpeboBaHus K kBanudukauum akcnnyatupyrowero MawmHy nepcoHana

6.3 PacnpepeneHHbIn AUCKOBbLIA MacCcuB

PacnpeneneHHbIn OUCKOBbLIN MaccuB co3gaeTcs Ha Base HakonuTenew, yCTaHOBIEHHbIX B y3ribl
Moaynen xpaHeHus, 06begUHEHHbIX C UCMOMNb30BaHMEM Y3I10B CETEBOro B3anmmogencrams. OT
PYHKLUMOHMPOBAHWS Y3MOB CETEBOr0 B3auMMOOEWCTBUS 3aBUCUT pPaboToCnOCOBHOCTL BCEro
pacnpegeneHHoro [OMCKOBOrO mMaccuea, noaTomy o4eHb BaXXHO WCKIIOYUTb
HEeCaHKLMOHNPOBAHHOE M3MEHEHWNE HAaCcTPOEK ATUX Y3I0B.

Ons XpaHeHna OaHHbIX B pacnpegeneHHoM AOUCKOBOM MaccumBe WCMONb3yeTCA ABE pa3HbIX
TEeXHOOornu:

= CosgaHue konun 6N0KOB AaHHbIX (PEennnKkm)
= dopMUpPOBaHME KOHTPOSbHbLIX CyMM (TexHonorusa koguposaHus Erasure Coding)

CospaHue Konui AaHHbIX NpednonaraeT 3anncb OOHUX U TeX Xe AaHHbIX Ha HakonuTenw,
pasMeLleHHble Ha pasHblX y3nax Moaynen xpaHeHusi. Takasi TEXHOMNOrmsa WUCNonb3yeTcs
Ha Mogynax xpaHeHus Tun 1-3, 5, 6. B npombllneHHOW 3KkcnnyaTauuu cosfaeTcs ABe
AOMNOSTHUTESbHbBIX KOMUK 3amnMCaHHbIX AaHHbIX, T.€. BCEro XPaHUTCS TPU 3K3EeMNIISipa OOHUX U TeEX
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Xe AaHHbIX, YTO nossonset 6e3 notepu AaHHbIX NepexuTb NoTepd OOQHOBPEMEHHO A0 ABYX
y3nos Mogynein xpaHeHus.

dopmMUpoBaHne KOHTPOMbHbIX CYMM npegnonaraeT AeneHne 3anucbiBaeMblX JaHHbIX Ha 4acTu,
KOTOpble 3anuchbiBalOTCA Ha (puandeckn pasHble y3nbl Mogynen xpaHeHua. B gononHeHue
K 3anuMcaHHbIM 4YacTAM pacCUYMTbIBAOTCA [BE KOHTPOSibHble CYyMMbl, KOTOpble Takke
3anucbiBalOTCS Ha pasHble y3nbl Mogynen xpaHeHus, He 3aHATbIe YacTAMMU 3annCaHHbIX AaHHbIX.
MpuHUMN O4YeHb MOXOX Ha MpuHuMn pabotbl RAID 6. Takas TexHONorms MCnonb3yeTcsl Ha
Mogynsax xpaHeHunsa Tun 4. 3a cueT co3gaHns ABYX KOHTPOSbHbLIX CYMM Mpu NCNOSIb30BaHMM 3TOM
TEXHONOMMN OTKa3 OOHOBPEMEHHO ABYX y3rnoB Mopgynen xpaHeHust He MpuBedeT K notepe
OaHHbIX.

lNpoueccbl BOCCTAHOBMEHUA KOMUW NpU aBapusix — peanu3oBaHbl Kak )OHOBLIE, CTapPTYHOT
aBTOMaTM4ecKkn, 1 B obuiem crnyyae He TpebyloT BMellaTenbCTBa agMUHUCTPATOPOB (Kpome
cny4aeB 06CnyXMBaHUS 1 CriydaeB HEXBATKM Y3N0B UM MeCTa Ha HUX).

TexHonorna cosgaHus KOMuii AaHHbIX MMeeT Gornee BbICOKYH MPOM3BOAUTENBHOCTb, OAHAaKO
o6nagalT BbICOKOW M3ObITOYHOCTbID. TexHomnorus OPMUPOBAHUSA  KOHTPOISbHbLIX CYMM
obnagaeT HEBLICOKOMN N3ObITOMHOCTLIO, HO MMEET 3aMeTHO Gonee HU3KYH NPOM3BOAUTENBHOCTb
Ha onepauusix 3anucu.

6.4 OTKazoycToM4mMBOCTb

OtkasoyctonumsocTe MawunHbl XxpaHeHUsa paHHbix Ckana’p MXO.0 pocturaetcss Habopom
TEXHONMOIMN, peann3oBaHHbIX HA Pa3HbIX YPOBHAX MPOrpamMmMHOro 1 annapaTtHoro obecnevyeHus:

= [lpuMeHeHne OTKa30yCTOMYMBOrO pacnpeneneHHoro ANCKOBOro XpaHunuua,
He MMeloLero eANHON TOYKN OTKasa

= TexHOnorvsi BbICOKOW OOCTYNHOCTU Ans cnyx6 cepeuca nmeH (NS) 1 cepeuca xpaHeHus
(OS). Ctout Takke OTMETUTb, YTO cepBuc Wwnto3a (GW) He XpaHUT COBCTBEHHbIX
AaHHbIX U Nepe3anyckaeTcsa aBToMaTuyecku npu cboe nnatgopmbl

= Hannuue y3nos wnio3oB S3, opraHM30BaHHbIX B KNAcTep BbICOKON AOCTYNHOCTH

OTKa30yCTOMYMBOCTb XpaHEeHUs AaHHbIX obecneynBaeTcs 3a CHET XPaHEHMS HECKOMNbKUX KOMUIA
AaHHbIX Ha pasHbiX y3nax Mopgynen xpaHeHus unu npuMeHeHus TexHonornn Erasure Coding
C pacnpefeneHmemM 4YacTter AaHHbIX M KOHTPOMbHbIX CYMM [JaHHbIX MO pasHbiM Moaynsam
XpaHeHus. Ncnonb3oBaHne noboM M3 3TUX TEXHOMOMMIA rapaHTUpPyeT COXPaHHOCTb AaHHbIX
npv OOHOBPEMEHHOM OTKa3e A0 AByX Yy3rnoB Moaynem XxpaHeHuss B TUMOBbLIX pPeLUEHUsIX
MawwuHbI xpaHeHusa gaHHbIx Ckana” p MX[.O.

Ha ypoBHe cnyx6 xpaHunuwa S3 UCMnomnb3yeTcs MexaHU3M aBTOMaTUYECKOro nepesanycka
YyBCTBUTENbHbIX K OTka3am cnyx6 NS mn OS. B cnyyae BbIxoga U3 CTPOS y3na XpaHeHus,
Ha KOTOPOM OHM (DYHKLUMOHMPOBAHMUS, CNYXObl aBTOMATUYECKN Mepe3anyckatoTCa Ha OpYyrux
yanax xpaHeHus. Cnyxba GW He XpaHUT COOCTBEHHbIX AaHHbIX W aBTOMAaTUYECKU
nepesanyckaeTcs npu c6osx y3noB XpaHeHUs.

Ansi ncknoYeHns BO3MOXHOCTU NMepeHanpaBneHus 3anpoca nosb3oBaTens K y3ny XpaHeHus,
BbllleALwweMy M3 CTposi, B cocTaB MawuHbl xpaHeHMA pgaHHbix Ckana”p MX[O.O BknO4YEHbI
y3nbl LWUO30B S3, KOTOPbIE OCYLLECTBAIT NMOCTOSAHHbIA KOHTPOSb paboTocnocobHOCTM y3roB
XpaHeHNss N pacnpesenstoT 3anpocbl Nofnb3oBaTenen Tonbko Mmexgy paboTocnocobHbIMK
y3namm XpaHeHus.

Y3nbl WNto30B S3 opraHn3oBaHbl B KracTep BbICOKOW AOCTYNHOCTW.
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7. MOOEPHU3ALUA N OBCNYXUBAHUE

MawunHy xpaHeHus paHHbiXx Ckana’p MXO.O nerko obcnyxumBaTb M MOAEPHM3NPOBATD.
OCHOBHbIE BO3MOXHOCTH:

3ameHa Bbllwewero u3 cTpos HakonuTens 6e3 0CTaHOBKM y3ra U KOMNOHEHTOB
cepBuca S3

YpaneHne HopMarnbHO OYHKLMOHUPYIOLEro HakonuTensa (HanpuMmep, Ans 3aMeHbl

Ha gpyromn) 6e3 ocTaHOBKM y3ra U KOMMOHEHTOB cepBuca S3

3ameHa BblleALero n3 CTposi yana XpaHeHus unu ysna 6anaHcnpoBku 6e3 0CTaHOBKM
MawwuHbl Ckana”p MX[O.0

Hob6aeneHune gononHuTensHoro Mogynsa xpaHeHus unm Moayns KommMmyTauum

N XpaHeHus (ONns yBenmyeHns eMKocTu XpaHeHust) 6e3 octaHoBkn MawuHbl Ckana’*p
MxAa.0

BpemeHHbIn BbiBOA 13 cocTaBa MalumHbl XxpaHeHUA aaHHbix Ckana”p MXA.0 no6oro
y3na Mogynen xpaHeHus st ero MogepHU3aLmMm unm NpounakTmyecknx mn
pernaMmeHTHbIX paboT 1 BO3BpaLllleHne ero B akTMBHbIN Nyn 6e3 octaHoBK1 MalUuuHbI.
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8. CUEHAPUUN UCINOJIb3OBAHUA

Bnarogapsi cBoen yHuBepcanbHocTh, S3 xpaHunuwe Ha 6a3e MawuHbl XpaHeHUst AaHHbIX
Ckana”p MXO.0O moxeT mcnonb3oBaTbCs ANsi XpaHeHust hannoB (06beKTOB) camMoro pasHoro
Tvna, BKIoYas:

= OObekTbl, KOTOpblEe paHee xpaHunucb B CYB[]

= PesepBHOe KonnpoBaHue (MOMHOCTLI0 COBMECTUMO C pg_probackup)
= Pa3HooOpasHble JOKYMEHTbI 1 Ux 00pasbl

= Bbonbwue gaHHble (big data)

= ApXuBbl N pe3epBHbIE KOMUM

= CraTu4dHble AaHHble BeD-canToB

= doTorpadum n BUOe03anucu

To ectb S3 xpaHunuwe Ha 6ase MawwuHbl xpaHeHus AaHHbIX Ckana’p MXO.0 moxer
MCNONb30BaTLCA NPAKTMYECKM B NIOOOM TEXHONOrMYECKOM NpoLecce, NPUNOXeHUN Unm cepeuce,
roe TpebyeTtcsa xpaHeHue 6onbLIOoro Konuvectsa dannos Unn GuHapHbIX 0OBHEKTOB.

S3 xpaHunuiia gatoT BO3MOXHOCTb MOBbLICUTL NPOM3BOAUTENBHOCTL PELLEHWUI AN ynpaBneHus
AaHHbIMM 3@ cYyeT BblHOCa (PYHKUMWM XpaHeHUsi 6onbluMX OOBLEKTOB BO BHELLHIO CUCTEMY.
Hanpumep, npn ncnonb3osaHum CYB[] Postgres, xpaHeHne 6onbLuoro yncna o6bLeKToB B CaMom
Oase yBenuuMBaeT ee pasMep M CYLWECTBEHHO CHMXaeT MPOU3BOAUTENbHOCTb. XpaHeHue
o6bekToB 3a npegenammn CYB[ Postgres B S3 xpaHunuue CyleCcTBEHHO YMeHbLUaeT 00bem
6a3sbl 1 NOBbLILLAET €€ NPOM3BOANTENBHOCTb, MPU 3TOM AOCTYN K 06bekTam oCyLLecTBNAETCA No
CTaTU4YHbIM CCbIflkaM, XpaHUMbIM B 6a3e.

B cBA3N ¢ HEOOXOANMMOCTBIO nNepexofa Ha TeXHONorMn, cBoboaHbIE OT CaHKLMOHHBIX PUCKOB,
MawwuvHa xpaHeHusi paHHbix Ckana“p MX[O.O, kak pOCCUMUACKUIA MPOAYKT, SBMASETCH
ONTMMarnbHbIM pelleHnem B obnactu nmnoprosameLleHmnsi, 0CobeHHO B cBs3ke ¢ MawwmHamm
6a3 gaHHbIx Ckana”p MbA.MM.

CyLLl,eCTByeT OBe TUMOBLIE CXEMbl UCMONb3oBaHUS MaluuHbI XpaHeHnAa AOaHHbIX CKana’\p

mMmxa.o:

= JlokanbHoe xpaHunuue S3
= PacnpeneneHHoe xpaHunuiie S3 ¢ aCUHXPOHHOW reopennunkaumen.

8.1 JlokanbHoe xpaHunuuwe S3

JlokanbHoe XpaHunuiie S3 gaensieTcs CTaHOapTHbIM BapMaHTOM WUCMNOJSIb30OBAHUA KOMIJ1EKCa.
K OCHOBHbLIM JOCTOMHCTBAM OTHOCATCS:

=  BO3MOXHOCTb CO34aHus XpaHunuiy obbemom o 32 MNMéant

*  B03MOXHOCTb NOCTPOEHMSA BbICOKOMPON3BOANTENBHOIO KOMMNMEKCA CO CKOPOCTbIO
yTeHus/3annucu B gecatkm Foant/c

= Bo3MOXHOCTb peanusaumm apxmea MakcumanosHon emkoctu (32 MbanT) BCero B Tpex
CTaHAapTHbIX cTorkax pa3mepom 42U

=  BbICOKas yCTONYMBOCTb K €OUHUYHBIM OTKa3zam 0b6opyaoBaHus, NpocToTa
BOCCTaHOBMEHMs nocre cbos

MawunHa xpaHeHus paHHbIX Ckana’p MXO.0 obecne4ymBaeT BO3MOXHOCTb MCMONb30BaHUSA
ogHoBpeMeHHO 4 TunoB Moaynen XpaHeHusl, KOTopble MOryT ObiTb MCMOMNb30OBaHbl AJ1s
OopraHuM3auum KraccoB XpaHeHus o6bekToB S3 xpaHunuvwa € Ucrnonb3oBaHMeM aTtpubyTa
3anpoca:

x-amz-storage-class: [StorageClass]
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OT0 no3BoNseT Co3AaBaTh PELLEHNS, KOTOPble 06eCcneunBaloT ONTUManbHOe XpaHeHe AaHHbIX
C pa3HbIMU YPOBHSAMY BOCTPEOOBAHHOCTM UMW peanuayloT nepapxXnyeckuii NPUHLMN XpaHeHNs
06bekToB (PUcyHoK 9).

= s B E
P P p

= SSDot192Th  HDD16TE

*  BLICTPbI *  Me[neHHbIR
= Hu3kad cToumocTe B

=  BhicoKas ctommocTb ['b

PucyHok 9. Pa3nu4Hbie ypo8HU XxpaHeHUs1 06beKmos

[na co3gaHuWs pasHbiX YPOBHEW WCMOMb3YKTCS pasHble Tunbl HakonuTenenm W pasHble
TEXHOMNMOMMN XPaHEeHUsl OaHHbIX, KOTOpble MO3BOMAT CO34aTh XPaHWNULLA C NPaKTUYecKu
NnaBHOW rpagaumei COOTHOLLEHMS NPOU3BOANTENBHOCTE/EMKOCTb XPaHEHWS.

8.2 PacnpepgeneHHoe xpaHunuuie S3 ¢ aCUHXPOHHOU
reopennukauuen

Heckonbko komnnekcos Ckana” p MX[.0O moryT 6biTb 06beAnHEHbI B €4MHYI0 CUCTEMY, FAe eCTb
rorfloBHOE 1 pe3epBHble XpaHunuiia S3. K 0CHOBHbIM OCTOMHCTBAM TaKOro peLleHnst OTHOCATCS:

= KatacTtpodoycTon4nBoCTb
= OTHOCUTENbHO HEBbICOKME TPEOOBAHMSA K KaHany CBSA3W MeXAy rofoBHbIM

N pe3epBHbLIMU XpaHUNULLAMU

Cxema npepnoctaBneHus cepsuca S3 pacnpeneneHHomn cuctemon MawmHbl XpaHeHUA AaHHbIX
Ckana”p MXO.O koHe4dHbIM Monb3oBaTensaM MOXET ObiTb peanu3oBaHa B pexumax active-
passive unu active-active. B nocnegHem crnyyae nonb3oBateny CMOryT 0AHOBPEMEHHO N3MEHSTb
00beKkTbl Ha pasHbIX Nnowagkax v nocnegHen Bepcuen byaoyt cumtatbcs obbekTbl ¢ Gonee
no3gHen METKON BPEMEHM CO34aHus.

24 13 30



MawwuHa xpaHeHusa gaHHbIXx Ckana*p MX[O.0. TexHu4yeckumn o630p

9. NMAHUPOBAHUE MHOPACTPYKTYPbI

Ona Bbibopa HeobGxoauMmon KoHdurypaumm MawuHbl MOXHO WCMNONb30BaThb Cregyowme
XapaKTepUCTUKKN No NpeaenbHON EMKOCTU U NPON3BOANTENbHOCTU MallnHbI XpaHeHUA AaHHbIX
Ckana”p MX[O.O, 3agaBaemble wucnonb3oBaHnem Mogynen XxpaHeHust pasHoro Tuna,
npeacTaBneHHble B Tabnuue Huxke (Tabnuua 8).

Tabnuua 8. Xapakmepucmuku o rnpedesibHol eMKocmu U fpoudgodumeribHocmu MawuHbl XpaHeHUs1 OaHHbIX
Ckana™p MX/[.0

[docTnmxknmasa eMKoOCTb NMponsBoaAnUTEeNbLHOCTD, NMponsBoaAnTeNnbLHOCTDb,
Ha ogHy MawuHy Ha T6anT xpaHeHunA Ha T6anT xpaHeHunsA
XpPaHeHUA AaHHbIX Npu YTeHUn* o6 LEKTOB Npu YTeHUn* o6 LEKTOB
40 Koaut 5 Moaut
1 7134 56 on/c 9 on/c
2 1565 1081 on/c 197 on/c
3 3130 540 on/c 98 on/c
4 32000 16 on/c 2 on/c
5 2250 1020 on/c 189 on/c
6 4500 525 on/c 92 on/c

* [poussodumernibHOCMb ripu 3anucu Huxe 8 1,3 pasa.

Ona  wHTerpauun MawuHbl XpaHeHMA AaHHbiX Ckana’p MXO.0 B CyllecTBYIOLLYIO
UT-nHdpacTpykTypy HE06X04MMO BbINOMHUTL Crieayowme waru:

= Bblgenutb BHyTpeHHUe |IP-agpeca ons cetm pacnpeneneHHoro AUCKoBOro xpaHunuua

= Bbigenutb IP-agpeca ons cetn goctyna MawmHbl xpaHeHus aaHHbix Ckana’p
MXxAa.0

=  Bbigenutb IP-agpeca ons cetn ynpaBneHns

= [lpegoctaBuTb JocTyn y3nam MawuHbl xpaHeHus faHHbix Ckana”p MXO.O
K cepBucy spemeHn NTP

= CdopmmpoBaTb nms ansi cepsmca S3

=  CdopmupoBaTb cepTUdMKaT C UCNONb30BAHNEM YAOCTOBEPAIOLLErO LIEHTpa nnm
BblAaTb camMonoanucaHHbIn ceptTudmkaTt onsa 3awuTel Tpadumka S3 (NogxoauT TOMbKO
ANS NOKanbHOro BapMaHTa UCnonb30BaHus)
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10. rPAHUUBI NTPUMEHAMOCTHW

MpumeHeHne MawmHbl xpaHeHusa gaHHbIX Ckana” p MX[.0 (PycyHok 10) pekomMeHaoBaHO npwm
BbIMNOMHEHUW OAHOMO UMW HECKOSTbKUX CReayoLmMX YyCNoBUN:

HeobxoaumocTb opraHusaumm cepsmca S3 B YacTHOM obnake

Peanusaums BbICOKONPOM3BOAUTENBHOMO XpaHunuwa obbekToB Ans pasrpy3ku CYb[
(BbiHOC BLOB Ha BHeluHee xpaHunuie)

3ameHa annoBbIX CEpBMCOB B WH(POPMALMOHHBLIX CUCTEMaxX [ANs MNOBbILEHUSA
©e30nNacHOCTN U HALEXHOCTU XpaHeHUs (3a CYET UCNONb30BaHWUSI TEXHOMOMMU KITHoY-
3Ha4YeHus)

XpaHeHme pe3epBHbIX KOMNW1, BMECTO ANCKOBbIX MAaCCUBOB U JIEHTOYHbIX HAKONUTENEN

Peanusaums pacnpegeneHHbiXx XpaHunuw, C OQHOBPEMEHHbIM LOCTYNOM Ha pasHbIX
nnowagkax (KaractpodoycTomumBoe XpaHeHue [OOKYMEHTOB/PEe3epBHbIX  KOMWi),
0e3 orpaHM4YeHus pacCTosHUSI.

MawunHy xpaHeHus paHHbix Ckana’p MXO.O uenecoobpa3Ho NpuUMeEHsTb Npu obbeme
XpaHeHus aaHHbix oT 40 T6ant go 32 MN6anT.

0,01 6anT 4= 32 [16a1T

Ha6op MalumHbl XpaHeHus O6bem

0B0pYA0BaHIS naHHbix Ckana“p XDAHCHUS
u o MX0.0 P

100

Féut/c MponyckHas

CNOCOBHOCTb
KaHana

10

100
MeuT/c

MawuHbl XpaHeHnsa

10 AaHHbIX Ckana’p

MeuT/c

YacTHoe obnako

My6nuuHoe o6nako

PucyHok 10. 'paHuub! npumeHumocmu MawuHbl xpaHeHusi 0aHHbIX Ckana™p MX.0
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11. TEXHUYECKAA NMNOOAEPXKKA

lNocTaBka MawwuHbI XpaHeHusA OaHHbIX Ckana’p Mmxg.o ocyLlecTBnseTcd
C npegBapuTenbHbiMM COOPKON, TECTUPOBAHMEM W HACTPOMKOM 06OpyaoBaHWSt COrNacHoO
TpeboBaHmsim 3akasuumka. KauectBeHHas nogaepxka MawmHbl XxpaHeHUA AaHHbIX Ckana’p
MXO.0 obGecneuynBaeTcs eOWHbIMM CTaHOapTaMy TrapaHTUAHOTO W MOCTrapaHTUAHOIO
TEXHMYECKOro o6CnyXnBaHus:

= [TakeT ycnyr no TexHn4eckon nogaepxxke Ha nepsbli rof BKIKOYEH B MOCTaBKY

= 3aKasuuk MOXET BblOupaTb NakeT B 6a30BOM pexume 9%5, unm B paclUMpEeHHOM
pexume 24x7 (onuusa Ang KpUTUYECKon PyHKLUNOHANbLHOCTN)

= CpoK Ha4yanbHO NpuobpeTaemMon TEXHNYECKOM NOAAEPKKN MOXET ObiTb YBENMYEH
A0 3-X 1 5-1 neT, Takke A4OCTYMNHa NPOfoHraumsa noaaepxku

CocTtaB TUMNOBbLIX NAKETOB YCMyr Mo TEXHWYECKON MOAAEepXKe npeAcTaBneH B Tabnuue Huxe
(Tabnwuua 9).

Tabniuya 9. Nakemsl ycrye no mexHu4deckol noddepxxke MawuHbl xpaHeHus daHHbIX Ckana’p MX/.O

MakeT Maket
«9%5» «24%T»

Ycnyrun

«O6cnyxuBaHme komnnekca Ckanap B pexvme 9%5»

+ —
(B pabouee Bpems no paboumm gHsM)
«O6cnyxuBaHue komnnekca Ckana’p B pexvme 24x7» . +
(KpyrnocyTo4Ho)
lMpegocTaBneHMe p[octyna K CUCTEME perMcrpauum + +
3anpocoB/vHUMAaeHToB Service Desk
MpenocTaeneHne aoctyna K base 3HaHW + +
no npogykram Ckana’p
MpepocTtaeneHne o6HOBNEHU nuueH3noHHoro [10 + +
Ckana’p
OnarHoctvka, aHanu3 U ycTpaHeHue npobnem
B paboTte komnnekca Ckanap, Bknovas: + +

= yCTpaHeHue annapaTHbIX HEUCNPaBHOCTEWN
= TexHum4yeckoe conposoxaeHue MO

KoHcynbTauum no pabote komnnekca Ckana’*p + +
«3alwuTa KOHbMAEeHUMansHowm MHdopMaLm»
(HencnpaBHbIe HocuTenu MHpopmaLumm He Onumsa Onuwmsa
BO3BpaLLalTca 3akazynmkom)
3ameHa 1 peMoHT 060opyaoBaHUA NO MECTY YCTaHOBKU + +
HoctaBka o00opynoBaHWss Ha 3aMeHy 3a cyeT + +

npounssoaunTena
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MakeT Maket

«9%5» «24x7»

PacLumpeHHble onummn o6enyxmBaHms — 5

BpemeHa pearnpoBaHuna N OTKIMMKa, He bonee:

30 MUHyT, 30 MUHyYT,
Bpems pervctpaumm obpatieHmn paboune yachl KpYrnocyTo4HO
(9%5) (24x7)
B TeueHune B TeuyeHune
MopkntodeHne cneuynanucTa K pelieHnto UHUMOEHTOB
_ 1 pabo4ero yaca 1 vaca
KPUTUYHOTO M BbICOKOTO YPOBHEWN (9x5) (24x7)

MNpumedaHne K cpokam pemoHTa obopyaoBaHus

MawwuHa xpaHeHus gaHHbix Ckana’” p MX[O.O apxuTekTypHO SBNSIETCA YCTONYMBLIM K BbIXOQY
N3 CTPOSi OTAENbHbIX KOMMOHEHTOB M JaXe Y3r0B, NO3TOMY HET HEOBXOAMMOCTH B
obecneyeHMn JOPOrocTosLLEro cepBmca CPOYHOro BOCCTaHOBIEHNst 060pyaoBaHus B TeYeHne
CyTOK 1 MeHee. B MawmHe xpaHeHMA AaHHbIX Ckana” p MXA.0 npegycMoTpeHo, kak
MWUHUMYM, ABOMHOE pe3epBNPOBaHME OCHOBHbBIX KOMMOHEHTOB, MO3BOMSAOLWEE COXPAHATb
AaHHble N paboToCNOCOBHOCTL AaXe NPU BbiIXoAe U3 CTPOSt HECKOMNbKMX AUCKOB U/UNN y3NO0B.
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12. NOCTABKA U IMLUEH3UPOBAHUE MO

KomaHga Ckana’‘p akTMBHO 3aHMMaeTCd pasBUTUEM MNporpamMMHbIX NpoaykToB MalwunHbl
XpaHeHMA AaHHbIX Ckana’p MXMO.O. HanpaBneHus passutus (popMUPYHOTCA Ha OCHOBE
aHanusa MMpOBOrO OnMbITa UCMOMb30BaHNS CUCTEM NOAOBHOrO Knacca n noxenaHMn 3aka34vymkoB
N naptHepoB. HoBble GyHKUMM peanu3ytoTca B (POPME MaXXOPHbIX M MWHOPHbLIX PEeriM30B:
Ma)OpPHbl€ penu3bl BbIMYCKATCA pa3 B KBapTarn, MWHOPHblE penuabl BbiNyCKalTCA npwu
HeobxoanmocTn 6Gonee ObICTPOroO BBEOEHMSI B IKCMyaTauuio HebonblMX  yhydlweHun
B CUCTEME.

MporpammHoe obGecneyeHne Ckana’p Cnektp S3, Ckana’p BusnoH, Ckana’p [leHowm
MOCTaBNSAETCS UCKMOYMTENBHO B cocTaBe MawwuHbl xpaHeHusi gaHHbix Ckana’p MXO.0 wn
NNUEH3NPYETCA MO METPUKAM KOMMIIEKCA B COOTBETCTBUM C €0 pa3Mepom.

JTnueHsnposaHune
B MawwuHe xpaHeHusa gaHHbIX Ckana” p MXO.O noctasnaTcs cnegyowime nuueH3uu:

= JlnueHsnn MO Ckana”p Cnektp S3
= JlnueHsmm NO Ckana”p Buanon n Ckana”p NeHom

YcnoBusi NULEH3MPOBAHUS MOXHO YTOYHUTbL MO 3anpocy Yepes HaluMX NapTHEPOB.
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O KOMMNAHUN
KomnaHma Ckana’p — pa3paboTuMk M Npou3BOAMTENb MOOYMNbHOW Mnatdopmbl  ANns
NOCTPOEHUS KoprnopaTuBHON UT-nHMpacTpyKTyphbl. KomnaHus BLINOJIHAET  pPOSib

TEXHONOMMYECKOrO KOHTPUGLIOTOPa N 00beanHSIET B 3KOCUCTEMY 25 napTHEPOB — NUOEPOB B
CBOEM Knacce peLUeHuUi.

Ckana”p c 2015 roga BbinyckaeT nporpaMmmMHo-annapaTHble KoMmnnekchbl (MawmHbl) 1 cerogHsa
npeanaraeT LWMPOKMIN TEXHOSTOMMYECKMIN CTEK ANS pelleHns 3ajady BUpTyanusauum, co3gaHus
TpaH3aKUMOHHbLIX 6a3 faHHbIX, XpaHeHUs1 MHoOpMaLUMM U aHanUTUYeckon obpaboTkn B6onbLIMX
o6bemoB AaHHbIX. [MpogykTel Ckana’p BkNOYeHbl B PeecTp NpOMbIWMAEHHON MNPOAYKLMM,
npounsBedeHHon Ha Tepputopum Poccunckon depepaumn, n B EQnHbIA peecTp pOCCUNCKMX
nporpamm ans 9BM v B[1.

MawunHbI CKana’\p ABNAOTCA cep|/||7|Ho BbllMyCKaeMbiMn npegHacTpoOeHHbIMX KOMMJ1ekcamMn n
No3BONAKT OCYLLECTBNATb 6bICTpoe passéprlsaHme M BBOA B 3KCnyaTauuio.

MogynbHbIA  OpyHUMN  obecneymBaeT MHTErpauuio  pasHoOpodHbIX  KOMMoHeHToB  UT-
MHQPACTPYKTYPbI B €4MHYI0 nnaTdopmy NpeanpusTmi, Kopnopauin n Be4OMCTB.

EanHble nopaepxka n cepsucHoe O6CJ'Iy)KVIBaHVIe ana Bcex npoaykroB NUHENKN CKana’\p oT
npounssoanTens obecneumBatoT oneparnBHoe paspelueHne NHUMOEHTOB Ha CTbIKe TEXHOMOMA.

[ononHuteneHas nHpopmaumna — Ha camte www.skala-r.ru.
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