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WMHdopmaums, npeactaBreHHas B [OKYMEHTE, HOCUT WCKIOYUTESNTIbHO WMHAOPMAaLMOHHbIN
XapakTtep, SABMsIeTCA akTyarlbHOM Ha gaTy pa3MeLleHust.

TexHnyeckme xapakTepucTuKK, NPUBELEHHbIE B JOKYMEHTE — CMPaBOYHbIE U HE MOTYT CINYXUTb
OCHOBaHMEM ANs NPeTEeH3NN.

TexHnyeckme xapakTepucTUkM MOryT OTNUYATbLCH OT NPUBEAEHHbIX BCIEACTBME MogudurKauum
n3genun.

TexHudeckne XapakTepuctmkm 1 KOMMNneKkrauud n3genun MOryT OblTb  N3MEHEHBI
npoun3BoaunTenem 6e3 yBeAOMITEHUA.

JOKyMEHT He sBnseTcs nybnuuHoN OMepToN M He COAEPXWUT Kakux-nmbo o6s3aTenscTs
000 «CKAJTA-P».
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MawwuHa 6onbwmnx gaHHbIX Ckana”p MBA.C. TexHn4yeckun o0630p

1. NTIPEAUCIIOBUE

OnucaHue AOKYMEeHTa

OT0T TexHU4Yeckmn 0630p AaeT KOHUENTyanbHbIN U apXUTEKTYPHbIN 0630pbl MawmnHbl 60nbLlumnx
AaHHbIX Ckana” p MB[J.C.

Bpowiopa onucbiBaeT TO, Kak ONTUMU3NPOBAHHbIE MPOrpaMMHO-annapaTHble KOMIMIEKChbI
OTBEeYalT COBPEMEHHbLIM Bbi30BaM, U hokycupyeTcs Ha MawuHe 6onblumnx AaHHbIX Ckana’ p
MB[.C kak 0gHOM M3 NMUANPYIOLUX PELLEHUIN B 3TOM CErMEHTE.

Ayautopus

OTa GpoLtopa npegHasHayeHa ans coTpyaHMKoB koMnaHum Ckana’* p, napTHEPOB 1 3aka34ymnkos,
nepeq KOTOpPbIMW CTaBATCA 3afadn pas3paboTku pelleHus, 3akynku, YynpasrneHus wnm
akcnnyataumm MawwuHbl 6onblumnx gaHHbIX Ckana” p MB[.C.

OGpaTHas cBA3b

Ckana’ p 1 aBTOpbl 3TOr0 AOKYMeHTa 6yayT paabl 06paTHOM CBA3M MO HEMY.

Ceskutechb ¢ komaHgon Ckana’ p no anekTpoHHou noute MV @skala-r.ru.
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2. BBEAEHUE

MawwuHa 6onbwux AaHHbIXx Ckana’p MBO.C — 3TO nporpamMmHoO-annapaTHbIi KOMMEKC
(MAK), npegHasHa4YeHHbIN 4ns NOTOKOBOW 06paboTkM M Nnpeobpas3oBaHUA AaHHbIX CpeacTBamm
npogykta Arenadata Streaming (ganee — ADS), co3gaHHoro Ha ocHoBe Apache Kafka n NiFi,
N paclmpenHbin cnyxebHeim MO Ckanap ons ynpaBneHus 1 MOHUTOPUHIa KOMMekca.

MawwuHa ©OGonbwux AaHHbix Ckana“p MBO.C noBbilwaeT nNPoM3BOAUTENBHOCTL W
OTKa30yCTOMYMBOCTb, CHWXAeT 3aTpaTtbl 3a cyeT npopaboTaHHOW MHTerpaumm annapaTHoOro u
nporpaMmMmHoro obecneyeHusi, ONTUMM3aAUUM anropuTMOB ANS WUCMNOMb3yeMblX TEXHOMOMUN,
LUMPOKOro NPUMeHeHNst MeTogoB obecneyeHnss HageXXHOCTU, KOMMIEKCHOCTU pPeLLEeHUS.

MawwuHa 6onblmnx aaHHbIX Ckana” p MB[.C — komnnekcHoe pelueHne, BKIloYatoLee B cebs
mMacwTabupyemble y3nbl Ans NPoBeAeHUs BbIYUCNEHUA N 00paboTKM [aHHbIX, CUCTEMY
pPEe3epBHOr0 KOMMPOBAHWSI, CBEPXCKOPOCTHYKD CETEBYHD Cpedy, CUCTEMY WHTENNEKTyanbHOro
yrnpaBneHus.

Bbicokas npon3BoaANTENIbHOCTb pelleHna OoCTuraetcdA B TOM 4ucne npuMeHeHneM
onTnMalibHbIX NO MPOU3BOOUTESIBHOCTUA  KOMMNEKTYLWKNX, COBPEeMEHHbIX HakonuTenen
N ceTeBbIX MPOTOKOJIOB.

OTkasoycTonumBoCcTb  obecneymBaeTcss  NPUMEHEHVWEM  HAOEXHbIX  KOMMMEKTYHLUNX
C pes3epBUPOBaAHUEM KPUTUYECKUX KOMMOHEHTOB, WCMOMb30BaHMEM YCTOMYMBBIX CETEBbIX
NPOTOKOMOB 1 crneunanmanposaHHon sepcun MO ADS.

MawwuHa G6onblwux AaHHbIX Ckana”p MBA.C coaepXut Bce HeobxoauMmble 3MEMEHTbl Ans
O YHKUMOHMPOBAHWS BbICOKOHArPYXEHHOW CUCTEMbI MOTOKOBON 00paboTkm u npeobpaszoBaHus
AaHHbIX. [logknioyeHne K BHELWHWUM CeTaAM OCYLWECTBSETCSs C MOMOLLbK CTaH4apTHOro
nHTepdenca Ethernet.

MawwuHa 6onbwnx gaHHbIX Ckana”p MBA.C npegnonaraet ncnonb3oBaHWE KacTtepusaumm
ANsi NOBbILLEHMS OTKAa30yCTONYMBOCTU U NMOBLILLEHNS MPON3BOANTENBHOCTN 0OPabOoTKN AaHHBbIX.

B MawwuHe Ckana”p MB[.C peannsoBaHbl (PyHKLNN MOHUTOPUHIA COCTOSIHUS KaK annapaTtHbIX,
Tak 1 NporpamMMHbIX KOMMOHEHTOB peLUeHuns], a Takke pacluMpeHHble PyHKUMM yripaBneHus.

Mpoaykumsa Ckana’p BknoveHa B EAMHBIN peecTp pOCCUMIACKOW padnoarieKTPOHHOM NPOAYKLUNN.

TexHnyeckue cpeactea MawuH u Mogynen Ckana’ p BkntoveHbl B EANHBIN peecTp pOCCUNCKOM
pagmoaNeKTPOHHOM NPOAYKLUUN.

MporpammHbie komnoHeHTbl MawwuH Ckana’p BKkO4YeHbl B EOWHBLING peecTp pOCCUMCKMX
nporpamm Ans 3BM n 6a3 gaHHbIX.
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3. KPATKO O NOTOKOBOW OEPABOTKE U
NMPEOBPA3OBAHUU OAHHbBIX

NMOTOKOBASA OBPABOTKA

bpokep cooOWEeHM — UeHTpanbHbI KOMMOHEHT Ansi obecneyvyeHus B3anMOLENCTBUS
B coBpeMeHHon UT-apxuTektype — sBnseTCA CBA3YIOLWUM WMHTErpaLMOHHbIM 3BEHOM MexXay
MHOXECTBOM Cnabo CBA3aHHbIX CUCTEM M KOMMOHEHTOB M OCHOBHbIM CPeaCTBOM peanuaauunm
MacLliTabHo obpaboTkM NOTOKOBbLIX AaHHbIX. MpuMeHeHne GpokepoB coobLieHMIn NO3BONSAET
MNOCTPOUTL MHMPPaCTPyKTypy 06paboTkM MOTOKOBbIX AaHHbIX C MNpUMEHeHueM LwabroHoB
«n3gatens  —  NOAMUCHMK» W «ouvepedb  coobuieHun», obecneuntb  HaOEeXHOCTb
n 6ecnepeborHocTb paboTbl MT-cnctemMbl B LENOM C y4ETOM BO3MOXHbIX COOEB M MUBMEHEHMWI BO
B3aMMOAENCTBYIOLUUX dIEMEHTaX.

Apache Kafka — ocHOBHOM KkOMNOHEHT ADS — TrOpuM3OHTaNbHO MacwTabnpyembin
nporpaMMHbIN Gpokep COOOLLEHUI, ABNAKOWNACA (hakTUYEeCKUM CTaHAapTOM B 3KOCUCTEME
Hadoop ans opraHu3aumym BbICOKOHALAEXHOro acUHXPOHHOro obmeHa coobLlieHuAMU Mexay
pasnuyHbiMn  cuctemamm 1M cnyxkbamn. CoobuieHus, obpabaTbiBaemble B  Kafka,
pacnpegenstoTcs no temam (topics), koTopble, B CBOK oO4epedb, pa3dbuTbl Ha pasgenb
(partitions), 1 xpaHaTca B Bpokepe ynopsigOYeHHbIMM B pamMKkax odHoro pasgena. Cucrembl-
npomnssogutTenu (producers) oTnpaBnsalOT cooOWEeHMs B onpederneHHy Temy, a 6Gpokep
coolLeHnn pacnpegensieT nx no pasgenam m obecneynmBaeT OTKA30yCTOMYMBOE XpaHEHME.
Mpouecchl cuctem-noTpedutenn (consumers) UiTaroT cOOOLLEHNST U3 3adaHHOM TEMbI B NopsadKe
NX NOCTYNNeHus, 6poKkep AN Kakaoro NoTpedbuTens n KaXkaoro pasgena 3anomMmHaeT CMeLLeHne
(offset) — nocnegHee coobuwieHne, nonydeHHoe noTpebuTenem, 4YTO nNo3BonseT
npuvocTaHaBnNMBaTb M BO30OHOBNATL paboTy 6e3 notepu gaHHbIX. MNoTpebutenn moryt ObiTb
obbeanHeHbl B rpynnbl (Consumer groups), ANs KaXOooW M3 KOTOPbIX YCTaHaBNMBAETCS
onpeaeneHHbln Habop pasgenoB TeMbl Takmm obpasom, YTobbl MacwTabupoBaTb NONyyYeHue
COOOLLEHNN — HEeCKoNbko noTpebutenen nonyvart coobLLEeHMS TONMbKO U3 CBOUX pasaeros,
M HECKONbKUMW napanfnenbHbiMM Mpoueccamn MOXET BbluMTbIBAaTbCA BCHA oyepedb 6e3
6roKnMpoBOK N Ay6rMpoBaHus.

Kaxgbin y3en Kafka B knactepe HasbiBaetca 6pokepom (broker), npu 3atom cuctema
YHKUMOHMPYET Kak eanHoe uenoe. OanH n3 6pokepoB aBTOMaTU4eCKM BbIOMpaeTcs B kKa4ecTBe
ynpasnawowero (cluster controller), oTBeyas 3a agMuMHMCTpaTUBHbIE oOnepaumu (Takue, Kak
pacnpeaeneHve pasgenos no 6pokepam 1 MOHUTOPUHT OTKa30B. [Insa Kaaoro pasgena cucrema
aBTOMaTMyeckn onpegenser Beaywuin ©Opokep (leader), npy 9TOM BO3MOXHO YyKasaTb
KO3(pPMUMEHT pennukaumMm — Ha Kakoe KONMMYeCTBO Y3M0B pPacrnpoCTpaHATb Kaxaoe
coobuieHne, n Takum obpasoM perynupoBaTb YpPOBEHb OTKa30yCTOMYMBOCTM B 3aBMCUMOCTU
OT NONUTUKWN ANA KaXX4oro pasgena.

OgHo m3 TunoBbix npuMmeHeHun Kafka — B kadecTBe KOMMOHEHTa nepegadn CoobLLEeHW
B ETL-cuctemax, obecneumBarollero BbICOKYHO MNPOMYCKHYO CMOCOBHOCTb, PaBHOMEPHYHO
HarpysKky 1 0TKa3oyCTOMYMBOCTb Ha 3Tanax U3BNEYEHUs 1 3arpy3Kku.
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NMPEOBPA3OBAHUE OAHHDbIX

[na atanoB npeobpasoBaHnsa u opraHmsauumn ETL-npoueccoB B Lenom B akocucteme Hadoop
Hanbornbluee pacrnpocTpaHeHue nonyynn nHctpymeHT Apache NiFi, Takke Bxoaswun B naket
ADS.

NiFi — ropmsoHTanbHO MacwTabupyemas cuctema, MHTErPUPYIOLLAscs NpakTUYeckn co BCeEMM
pacnpoCTpaHeHHbIMN cucTemMammn o6paboTkM AaHHbIX, Hauny4Ywum obpasom gononHsemas
cuctemon Kafka kak cpeactBom nepegadnm coobuenunn. MacwrtabupyemocTtb NiFi nossonser
3aQencTBoBaTh BCO MOLLb coBpeMeHHbIX CYB[] n 6pokepa coobweHun Kafka n cokpawiatb OkHa
3arpy3ku 4O YPOBHEW, HEJOCTMXKMMbIX Ans ogHoy3noBbix ETL-cuctem. B 1o e Bpems paboTta
B Knactepe AaeT OTKa3oyCTOMYMBOCTb, KOTOpash B [OMNOSIHEHWE K OTKa30yCTOMYMBOCTM
Ha ctopoHe Kafka, nossonser Hanagutb 6ecnepeborHyo paboTy B YCNOBUSIX MHTEHCUBHOIO
npeobpasoBaHnsa 1 MaclITabHON 3arpy3kn OaHHbIX.

NiFi ocHalueH BeG-nHTEepdericom, obecnevmBatoLLMM HACTPOVKY, BU3yanu3auno 1 MOHUTOPUHT
NPOLIEeCCOB M3BMNEeYeHnd, 3arpy3km n npeobpasoBaHus OaHHbIX, YTO €ro BbIrOQHO OTNAMYaeT
OT APYrMX NporpaMMHbIX CUCTEM AN OPKECTPOBKM onepaunin no obpaboTtke n nepeaave AaHHbIX,
npubnumxass ero no yao6CTBY NPUMEHEHMSI K JyYWMM KOMMEPYECKUM TUPaXKMPyeMbIM
koprnopatmeHbiM ETL-cnuctemam. MNpu atom, 6yaydn cBob6ogHbIM NporpaMmMHbIM obecrnevyeHnem
M YacTblo a3kocuctembl Hadoop, wu3HayanbHO co3gaBaeMblX ANd  cBepxMacluTabHbIX
npumeHeHun, NiFi HamHoro npegnoyTUTenbHee GonblMHCTBA kKoMMep4yecknx ETL-cuctem ans
NPUMEHEHUS B YCNOBMAX MHOrotepabanTHbIXx 00bemMoB 0OpaboTKnM, AECATKOB M COTEH Y3NoB
1 MHOroobpasusi 3a4enCcTBOBaHHbLIX pa3HoobpasHbix coBpeMeHHbIx CYB[.

MaBHbIi  UcnONHUTENbHBLIM  KOMNOHEHT NiFi — koHTponnep notokoB (flow controller),
yrnpaBnsAwLWMN pacnnucaHnsMmn 1 3anyckoM 3agaHuin no npeobpasoBaHunto 1 3arpyske. MNMoToku-
pacwupeHus (flow extensions) — nnaruHbl, obecneunBaroLMe COEaUHAEMOCTb C PasnNYHbIMU
cUcTeMamm U UCMNOMHSOLWNE HeNnocpeacTBEHHbIE onepaLmm No U3BMEYEHUIO N 3arpy3Ke, KaxXabln
N3 MOTOKOB-paCLUMPEHUA — 3TO OTAEfNbHbIN 3K3EeMNAsap BUPTyanbHoOW Java-maluvHbel. Tpu
MeTanHOpMaLMOHHbBIX KOMNOHEHTa — peno3utopun notokos (flowfile repository), penosuntopui
copgepxmmoro (content repository) n penoauTopuii nNpoBeHaHca (provenance repository) —
cnyxart ans xpaHeHust B knactepe umHdopmauumn o6 mnHdopmaunoHHbix naketax (FlowFiles),
nx msmyeckoMm cogepxmmom (content) n ceegeHuii 0 NPOUCXOXOEHUN AaHHbIX (provenance).
"padhmnyecknii KOMNOHEHT — BeB-cepBep — NpeaocTaBnseT Nofb3oBaTENbCKNA MHTEPdENC ANs
aAMVHUCTPaATOPOB M WHXEHEPOB AaHHbIX, B KOTOPOM paspabaTbiBalOTCA M OTCMEXMBAOTCA
notoku. MNpun aTom BCe byHKUMN, AOCTYNHbIE N3 BEG-NHTEpherca, aocTynHbl Yepe3d REST AP,
Taknum obpa3om nogroToBka U MOHUTOPWHI MOTOKOB MOTYT ObITb peanu3oBaHbl NPOrpaMMHbIM
crnocobowm.
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4. CUEHAPUU NMPUMEHEHUA MALLUHBbI CKAJTAAP MBA.C

MawwuHa Ckana”p MB[.C vcnonb3yeTcs B npoueccax B3aMMOOEeNCTBUA Mexay pasnnyHbiMu
cucTemMamm B pexnme, 6rM3koM K peanbHOMY BpEMEHW, ANA 3a4ad, rAe BaxkHa aBToMaTmsauus
obmeHa coobLeHnsiMn n TpaHcdopMauns gaHHbiX. MawmnHa nossonsieT obpabdaTtbiBaTb NOTOKM
3anpocoB OT Pa3fMYHbIX CUCTEM U XPaHUTb AaHHble OoT 4 T6anT npsmo B ovepeaun. [ns MawmHbI
Ckana” p MB[.C xapaktepHbl cnegytoLlime cueHapum npuMeHeHus:

NMoTokoBasa 06paboTka AaHHbIX — NO3BOSSAET peLaTb 3agayn cbopa n 06paboTkm coobLueHni
C AaHHbIMM OT pasnu4yHbIX CUCTEM-uU3JaTenen u nepegasaTb X Ans obpaboTkM cuctemam-
notpebutensam B oOnepaTtMBHOM pexume, npu 3ToM obecneynmBasi ACMHXPOHHOCTb
N OTKa30yCTOMYMBOCTb, HE Harpykasi B3aumMo4eNCTBYOLWME CUCTEMBI, HO NPY 3TOM UCMONb3Ys
MaKCMMYM MX NPOU3BOANTENBHOCTM 3a CHET BbICOKOrO YPOBHS Napannenusma.

PeweHne 3agay npoBepkn, MoaudMKauMM U TPAHCMOPTUPOBKU AaHHLIX MeXay
pa3HOpPOAHLIMU cUCTeMaMU — MO3BONSAET Mony4vaTb AaHHble U3 UCTOYHWMKOB B PasfnYHbIX
dopmaTtax, OcyLlecTBnATbL NpuMBeaeHWe K 3ajaHHOMY CTaHaapTy U nepefaBaTb B LENEBYHO
cucTemy.

O6paboTka coObLITUI ANA cnyX6 MOHUTOPMHra — MO3BOJISIET co3a4aBaTb TeMbl Anga cbopa
CUCTEMHOW MH(OpMauuM, Ha KOTOpble MOXHO noAanucatb YHKUUM OBCNyXMBaHWUA WUNn
ynpaBneHusi. OTo NO3BOMSIET aBTOMATUYECKN obpabaTbiBaTb coObITUA. Hanpumep, ecnu cepeep
coobuwaer 06 owwunbke, cuctema 3anyckaeT OM3Hec-Mpouecc Ansi PEMOHTa WM 3aMeHbl
obopyaoBaHus.

MNoTokoBas cBepxonepaTUBHas aHanNUTMKa — Mo3BoNseT 0OMeHMBATLCA COOBLLEHUSMM
c obopynoBaHWeM U aHanM3anpoBaTb MOTOKU AaHHbIX, HAanpuMep, C KacCoBbIX TEPMMHArOB Ha
TOYKax npoaaXx WNM C TOProBbiX aBTOMAaTOB, YTO MO3BOMSET MOMyyYaTb OMNepaTUBHYIO
MHpOPMaLIMIO O HEOBXOAMMOCTHM NONOMHUTL OnpeaerieHHble TOBapHbIE NO3ULUN.

O6paboTka NOTOKOB AaHHbIX C YCTPOMCTB UHTEPHEeTa BeLLer — MO3BOJISIET PacnpoCTpaHATb
0oBGHOBNEHMs1 Ha Bce NoanucaHHble YCTPOWCTBA, a Takke cobupaTb MNOKasaHUsa OaTyMKOB
M paccbinatb yBe4OMITEHNS.

Arperauusi AaHHbIX W3 pas3fiIMYHbIX UCTOYHMKOB — TMO3BONISIET peann3oBaTb (PYHKUMK
arperauum 1 npeobpasoBaHUs AaHHbIX B pacnpeneneHHbIX NPUNOXEHUsX AN KopnopaTUBHbIX
BUTPUH [aHHbIX.

Peanusauma kKoHuenuuum ceTtkn AaHHbix (Data Mesh) — pacnpegeneHHon apxuTekTypbl
ynpaBneHns gaHHbIMK, NOApa3yMeBaloLLEeN AeLeHTpanmM3oBaHHy opraHmM3aumio 6e3 cosgaHus
€OMHOro XpaHunuuia OaHHbIX U 03epa AaHHbIX, NpyM 3TOM obecneudmBaloLLyto onepaTUBHbLIN
AOCTYN KO BCEM KOPMOpaTUBHbLIM JAaHHbIM 3a cyeT nHterpauum cpeacteamm Kafka n NiFi.

MNepemelleHne pe3epBHbIX KONMUI AAaHHbLIX B ApPYrue CUCTEeMbl — NO3BOISIET UCMOMb30BaTb
cepBUC «M3gaTenb — MOAMUCYMK» AN CO3OaHUs KOHBelepa nepeHoca [AaHHbix. [locne
OKOHYaHMSI pPEe3epBHOrO KOMUPOBaHWS B TeMy OTNpaBnseTcs CcoobLieHne-Tpurrep ans
noanMcaHHoOM yHKLMMW, KOTopasi 3anyckaeT NPoLecc MUrpaLumn U KONMPOBaHWUSi AaHHbIX.
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5. OTIIMMUTENbHbIE YEPTbI

NMpeumywectea MawuHbl Ckana”*p MbA.C

CKOpOCTb BBOAA-BbIiBOAA U XpPaHEeHUe

MawwuHa 6onbwunx paHHbix Ckana’p MB[.C nossonseT obpabaTtbiBaTe B napaniienbHoOM
AaCVMHXPOHHOM pexume obpabaTbiBaTb MWUNMOHBI COOOLLEHU B cekyHAOy, u obecneunBaeT
HagexXHoe npomexyToyHoe xpaHeHve. MawwuHa obecneymBaeT XpaHEHWE CyLLECTBEHHbIX
obbemoB cooOLLeHnIA, YTO HEOBXO0AMMO AN MHTerpaumm BbICOKOMHTEHCUBHbIX ERP n MES
cucteMm, cuctem aBTomatmsauum npogax, CRM- n GUNnMHroBbIX CUCTEM, aBTOMaTU3UPOBAHHbIX
BGaHKOBCKUX CUCTEM, NPOLECCUMHIOBBLIX CUCTEM, N APYIUX 3a4ady LUMPOKOro Kpyra oTpacnen.

JlnHenHaa macwtTabupyeMmocTb

KomnoHeHTbl MawmHbl nogobpaHbl M cbanaHcMpoBaHbl AN packpbiTUsSi BCEro noTeHumana
mMaclTabupyemMocTu, 3anoXeHHble B cocTaBnswolme npoaykra ADS, Takum oGpasom, YToObl
AOCTUYb NPAKTUYECKN NOBbIX NPOMYCKHbIX CMOCOBHOCTEN N HEOTPAHNYEHHOW FYOUHBLI XpaHeHUs
NpU HapaliMBaHWM KONMYECTBA Y3IOB, COXPaHSs NPy 3TOM 3KOHOMMYECKYH 3(PEeKTUBHOCTb
M Haanexaluii ypoBeHb 3KCMNIyaTauMoHHOro KayecTBa.

Bbicokas AOCTYNHOCTb U OTKa30y0TOVIqMBOCTb

Knactep rapaHTuMpyeT [OOCTYNMHOCTb CUCTEMbI C Yy4yeTom Tpebyemoro koaddumumneHTta
pennukauun. Hu ogHo cooblieHne He ByaeT yTpadeHa n Bce coobuleHns 6yayT obpaboTaHsl,
TaK Kak cuctema COXpaHsAeT MX NMPW OTCYTCTBMM aKTMBHbIX MOLMUCYMKOB, @ NPWU annapaTHbIX
cbosix Harpy3ka NepeBoOaANTCS Ha PENSIMKN COOOLLEHWIA.
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6. NTOATBEPXOEHHAA BE3OINACHOCTb

MawwuHa 6onbmnx aaHHbix Ckana” p MBL.C noctasnsaetcs ¢ ceptudpmumposarHon OC AnbT
8 CIM (ceptucpmkat CTIK 3866 ot 10.08.2018, gencteyet go 10.08.2028), koTopas:

MoxeT NMPUMEHATBLCA ONA 3allNThbl l/IH(bOpMaLI,I/Il/IZ

B 3Haunmbix o6bekTax KpUTU4EeCKon MHPOPMaLUMOHHON NHAPACTPYKTYpbl 1 KaTeropum, B
rocygapcTBEHHbIX MHPOPMALMOHHbIX cucTeMax 1 Kknacca 3almeHHOCTH

B  aBTOMaTM3MpOBaHHbLIX  CUCTEMaX  YrpaBreHUs NpPOn3BOACTBEHHbLIMM "
TEeXHOMNorM4eckumm npotueccamm 1 knacca 3almeHHOCTH

B VIH(*)OpMaLI,VIOHHbIX cucremax nepcoHaribHbIX AOaHHbIX MpU HeO6XOD,I/IMOCTVI
obecneyeHuns 1 YPOBHA 3alLNLEHHOCTU NepCOHalbHbIX OaHHbIX

B nHdbopmMaLmMoHHbIX cuctemax obLuero nonb3oBanHus |l knacca

COOTBeTCTByeT Tpe6OBaHI/IFIM cnegyrwmx HopMmaTnBHbIX JOKYMEHTOB!

«TpeboBaHMa 6Ge3onacHOCTM MHGOPMaUMM K onepaumoHHbIM cuctemam» (PCTOIK
Poccun, 2016) u «MNpodhunb 3awwmnTbl onepaumoHHbIX CUCTeM Tuna A YeTBepTOoro Krnacca
sawmTtbl. UT.OC.A4.MNM3» (PCTIK Poccumn, 2017) no 4 knaccy 3awmThbl

«TpeboBaHusa no 6e3onacHOCTN MHGOPMaLMK K cpeacTBam KoHTenHepusauuny (PCTIK
Poccun, 2022, npukas Ne 118) no 4 knaccy 3awumThbl

«TpeboBaHua no 6es3onacHOCTU MHOPMauun K cpeactesam BupTyanmsaummn» (PCTIK
Poccun, 2022, npukas Ne 187) no 4 knaccy 3aluThbl

«TpeboBaHMa nNo 6e3onacHOCTU MHOPMaLUKN, yCTaHaBMMBaOLWME YPOBHU LOBEPUST K
CpeacTBaM  TEXHMYECKOW  3awuTbl  MHOpMauum un  cpeactBam  obecneyeHuns
6e3onacHoCTM MHPOpPMaLMOHHbIX TexHororuny (PCTIK Poccun, 2020, npukas Ne 76) no
4 ypoBHIO JoBepUA

/'IpomecmupoeaHa cosmMecmumMocCmb C HallOXKeHHbIMU cpeOcmealvlu

3awumsl:

CepTndmuympoBaHHoe aHTMBUPYCHOE CpeacTBo  3awmtbl  Kaspersky
Endpoint Security ana Linux (ceptudumkat GCTIK 2534 ot 27.12.2011,
nencteyeT o 27.12.2025):

«TpeboBaHus no GesonacHOCTU MHpoOpMaLMK, yCTaHaBNMBaloLWME YPOBHU OOBEPUS K
CpeacTBaM  TEXHMYECKOM  3awuTbl  uMHOpMauum u  cpeactBam  obecneyeHuns
6e3onacHoCTM MHpopMaUMOHHbIX TexHonoruny» (PCTIK Poccun, 2020) — no 2 ypoBHIO
posepus, «TpeboBaHus K cpeactBaMm aHTuBMpycHoun 3awmtbl» (PCTIK Poccun, 2012),
«lMpochnnb 3awunTbl CPeacTs aHTMBUPYCHOW 3aluTbl TMNa b BTOporo knacca 3awmThbl.
NT.CAB3.62.13» (PCTIK Poccuu, 2012), «lMpodunb 3awimTbl Cpeacts aHTUBMPYCHON
3awmnTbl TMHa B BTOporo knacca 3awutbl. UT.CAB3.B2.M3» (PCTIK Poccun, 2012),
«lMpochnnb 3aLmMTLl CpeacTB aHTUBMPYCHOWN 3awmnTbl TUMNa [T BTOPOro Knacca 3almThbl.

CepTtudnumpoBaHHoe cpeactso gosepeHHon 3arpy3kum [1K «Cobonby»
Bepcus 4.

MoaTeBepxaaeT cooTBETCTBME TpebOBaHMSM PYKOBOASLUMX AOKYMEHTOB K CpeacTBam
JOBEPEHHON 3arpys3ku, a Takke 2 YypOBHIO [AOBEPUS CPenCTB TEXHUYECKOW 3aliuThbl
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G6esonacHocT wn obecnevyeHnss 6e30MacHOCTM MHAPOPMALMOHHBIX TEXHOMOrMn U
BO3MOXHOCTb ncnonb3osanus B NCIMOH oo Y31 skntountensHo, B TMIC go 1-ro knacca
3awmieHHocTn BknoumnTensHo n B 3OKNN o 1 kateropmm BKNIOYNTENBHO.
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7. TEXHOJIOTMYECKUE NMPEUMYLLECTBA

,D,J'Iﬂ obecneveHus OTKa30yCTOIZLWIBOCTI/I N BbICOKOW npon3BoanUTENIbHOCTU MPU NPOEKTUPOBAHUN
nporpaMmMHo-anmnapaTtHoro KoOMIJ1eKca ObiM  3anoXeHbl  TEeXHonornyeckune npuHUUNbI
N NpUMeHeH pAan TeXHNYEeCKUX peLUGHVIVI, OMUCaHHbIX HNXeE.

TexHonorn4yeckue npuHUunbI
= [ybnupoBaHune KPUTUYHbIX KOMMNOHEHTOB
= [IpMMeHeHMe BbICOKONPOU3BOANTENbHbLIX KOMMOHEHTOB
= [Opu3oHTanbHoe MaclTabupoBaHNe BbIYUCIIUTENBHBIX PECYPCOB

= CoxpaHeHne paboToCcrocoOBGHOCTU nNpu OTKase OTAESNbHbIX JNIEMEHTOB CUCTEMbI
(B OTOENBHBIX CNyYasix — CO CHIMKEHMEM NPOM3BOAUTENBHOCTI)

TexHun4yeckue peLlieHuns
= Bno4Ho-mogynbHas apxuTekTypa
= CneuuanbsHoe MO ynpasneHnsi 1 MOHUTOPWHIa
= [nybokas aganTaumsi KOMNOHEHTOB 411 COBMECTHOM paboTbl B COCTaBe NpoaykTa

= MHOroypoBHEBOe TecTMpoBaHME KOMMNSekca W ero y3rnoB W KOMMOHEHTOB Mpu
NPOM3BOACTBE AS1st UCKIIOYEHMS] OTKA30B

Apxutektypa MawwuHbl 6onbwux AaHHbIX Ckana“p MBO.C 6asunpyeTca Ha criegytolmx
npyHuMnax:

CnporHo3supoBaHHas Harpyska
= PacnapannenMBaHme Harpy3km gocturaetcd € noMoLlbo CerMmeHTUupoBaHuA

= [IponsBoanTenbHOCTb MO>HO BbIOMpaTh BCTpanBaHnem COrnacoBaHHOro
C 3aJaven OBuxKKa

BbigeneHHas ceTb BHYTPEHHEro B3aumoaencTBus

=  BbICOKOCKOPOCTHAs CceTb BHYTPEHHEro B3aMMOAENCTBUSA, yCcKopsaoLwas obMeH AaHHbIMU
Mexay y3namu, nokasaHa Ha pucyHke (Puc. 1)

= [lapannenbHasi 06paboTka 3anpocoB Ha y3nax NPUBOAUT K CYMMUPOBAHWUIO MOLLIHOCTEMN
BCEX y3/10B

= Cos3paHue napanneanoﬁ CVIHXpOHHOVI KOMun He BINNAET Ha BbIlNONHEeHne 3aaHnA

= Bce y3nbl B3anMoaencTBYOT Mexay co6oW C OAMHAKOBON CKOPOCTLIO
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Crounka N21 Cronka N92 O 0 o Cronka No8

Puc. 1 Cxema sHympeHHuUx coeduHeHul Leaf-Spine ¢ ysenuyeHuem ckopocmu
Mpu 20pU30HMAaNbHOM MacwmabupogaHuu
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ApxuTeKTypa cepBuca ovyepeneun coobleHnn Ha 6ase Arenadata ADS,
Apache Kafka

OTKa30yCcTOM4YNBOCTb

B Mopayne BblYMCNEHUS N XPaHEHUS] OTKa30yCTOMYMBOCTb peanu3oBaHa Ha YpoBHe KracTepa
Kafka-6GpokepoB. [Onsi xpaHeHusi M o6paboTkM MHopMaLMM MCNonb3yeTcs MUHUMYM [Ba
cepBepa B knacrepe. Vcnonb3oBaHve A0NONHUTENBbHBIX Y3M0B NOBbILLAET NPOU3BOAUTENBHOCTD
N HafeXHOCTb cucTtembl. KoopamHaumio BbINONHAET krnactep Zookeeper, COCTOALMMN U3 Tpex
y3roB B cocTaBe Moagyna ynpaBneHuss W pacnpefdeneHusi, KOTopbid  KOHTponupyet
N KOOPOUHUPYET COCTOSIHME BPOKEPOB, KBOTbI, Y3rbl, PENSINKA, CMELLEeHNS.

Ocob6eHHOCTHU pennnKaumm gaHHbIX

D,aHHbIe crpynnmupoBaHbl NO TeMaM, KOTOpble pa36|/|Ba+0Tc;| Ha pasfenbl, y KaXaoro n3 KoTopbixX
MOXET ObITb HECKOJTbKO pennnk — KOMuA.

Pennukn xpaHaTcsa Ha 6pokepax, kaxabli U3 KOTOPbIX MOXET XPaHUTb HECKONBKO ThICAY Pensnk
(Pwvc. 2).

: Push

lMpoalocep '

MonyuyaTtens

Mpoawocep MonyuaTtens

Mpoptocep —ﬂ—"—* - MonyuaTtens

auaan

Mpoaocep NN | A : pyn ey
nonyuatenen
rl -
e Monyyatens
""""""""""""""""""""" = [Monyuartensb

Peructpauns :
Zookeeper Py '
KnacTep

Puc. 2 lNpumeHeHue knacmepos 8 MawuHe 6onbwux 0aHHbIx Ckanap MB.C

Perncrpauus
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NMpumeHeHuMe Knactepos

Knactepbl  pewarwT  3agauv  pasgenenHns OaHHblX,  pacnpefeneHus  Harpysku
n macwrabunpoBaHua TeM. OTKa3oyCTONUYNMBOCTL 06ecnevmBaeTcsi C MOMOLLBIO pPENfNKaLnN.

Pennuku genarca Ha aBa Tvna:
= Beaywme — pennuku, Yepes KOTOopble BbINOMHSATCS KNMEHTCKME 3anpochl

= Begomble — pennunku, KOTopble KONMUPYOT COOOLLEHMS U3 BeAYLLEN PensvKu, TEM CaMbliM
noaaepXunsas akTyanbHOe COCTOSIHUE MO CPaBHEHUIO C HE

an/IMeHeHI/Ie KIimfaCTepoB MNO3BONAET pacllnpuUTb obbem XpaHeHnsA COO6LLI,GHI/1[7I N CHATb
orpaHn4eHunda pecypcos.

Taike knacTepbl Npy HEOOXOAMMOCTM NO3BONSAT pas3densaTb AOCTYM K 3anpocam.
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ApxuTteKkTypa cepBuca npeobpasoBaHusa AaHHbIX NiFi

MawwuHa 6onbwmnx gaHHbIX Ckana”p MBA.C npegoctaenseT rubkocTb B Bbibope cnocobos
paboTbl C AaHHLIMM U B 3aBMCUMOCTWU OT KOHpMrypaumm, BKNOYaeT cepBuc npeobpasoBaHus
JaHHbIX Ha 6a3e MO NiFi.

Cuctema noaaepXuBaeT MHOXECTBO NPOLECCOPOB ANt paboTbl C pasHbIMM UCTOYHMKAMM
AaHHbIX:

Mpoueccopbl ansa NiFi (Puc. 3)

Mpoueccopbl 3BneYeHnsa aTtpnbyTos
Mpoueccopbl goctyna k 6a3e gaHHbIX
Mpoueccopbl NpMemMa AaHHbIX

Mpoueccopbl Npeobpa3oBaHnst JaHHbIX
HTTP-npoueccopsl

Mpoueccopbl MapLpyTM3aumm 1 NocpegHNYecTsa
Mpoueccopbl oTNPaBKN AaHHbIX

Mpoueccopbl pasgeneHns n arperauum
Npoueccopbl CUCTEMHOIO B3anMogencTBns

Mpoueccopbl S3

Kafka — > Spark Streaming ‘l

> HDFS

|

R AHanutuyeckune
Hive CUCTEMbI

|

Elastic Search “"

NiFi  —

Postgres

Puc. 3 lMpoueccopsi NiFi
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Ypo6¢cTBO paboThbl ¢ MHTEPhEeNnCcoOM ANA UHTerpauum

Cuctema umeeT yaobHbii BeG wuHTepdenc (Puc. 4), nNo3BonswowWwMW nerko HacTpauBaTb
kKomnoHeHTbl NiFi.

* oWy - @

£ NIFiB443 & NiFi{nnac) My Nifilssues B ASF GiLNiFi ETINiFiCocs @ NiFi(Onyaraproves.. * NiFi Private Muil ) sscurity@nao B deverifispechenry (S usersmniispache.cry  NiFi Festure Propos.. B Hortonworks = Other Bookmarks.

0 0/ 0hytes 0 0 0 L 13 (] ¥ 1 2 11:45:52 PDT Q m

| @ savicae =]

aa Ik

& crersie

tyten
i 010 apes)
e 55 00:00:00.007

Nifi Flow

Puc. 4 lNpumep uHmepgpedica NiFi
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8. COCTAB PELWLEHUA

Hwxe npuBeaeHbl TEPMUHbI, UCMNoMb3yeMble Ana komnnektaunm MawmHbl 60NbWNX AaHHbIX
Ckana”p MbA.C.

MawwunHa — 310 Habop annapaTHOro 1 nporpaMmmHoro obecneveHusi B Buge Mogynen Ckana’p,
COeQIMHEHHbIX BMecTe Ansa obecneyeHns onpefeneHHoro metoga 06paboTKM AaHHBIX WK
npegocrtaeneHnsa NT-cepBncoB € 3aaHHbIMN XapaKTEPUCTUKAMMU.

Bnok — rpynna Moaynen, BbINONHALWNX e4UHYI0 PYHKLUIO B OOHON UITM HECKOSIbKUX CTOMKAaX.

Moaynb — 370 eguHmua noctaskm MawuH Ckana’ p, BbiNonHsALLWas onpeaernenHblie yHKUMm
B COOTBETCTBUM C €e HasHadeHveM. Moaynb ABNsieTCA €4uHbIM UM HeAenMMbIM 3f1EMEHTOM
cneundukaumm n cogepxmt Habop annapaTtHbIX Y3noB 1 nporpammHoro obecnevenus (MO).

Y3en — 3710 anemeHT Mogyn4, BeINOMHAKOLWUWIA onpegerneHHyto 3agady B coctase Moayns.

Cekuma (ctomka) — Habop dyHKUMOHanbHbIX BnokoB MoaynbHOM apxuTekTypbl MawwuH
Ckana’' p, 06beguHEHHbIX B OAMH CEPBEPHbIN LIKad.

dopmMupoBaHMe peLleHns OCHOBAHO Ha MpuHUune pasgeneHus Ha brokn n Mogynu. Kaxabin
n3 bnokoB koMnoHyeTca wu3 Habopa cTaHgapTHbix Mopgynen. 3tum  obecnednBaeTcs
yHMBEpCanbHbIN noaxon, Oonee BbICOKUA  YPOBEHb TEXHOMOrMYHOCTM M HALEXHOCTU
akcnnyataumn. Moaynu, B CBOO ovepeab, hOpMUPYIOTCS U3 O4HOIO UM HECKOSbKUX Y310B.

MawwuHa Ckana”p MBA.C coctouT 13 cneaytowmx bnokos (Puc. 5):

Bnok MOHUTOPMHra u permcTpauum

MALMHA GONBIINX RAHMED

Bnok ynpaBneHusa u pacnpepneneHns

| .
ckana’p i' I 7‘

Brnok BblYucneHns u XpaHeHuA

Bnok pe3epBHOro KONUPOBaHUA

Puc. 5 broku 8 cocmase MawuHbi 6onbwux daHHbix Ckanap MB/.C
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O6wasn cTpyktypa MawmnHbI

CrpykTypa MawwuHbl NpeacraeneHa Ha Puc. 6.

OBA3ATE/bHbIA HABOP

bazosbin Mogaynb ynpasneHua
MoAaynb W pacnpegeneHua

I T g
w | eS
| =0 | (IIIIITH =
| . ’ =
y =E=====1Rl] ! ’

1 - 7

| o /

I ! ]

! . 1

: |

‘ D = '

; L\} @ I :

| t

‘ i

‘ |

‘ |

‘ |

| :

BAPWAHTbI PACLUVPEHWA

,ﬂOl’IOﬂHMTEﬂbeIe MOAYNUN BbIYNCNIEHUA U XPaHEHUA

@ @ 1
8 :
@ @ !
:

Mopynu pe3epeHOro KOoNMpoBaHUA
!
B! ! ‘

Puc. 6 MpuHyunuansHas cxema Mawuxe 60nbwWUx 0aHHbIX Ckana’p MB/L.C

ObsasatenbHbIn Habop coctomT M3 basoBoro mopyns, coctosiwero n3 broka kommyTauum
n arperauum n bBnoka MOHUTOpUHra WM peructpaumm, Tpex-y3noBoro Moayns ynpaeneHus
n pacnpegenexusi u Mogyns Bbl4McneHns n xpaHexus. [lononHntensHo basoBbi Moaynb MOXeET
ObITb pacwmpeH AononHuTenbHbiMM Moaynammn BblMUCIIEHNA W XpaHeHnuss n Mogynamum
pe3epBHOro KONMPOBaHMS.

BasoBbi Moaynb

basoBbii Mogynb — ocHoBa MawuHbl. Moaynb Bkno4vaeT B ceba  y3nbl CETEBOro
B3aMMOAENCTBUSA, MOHWUTOPUHIa W peructpauuun, ysen cetesBoro ynpasnenus (Puc. 7).
OH obbeaunHseT Bce Mogynu u yansl MawuHbl 1 cnocobeH AOYKOMNMEKTOBbIBATLCA OTAENbHO
CTOSALLMMUN CEKLMAMU (CTOMKaMM) pacLLUMPEHUS.
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Puc. 7 ba3osbil Modyrnb
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MawwuHa 6onbwmnx gaHHbIX Ckana”p MBA.C. TexHn4yeckun o0630p

briok obecneunBaeT nepegavy gaHHbIx mexay anemeHTamm MawuHbl Ckana”p MB[L.C (ceTb
BHYTPEHHEro B3auMOAencTans), MHPOPMaLMOHHBLIN OOMEH C BHELLHMMK CETAMM (CETb AOCTYyNa),
a Takke HU3KOYypOBHEBOE YnpaBrieHne yanamu (CeTb MOHUTOPUHra W  ynpaBrieHns).
OddhekTnBHOE CceTeBOE B3aMMOOEWCTBME SBMSIETCS BaXHbIM aktopoMm Agnsi GbICTporo
N HageXHoro (pyHKUMOHNpoBaHMs MalunHbI.

Cxema ceTeBOro B3aMmogencTemsa npegcraesneHa Ha Puc. 8.

PeannsoBaHHble noaceTun

Internal VLAN — BblgeneHHas ceTb BHYTPEHHEro B3auMMoAencTBusi Onsi obmeHa
OaHHbIMKM Mexay y3namu MalmHbl, ceTb pe3epBHOro KONMpoBaHUs, CETb KITacTEpPHOro
B3anmoaencTBus. Ha cxeme Hmke 0003HauYeHa cTpenkaMm opaHXeBoro LiBeTa

External VLAN — ceTb Ans noaknoyeHust K cepsBucaMm MalMHbl  BHELUHMX
nonb3oBaTtenen u NpukNagHbIX CUCTeM, NOOKITHOYEHNE K cepBepy ynpaBneHns. Ha cxeme
HWKe 0603Ha4YeHa CTperkaMm YepHoro ueeTa

CeT MOHUTOPWHra WU ynpaBrieHuss — OOMeH CRny)XeOGHbIMU AaHHbIMK, OaHHbIMK A4S
MOHUTOPMHIa W CeTb ynpaBneHusi y3namy MaluHbl Ha cxeme Huke o0603HayeHa
CTpenkamu cuHero ugeTa

CTpeJ'IKaMVI 3efeHoro LpeTta 0003Ha4YeHbl COeaVHEeHUs KOMMYTaTtopoB MeXxay cTonkamm
C arpermpoBaHHbIM Tpa(bl/IKOM.

8% 25Gbs 8* 25Gbs

win wwm
4*100Gbs
SFP

[ == [FE]

4+*100Gbs
SFP

win
2+100Gbs
SFP

1*100Gbs l

i jiiij

1*100Gbs
BrH SFP

| |
v v J v v v v v v v

weas wees weas seus | YPOLEB:EE oo [

=

2 *100Gbs 2 *100Gbs 2 *100Gbs

SFP SFP SFP
=~ LY LA

Lo 12-tn cepeepos [o 12-tn cepeepoB 0o 12-tn cepeepoB

Cronkn1.1n 1.2 Crovikn 2.1mn 2.2 Croiikmn 8.11m 8.2

Puc. 8 Obwast cxema cemeli BHympeHHe20 83aumodelicmeausi
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MawwuHa 6onbwmnx gaHHbIX Ckana”p MBA.C. TexHn4yeckun o0630p

KomnnekT y3noB ceTeBOro B3ammoencTeus

Y3nbl ceTeBOro B3aMMOAENCTBUSI MnpeacTaBfieHbl BHYTpM MalwuHbl B BuAe BUPTyarbHbIX
KOMMYTaTopoB, COOpaHHbIX Mo TexHonorum MLAG 3 AByX BbICOKOCKOPOCTHbIX annapaTtHbIX

kommyTaTopos (Puc. 9).

MO/YNb ATPEFALIWM B |
basosom moayne

Puc. 9 Y3nbl cemesoeo 83aumodeticmausi

CeTu MOHUTOpPUHra u ynpasneHma MawmuHbl
Ha pucyHke Huxe (Puc. 10) npeactaBneHa apxmtekTypa ceTu ynpaBnieHus:
= PXE (OS) VLAN — ceTb ansa pasBepTbiBaHUsS onepauuioHHon cuctembl no PXE,
nnatcopmbl MB[, MOHUTOPUHIa (CTPENKM OpaHXeBOro uBeTa)
= Arperauma (Ring VLAN) — pesepBHas ceTb KnacTepHOro B3avMOAEWCTBUSA, OO0CTYnN
K IPMI (cTpenku 3eneHoro useTa)

= |PMlI VLAN — ceTb ynpasneHus obopygoBaHueM 4epe3 uHTepdenchbl yaaneHHoro
ynpasneHns (CTpenkn CMHero uBseTa)

Arperauws 8 ceTb 3aKkasunka Arp‘erauua
2*10Gbs 2*1Gbs
SFP R4S

Il | |
i . | - . .
e I i [T o0 o e T
» . A
= =/ =
oS IPMI 0s IPMI oS IPMI
> 1Gbs 1Gbs | L > 1Gbs 1Gbs > 1Gbs

1Gbs
Ri4s Rlas RJ45 RI45 Rl45

RJ4S
=— =— —=

[o 12-tv cepeepos Ao 12-Tn cepeepos

Ao 12-Tu cepepos

Cronkmn 1.1mn 1.2 Croitkn 2.1mn 2.2 Cronkn 8.11n 8.2

Puc. 10 Obwjas cxema cemel MOHUMOPUHaa U yrpasneHusi
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MawwuHa 6onbwmnx gaHHbIX Ckana”p MBA.C. TexHn4yeckun o0630p

CeTeBoW y3en ynpaBrieHUA

CocTouT 13 0gHOro KoMmyTaTopa ceTeBoro ynpasneHunsa ¢ noptamum 1 n 10 Gigabit Ethernet ans
opraHv3saumm noaceTen MOHUTOPUWHIA, yrpaBneHms u cnyxebHoro obmeHa (Puc. 11).

Kcrng
3aKa34UKa 1
l’ \>
‘ Y3Nbl CEKUMM
\
- \
(_:.L:-Lf" Y3t Yi ABJIEHMA
»— |
e errerrrtey ) P e e e N
1x = = 1 ¥3Nbl CEKUMM PACLLMPEHMA |
= \ /
LT L H el b
/" CETEBOMY3EN YIPAB/EHMAB
\ Basosom moayne )
Puc. 11 Cemesoli y3en ynpasneHusi
Mopaynb arperauum
Mogynb arperauMmm — napa BbICOKONPOU3BOAUTENbHBIX KOMMYTATOpOB, COOpaHHbIX

no texHonormm MLAG pgns arperaunm KOMMYTaTOPOB CETU BHYTPEHHErO B3anMMOAEWCTBUS,
npumeHsieTcs, korga MawuHa npeacraBneHa MHOXECTBOM Y3S10B, YCTAHOBMNEHHbIX B OTAESbHO
CTOALLMX CTONKaXx, MpuMeHsaeTca npu macwtabvposaHu MawuHbI.

Mopaynb arperaumu yctaHaBnuBaeTcsi B bas3oBbii Mogynb B Tex criydasix, Korga yxe HeT
[OCTYMHbIX NOPTOB B 6a30BOM KOMMIEKTE Y3110B CETEBOrO B3aUMOAENCTBUS.

Mogynb cocTouT 13 y3roB ceTeBon arperaumm (Puc. 12).

Pl e

| Chananp MBA.C — Moaynb ArPEFALIMM

FE_E B N B X
--'—--J

-----------------'{

Puc. 12 Modyrnb aepeaayuu
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MawwuHa 6onbwmnx gaHHbIX Ckana”p MBA.C. TexHn4yeckun o0630p

Bnok MOHUTOPUHra u perucTpauum

Bnok MOHUTOpMHra M permcTpauum COCTOMT M3 ABYX Y3M0B MOHUTOPUHra M perncrpauuu,
Bxogawwmx B coctaB basosoro moaynsa MawwuHbl. OH obecneumBaeT ynpaeneHme MawunHomn
Ha BCeX aTanax XXM3HEeHHOro LMKna NnporpaMMHbIX U annapaTHbIX KOMMNOHEHTOB.

OcHoBHbIe hbyHKUMM yripaBneHnUsa peanusyrotcs ¢ nomoluysio MO Ckana”p

KOHTpOJ'Ib pa3BepTbiBaHNA KOMMNOHEHTOB MawunHbI

MoHuTOopuHr 1 Bu3yanusaumsi pabotbl ceTn n obopyaoBaHWs, BXOASLLEro0 B COCTaB
MaLumnHbI

HakonneHne gaHHbIX 0 yHKUMOHMPOBaHMM MaluuHbI s aBTOMaTU3NPOBAHHOW U/Unu
PpYy4YHOW ONTUMU3ALMM HACTPOEK annapaTHOW 1 NporpamMmMHoOn NnatopMbl

ABTOMaTU3NPOBAHHOE pearMpoBaHve Ha HebnaronpuaTHble COOLITUS UM OTKNOHEeHWUS
napameTpoB yHKUNOHMpoBaHNA MalwmnHbI

CHWXEHNE BNUSIHUS 4YerioBeYecKkoro akTtopa — COKpalleHUE PUCKOB, CBSI3AaHHbIX
C owmbBKamu 3KCnyaTUpytoLLero nepcoHana

Bnok MoHuTOpUHra u peructpauum (Puc. 13) cocTouT 13 ABYX BbICOKONPOU3BOAUTENBHbIX Y3108,
00beaMHEHHbIX B KrnacTep OTKa30yCTOMYMBOW KoHdurypauun. MoxeT ObiTb paclumpeH
YCTaHOBKOW AOMNONHUTENBbHOrO Moayns pacluMpeHnst MOHUTOPUHIa U perucTpauum.

MOAYNb CETEBOTO 3
B3AMMO/ENCT BUA CEKUMM }

-

Puc. 13 Y3561 MOHUMOPUH2a U peaucmpayuu

Kaxpgbli y3en MOHUTOPUHra U permcTpauum onTMMM3NMpPOBaH ANA CBOMX crieuuduruyeckmx

3apav

NcnonbsyeTr SSD ans obecnedyeHns BbICOKOW MPOU3BOAMTESNBLHOCTU NPU XpPaHEHUU
CNyXebHbIX JaHHbIX

Copepxut BblaeneHHble SSD anga 3arpyskun OC

OcHalueH gsyxnoptoBon ceteBon kapton 100 Gigabit Ethernet ana opranHnsauumn cetn
BHYTPEHHero B3anmogenctens B pamkax MawwmHbl

NwmeeT 2 nopta 1 Gigabit Ethernet ansa ceten ynpasneHus n IPMI

Copepxut aBa 6r10ka NMTaHUsS B pexnme pesepBupoBaHns no cxeme (1 + 1)
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MawwuHa 6onbwmnx gaHHbIX Ckana”p MBA.C. TexHn4yeckun o0630p

= [meeT gBa npoueccopa
= Wcnonbayet ot 256 6anT O3Y

MpumeHsieMoe nporpammHoe obecne4yeHune

= OC: AnbT JlInHykc Cepgep ¢ BupTyanusaumen AnbT BupTyanusauns
= MoHuTopuHr u ynpasenexue: NO Ckana”p BusnoH
= YnpaeneHue akcnnyaTtauuen: N0 Ckana”p NeHom
= [10 Arenadata Cluster Manager (ADCM) n ytunutsl

MOAyﬂb pacmpeHna MOHUTOPUHIa N perncTpaunm

= [obGaensetcs B MawwmHy, ecnn ectb TpeboBaHne Ha yBENNYEHNE OTKA30yCTOMYNBOCTU
CUCTEMbl MOHUTOPWUHIa M perncTpauum, npu UCNob30BaHUM MHOTOYHKLMOHAbHOM
MawuuHbI, kpaTHO KonnvecTBy gobaensiemblx pyHkunn (Puc. 14)

s
) Crananrp — Moaynb PACLUMPEHMA
| MOHWTOPHWHIA U PETUCTPALIMKA

%nm MOHWTOPMHTA U PETUCTPALIMM)
- E |
PN P

oy v
| Zx - -

- s = s = .= e

\

----------------#

Puc. 14 Modyrnb pacwupeHusi MOHUMOPUHaa U peaucmpayuu

26 3 40



MawwuHa 6onbwmnx gaHHbIX Ckana”p MBA.C. TexHn4yeckun o0630p

Bnok ynpaBneHus u pacnpepeneHus

OcHoBHoe npeaHasHavyeHue bnoka-Mogyna — ynpaBneHne cuHxXpoHusaumen pennuk b
N nogaepxaHme oTkasoyctonumeoro knacrtepa Zookeeper (Puc. 15).

Puc. 15 bnok — Modynb ynpasneHusi u pacrpedeneHusi

Kaxabin y3en ynpaBneHusi U pacnpegerneHus

=  Wcnonb3yer SSD ana obecneyeHus BbLICOKOW MPOU3BOAUTENBHOCTM NPU XPaHEHUU
CNy>XeBHbIX AaHHbIX

= Copepxut BblgeneHHble SSD ans 3arpysku OC

= OcHauweH gByxnoptoBoun ceteBon kapton 100 Gigabit Ethernet gns opraHmsauumm cetn
BHYTPEHHEro B3anmogencTansi B pamkax MawwmHbl

=  Wmeet 2 nopta 1 Gigabit Ethernet ansa ceten ynpasnenus n IPMI
= CopepxuT aBa 6noka nMTaHusa B pexunme pesepBnpoBaHus no cxeme 1+1
= KmeeT AgBa npoueccopa

= Wcnonb3yeT pa3nuyHble o6bembl namstn O3Y B 3aBUCMMOCTU OT TWMNa y3na 1 NPOEKTHOro
peLueHus

OcHoBHas ctonka KommyTaumoHHoro mogyns

Moaynb ycTaHaBnMBaeTCA B OTAENbHYD CTOWKY, MNPUMEHAeTCaS AN TrOpPU30HTanbHOro
mMacwtabnpoBaHs MawmnHbl cBEpX NOPTOBOM eMKOCTM Ba3oBoro moayns n MoxeT coaepxaTb
cnegyowme suabl Mogynen MawwmHel (Puc. 16):

= Y30kl CETEBOr0 B3aUMOAENCTBUS, BbIYNCIIEHNSA U XpaHeHNA, ceTeBble y3Iibl ynpaBlieHUsA
" MOﬂ,yJ'IVI BblHUCNEHNA N XPaHEHUNA

= Mogaynu pe3epBHOro KonMpoBaHus
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KMoayno
:
ArPErALLMM
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! ckanane meAa.C
) MoAayNnb KOMMYTAUMM,
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Puc. 16 Modyrnb KoMMymauyuu, 8bIHUCIEHUST U XPaHEHUs

ﬂpmmeHeHme OONOJNTHNUTENbHbIX CTOEK 06ycnaBn|/|BaeTc;| Tpe6OBaHI/IFIMI/I n orpaHn4yeHnAamMmn

WHXXEHEPHON WHMPACTPYKTypbl 3akasdmka, B TOM 4ucrie — no Jonyctumon notpebrnsemon
MOLLHOCTU N OONYCTUMOMY TEensioBbIAENEHUI0 Ha OTAESbHbIA CepPBEPHbIN MOHTaXHbIW LIKad
(cTowky).

K no6omy ocHoBHOMY Moaynto MOXHO A06aBUTb OAHY UMW ABE AOMNONHUTENBbHBLIX CTOMKM.

FopusoHTansHoe maclTabupoBaHe NPOBOAUTCS B HECKOIbKO 3TanoB:

MepBbIN aTan — 910 ycTaHoBKa Moaynen gononHuTtensHo k basosomy. Kak npaeuno, ato
BO3MOXHO, NMOKa No3BONIiET NpedesibHas MOLLHOCTb 3HEePronoTpebdneHns nepBor CTOMKK
1 NOpPTOBasi EMKOCTb KOMMYTaTOPOB

[lanee yctaHaBnvMBaeTCcsi OOMOMHUTENbHAsA OTAENbHO CTOsLLAsA CTOWKa, B KOTOPOW
pa3smeLyatoTcs Moaynm ropu3oHTanbHOro MacliTabrupoBaHus, BbIYUCIIEHUS U XPaHEHMS,
M pe3epBHOr0 KOMUPOBaHMA. Takoe pacluMpeHve BO3MOXHO [0 [OOCTUKEHUS
OrpaHMYeHUst KONMYECTBa NOPTOB B Y3Nax BHYTPEHHEro B3aUMOAENCTBUS NEePBO CTOMKM

YcTraHoBKka [OMNOMHUTENBbHOMW MOSTHOLLEHHOW BTOPOW CTOWKW  BLINONHAETCA Npwu
AOCTWXXEHUM OrpaHNYEHNsA KonmnyecTsa NOPTOB BHYTPEHHErO B3aMMOAENCTBUSA B NEPBOW
N OONOSTHUTENBHON OTAENbHO CcToAWEen cTonkn. CTonka BKkNtoYaeT B cebs Habop y3nos
CEeTEBOro B3anMOLENCTBUSA U TpebyeT yCcTaHOBKMN AononHuTenbsHoro Moayns arperauum
B NepBYyto CTOWKY ¢ basoBbiM Mogynem
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Bnok BblYMCNEeHus u XpaHeHus

Bnok BbluMCNEHMA W XpaHEHUs COCTOUT U3 TUMNOBbLIX Moayrnen BbIMUCIIEHUA WU XpaHEeHUA
B MCMONMHeHUn n3 3-X y3rnoB kaxabln (Puc. 17). Y3nbl coeguHsawoTca ¢ Mogynem ceTeBoro
B3aMMOJENCTBUS N CETEBLIM Y3IIOM YrpaBeHus.

/ I N I N WD W I > ~
Crkana™r MBA.C
y MoAyNIb BBIMUCIIEHUA M XPAHEHUA TUN 12]3

Y3/bl BIYMCNEHWA U XPAHEHUA
™mn 1|2 ‘

[l

e

(
|
| =
|
|
(

- em an em on -
e e —

Puc. 17 Modynb ebiqucneHus u xpaHeHuss mun T (3 y3na)

Kaxnbi oTAenbHbIN y3en BbIYUCIIEHUSI U XPaHeHUS

CopepxuT BblgeneHHble Hakonutenu SSD gnga 3arpysku OC

WMcnonbayet rnoKanbHble SSD ans pasMeLleHus obpasoB OaHHbIX
n xypHanos (RAID 10), 4yto ob6ecneuynBaeT noOBbIWEHNE MNPOU3BOOUTENBHOCTU
(HeT HeoBXOQNMOCTY AOMNOMHUTENBHOrO BHELLUHEro 06MeHa C CUCTEMON XPaHEHUs)

MmeeT pybnvpoBaHHble mHTepdenchbl AaHHbix (cTaHgapT IEEE 802.3ad LACP) —
NOBbILLUEHNE MPOU3BOAUTENBHOCTN, OTKA30YCTOMYMBOCTbL (B Crydyae oTkasa OAHOro
N3 NHTEPEENCOB BO3MOXHO CHIKEHME NPOU3BOANTENBHOCTN)

OcHaweH payxnoptoBbiMn ceTeBbiMM kapTamyn 100 Gigabit Ethernet gns cetum
BHYTPEHHero B3anmoaencTemsa B pamkax MalumHbl

Copepxut gBa 6noka nuTaHns B pexnmve pesepsrpoBaHus no cxeme (1 + 1)

MmeeT aBa npoueccopa

Ucnonbayet 512 MGant O3Y B yane 1-ro tmna n 256 M6ant O3Y B y3ne 2-ro tuna

MpumeHsiemoe nporpammMHoe o6ecneveHune

OC Anbt 8 CI1
CneunanbHas Bepcusa nnatgopmbl ADS

YnpaBneHue knactepom cpeacteamm naketa ADS
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Bnok pesepBHOro KonMpoBaHUA

OcHoBHOe npefgHasHavyeHne Bbrnoka — 3anucb M XpaHeHWe pesepBHbIX KOMUK, a Takke WX
BOCCTaHoBreHue. bnok cobupaetca ns Mogynen pesepBHOro KonupoBaHus. Kaxabln Takon
Mogynb cocTonT 13 0gHOro y3na pesepBHoOro konuposaHus (Puc. 18). AsnseTcsa onumoHasnbHbIM.

/! ~
} CrANARP MEA,C |
)} MO/Iy/lb PE3EPBHOIO KOTIMPOBAHMA |
| - e e |
) Y3EM PE3EPBHOMD HDHHF‘DB.&HHH |
o
| - |
| +No | E |

7’/

\-----------------

Puc. 18 Modynb pe3ep8HO20 KonuposaHusi

Kaxxabi oTAenbHbIN y3en pe3epBHOro KONMpoBaHUA

CooepxunT BblgeneHHble Hakonutenu SSD agna 3arpyskm OC — obecnedveHne
OTKa30yCTONYMBOCTU

MpumeHsieTca annapaTtHbli U nporpammMHbin RAID B 3aBMCUMMOCTY OT KOHAQUrypaLmm
OcHauweH ot 14 HDD ansa xpaHeHust AaHHbIX

UmeeT pybnupoBaHHble uHTepdenchbl AaHHbix (cTangapT IEEE 802.3ad LACP) —
NoBbILLIEHNE MNPOU3BOAUTENBHOCTU, OTKA30yCTOMYMBOCTL (B Cryvyae oOTkasa OOHOro
N3 NHTEPdENCOB BO3MOXKHO CHUXXEHNE MPOU3BOAUTENBHOCTHN)

OcHalueH gByxnoptoson ceteBon kapton 100 Gigabit Ethernet ana cetn BHyTpeHHero
B3auMoaencTBus B pamkax MalluvHbl

Copepxut aBa 6noka nMTaHus B peXXmMMe pe3epBrMpoBaHus no cxeme 1+1
MmeeT aBa npoueccopa
Wcnonbayet ot 384 N6ant O3Y

MpumeHsiemoe nporpaMmMHoe obecneyeHune

[na co3gaHvs pesepBHbIX KONUKW MCNONb3ylTcAa BCTpoeHHble B MO Arenadata cpeactsa
pe3epBHOro KonMpoeaHus. PesepBHOE KOMMpOBaHUE paccuuTbiBaeTca Angd MUHUMYM 4-X KOMui
MakcumanbHow 6asbl.
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Cucrema ynpaBneHus akcnnyaTtauuen Ckana’p NeHom

B MawwuHe Oonbwux paHHbix Ckana’p MBA.C npumeHseTca chneunanm3MpoBaHHOe
nporpammMmHoe obecnedeHne Ckana’p FeHom.

[aHHbIN NporpamMMHbIN NpoayKT obecneymBaert:
= ABTOMaTM3auMo 0OGHOBNEHNIN N BOCCTAHOBIEHMSI KOMNOHEHTOB MaluMHbI
= BepeHwue anekTpoHHOro nacnopta MawuHbI
= OTcnexmnBaHue COCTOSHUA y3roB
= OTcnexnBaHme KoOHUrypawumm nporpaMmHo-annapaTHoro coctasa MawmHbl

= CHWKEeHUe BNUSHUA YernoBe4vyeckoro akTopa — COKpalleHUEe PUCKOB, CBS3AHHbIX
C owmMbKamu aKCnyaTUpytoLLero nepcoHana

MO Ckana” p NeHomM ycTaHaBnNuBaeTcsa Ha y3rnbl Mogyns MOHUTOPUHIa U permctTpaummn.

Cucrtema moHutopuHra Ckana” p BusmoH

B MawwuHe Oonbwunx paHHbix Ckana”p MBA.C npumeHseTca chneunanm3MpoBaHHOE
nporpammMmHoe obecneveHne Ckana’ p BuamnoH.

[aHHbIN NporpamMMHbIA NpoayKT obecneymBaert:
= COop AaHHbIX 0 KOHUrypaumm anemeHToB MalMHbI
= KoHdurypupoBaHne METPUK MOHUTOPUHIa, HACTPOWKY NpeaynpexXaeHnn

= XpaHeHue MeTpuK C BO3MOXHOCTbI HACTPOWKWU rNyOuHbI XpaHeHUs U yrnpaBneHus
YKM3HEHHBIM LIMKITOM XPaHUMbIX AaHHbIX

= MOHWUTOPWHT U3MEHEHMI OGBEKTOB KOHTPOJISI B peXXUMe, 6nM3KoM K pearibHOMY BpeMeHM

= YcTaHOBKY MHOPMaUMOHHBLIX NaHenen ang kaxagoro tuna MawmH
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9. CNEUND®UYHDBIE YEPTDI

MpoektupoBaHne 1 peanu3auus MawuHbl 6OGonbwnx AaHHbIX Ckana’p MBA.C
OCYLLECTBIIANMUCH C YY4ETOM psiga BblIOpaHHbIX NPUOPUTETOB, OKa3biBaOLMX HENOCPeaCTBEHHOE
BNUSIHNE Ha OYHKUMOHAaNbHbIE 1 3KCMyaTauMOHHbIEe nokasaTtenn. Hanbonee 3Ha4YMMble U3 HUX
cnegywouiue:

lpuopumem obecrie4yeHusi coxpaHHOCMuU OaHHbIX
rneped rnoabiWeHHoU 0oCcmyrnHOCMbH

OdbdexkT:

= [apaHTUs COXPaHHOCTU AaHHbIX NpK NMOObLIX OTKasax
=  BbICTPOe BOCCTAHOBIEHME U3 PEe3EPBHbIX KOMWUiA B criyyae c6oes

= B psige cueHapueB BO3MOXHbl OOHOBPEMEHHblE OTKa3bl Pa3HbiX KOMMOHEeHTOB 6e3
noTepun AaHHbIX

Peanu3sauyus eblqucriumernbHo20 br10Ka Ha aririapammHydom peweHuu
eMeCcmao ucriosibsoeaHusd eupmyaanOL"/ cpeab/

OddexT:

=  MakcuMyM nNpou3BOAUTENBHOCTM Ha [AdaHHOM obopydoBaHuM (HET noTepb Ha
npeobpa3oBaHKsa cpeabl BUPTyanu3auum, npoyme ceeaeHbl K MUHUMYMY)

= [loBblWIeHNE HAOEXHOCTH peLweHnda (HeT OONOJTHNUTENBbHOIo NporpaMmMHoro CJ'IOFI)

lNpumeHeHUe cmaHOapmMHO20 8bICOKOHA0EXHO020 U Mpou3800UMebHO20
obopydosaHusi 8 kKadecmee nramagopMbi 011 pasMeu,eHuUsi KOMIMOHEHMO8
pelweHusi 83aMeH yHUKallbHbIX arnnapamHbiX pa3pabomok

OddekT:
= ObecnevyeHne CcTabuNbLHOrO YPOBHS MNPOU3BOAUTENBHOCTM (KOMMOHEHTbLI MPOBEPEHbI
BpeMeHeM)

= [loBblWeHNE HAOEXHOCTUN peLleHNs (HET YHMKaIbHbIX 9N1eMEHTOB)

= CHWXEHMEe CTONUMOCTH conpoBoXaeHn4 (,D,OCTyFIHOCTb ANEeMEeHTOB MNpu BbiIXxoge U3 CTpOFI)

B0o3MOXXHOCMb NpUMEeHEeHUsT MUroabiX U CMOPOHHUX peweHul Orsi
MOHUMOPUH2a U yripaesseHusi 8 O0NosIHeHUe K rnpedycmaHo8/1eHHbIM

OdhdexkT:
= CoxpaHeHue paHee cAenaHHblX WHBECTUUMA B CUCTeMbl ynpasnenus WUT-
WMH(paCTPyKTypOr

* B0O3MOXHOCTb MOCTPOEHMSI CKBO3HbIX CUCTEM YMNpPaBIiEHUS, B KOTOPbIE UHTErpMpytoTCS
MawuHbl 1 B koTOpbix MawmnHa 6onbwmnx gaHHbix Ckana”p MBA.C — nuwb oguH 13
3N1EeMEHTOB
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10. TFAPAHTUPOBAHHOE KAYECTBO

MawuHbl 6onbwnx AaHHbix Ckanap MB[MO.C co3gatoTcss Ha OCHOBe MOATBEPXKAEHHOWM
apXUTeKTypbl C MPUMEHEHNEM MPOBEPEHHBIX KOMMOHEHTOB B TECHOM COTpPyOHUYeCTBe
C NPOVN3BOANTENSAMM U TEXHONOMMYECKMMIN NapTHEPAMU.

NMpounsBoacTBo (c60pka MawmHbl M NnpeayctaHoBka M0O)

Mpn Npou3BOACTBE MCMONb3YTCA TOMbKO BbICOKOKAYeCTBEHHbIE KOMMMEKTyowune, a cbopka
NpoayKLMK OCYLLECTBSIETCS CTPOro B COOTBETCTBUN C TEXHONOMMYECKMMN KapTamu. [epBudHoe
passepTbiBaHue MO ocyLecTBnseTca B aBTOMaTUYECKOM PeXMME, OMNOMNHUTENbHbBIE HACTPOMKN
MO ocywecTBnAlTCA B COOTBETCTBUM C  YTBEPXKOEHHOM MOLIArOBONM  MHCTPYKUMEN.
CdopmumpoBaHHaa MawmHa TwaTtenbHO TeCTUpyeTcs, Takum 06pa3om OTKNOHEHMS OT TUNOBOIO
peweHuns Ckana” p MBA.C nckntoyeHbl.

NMepepaya B akcnnyatauuro

MawwuHa 6onbwmnx gaHHbIX Ckana”p MBLO.C nonHocTtbio cdhopmmnpoBaHa, NpOTECTUPOBAHA,
roToBa K pasMeLLeHMIo B ceTh 3akasunka n yctaHoBke npuknagHoro N0 3akasuynka. B komnnekre
¢ MawwmHon nepepaetca lNacnopt nsgenus, akcnnyataumoHHaa gokymeHTaumnsa, Ceptudumkar
Ha TEXHWYECKYHO NOAAEPXKKY.
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11. PEAKUUA MALWLWHBI HA BO3MOXHbIE OTKA3bI

OTKa3bl, cBsi3aHHble CO CTaHAapTHbIMU 3anemeHTamu Ckana’*p MBA.C

B pamkax MawwuHbl 6onbwunx aaHHbix Ckana”p MB[.C obecneyeHa OTKa30yCTOMYMBOCTb
€€ OCHOBHbIX 31IEMEHTOB, B TOM Yuchne:

= YanoB (gybnupoBaHune NpoLeccopoB, UCTOMHUKOB NMUTaHUSA U Ap.)

= [logcuctembl BBoAa-BeiBoga (RAID)

= CeTu BHYTpeHHero B3anmoaenctans (oyénmpoBaHme ceTeBbliX MHTEPENCOB)
= CuncTteMbl pe3epBHOro KONMpoBaHUA

OTKkasbl nNepeyncrieHHbIX 9femMeHToB OTpabaTtbiBalOTCs  CTaHAAPTHbIMW - anroputTMamm
B COOTBETCTBMM C MPOM3BEAEHHLIMW HAcTporikamu. JIlobo eguHUYHBLIN OTKa3 He NoBnuseT
Ha AOCTYMHOCTb CUCTEMbI B LIENIOM, XOTSl MO KOHKPETHOMY CepBMCY BO3MOXHO Hebonbluoe
CHWXeHMe  npousBoautTenbHocTu.  [locne  ycTpaHeHWss  HEeUCNPaBHOCTM  UCXOAHas
npounssoantTensHocTb Ckana”p MBA.C Takke BocCTaHaBNMBaETCS.

OTKa3bl, CBsiI3aHHbIE C y3namMm Knacrtepa

AnnapaTHble c6oun

ApxuTekTypa nporpaMmmHoro obecnedeHusi, nexatiero B ocHose Ckana”p MBA.C, no3sonseT
NOCTPOUTbL OTKA30yCTOMYMBbLIA MHOIOY3I10BOW KracTep.

OTKa3oycToNM4MBOCTL 0becneynBaeTcs 3a CHET HACTPOMKN YPOBHSA pennukaumm Tem, a Takke
N36bITOYHOCTN SK3EMMNNAPOB cepBUca Zookeeper, KOTopbl OTBEYaEeT 3a KoopauHauuio paboTbl
Kafka n NiFi.

[axe ogHOBpPEMEHHbIV 0TKa3 NtobbIX Y3r10B C pa3HbiMK POnsiMn, Hanpumep, yana-6pokepa, yana-
npoueccopa NiFi n yana Zookeeper, He BnusieT Ha paboTOCNOCOBHOCTL CUCTEMbI M NMO3BONAET
npogomnkatb paboty no obmeHy coobueHnsmu. [Npn 3aTom obwas npoun3BoaUTENBHOCTb
CHWXaeTcs.

MporpammHble cOou N YenoBeyeckun cpakTop

Kpome obecneyeHuns 0Tka3oycToM4MBOCTH, No TpeboBaHuio 3akaszumka B MawwuHy moxeT ObiTb
WHTErpupoBaHa cucteMa pe3epBHOro KONMpoBaHusI.

OaHMM 13 BapnaHTOB peLleHns AaHHOW 3afa4um aBngaeTcs AybnvposaHve AaHHbix B Hadoop nnm
S3, Hanpumep, NyTeM NOANUCKM ONOMNHUTENBHLIX NOTpedbuTenen Ha Tembl Kafka.

JeTanbHbli NoOpsiAok obecrneyeHnss OTKA30yCTOMYMBOCTM Knactepa W pekomeHaaumm
no AENCTBMSIM NPY ero aAMUHUCTPUPOBaHNM MOTYT BblTb NpeaoCcTaBeHbl Mo 3anpocy.
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12. TPEBOBAHUA K PASMELLEHUIO PELLEHUA

PelwleHne npeactaensieT cobor cepBepHbI MOHTaXHbIN Lwikad 197, BbicoTa 42U, ¢ AanbHenLwen
BO3MOXHOCTbIO MOAYNbHOW paclumpsaeMocTn 4o 14 cToek.

HanonHeHnne wkadga obopydoBaHMEM M COBOKYMHLIM BEC 3aBUCAT OT BblIOpaHHOro BapuaHTa
pelleHns n moryT coctaBnatb oT 400 go 800 «r.

,D,J'IH NnoAKn4YeHnA IJJKa(ba K cucrteme SHGKTPOCHGG)KGHVIH OOJTKHbI ObITb npegycMoTpeHbl ABa
He3aBNCUMbIX BXOAaA 3N1EKTPONMNTaHUA.

PacuéTtHas notpebnsemasi MOLWHOCTb LKada coctaensieT ot 6 go 11 kBT.

B mecte YCTaHOBKMN OOJTKHbI ObITb npegycMoTpeHbl COOTBETCTBYOLLME MOLLUHOCTU NO OTBOAY
Tenna.

[ns noaknoveHns K iokanbHon ceTn 3akasymka HeobxoamMm pe3epBuUpoBaHHbIi kaHan o 4x100
Gigabit Ethernet nnn go 8x10/25 Gigabit Ethernet. Tpebyembie TpaHcKMBeEpLI OnpeaensaTca Ha
aTane dopmupoBaHuna cneundukaumm MawmnHbI.

Mpn pasBEpTbiBAaHUN pelleHnss Ha HEM OydyT BbINOJSIHEHbI HACTPOWMKN CETEBbIX agpecoB B
COOTBETCTBMM CO CTPYKTYPON ceTn 3akasudvka. 3aka3dvK JOSMKEH NpeocTaBuTb Heobxoammble
AaHHble B COOTBETCTBMM C HOMEHKNATYPON KOMMOHEHTOB PeELLEHNS.

B cetn 3akasumka JormkHbl ObiTb HACTPOEHbI COOTBETCTBYOLLME MapLUPYThl U NpaBa A4ocTyna.

[lanbHeliwme MeponpuaTUs Mo BBOAY B IKCMNyaTauuio OCyLLEeCTBRsTCA 3akasymMkoM MyTéMm
HaCTPOMNKM NPUKIaAHbIX NPOrPaMMHbIX CUCTEM.
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13. TEXHUYECKAA NOOAEPXKA

MoctaBka MawmH 6onblmnx gaHHbIx Ckana” p MB[.C ocyuiecTBnseTca ¢ npeaBapuTenbHbIMA
cbopkon, TecTMpoBaHMeEM W HacTponkon obopyaoBaHMsa cornacHo TpeboBaHuAM 3akasuuka.
KauectBeHHas noggepxka Ckana”p MBO.C obecneuymBaeTca eguHbIMM  CTaHgapTamu
rapaHTUNHOrO M NOCTrapaHTUNHOIO TEXHNUYECKOro 06CNYXMBaHUS:

= [laket ycnyr no TEXHMUYECKOWN nogaepxke Ha I'IepBbIl7I roq BKIrO4YeH B NOCTaBKy

= 3akasuyuk MoxeT BblbmpaTb nakeT B 6a30BOM pexnme 9%5, unv B paclUMPEHHOM pPexXmme
24x7 (onumsa ong KpUTUYECKON PYHKLMOHAIBbHOCTK)

= CpoK HavanbHO npuobpeTaemMon TEXHUYECKOW MOAAEPXKKM MOXET ObiTb yBENuYeH
A0 3-X 1 5-1 neT, Takke JOCTyMNHa NPOSIOHraums NoaaepKku

CocTaB TMMNOBbIX MaKeTOB YCMyr MO TEXHUYECKOW NoAAepXke NpeAcTaBrneH B Tabnuvue Huxe
(Tabnwuua 1).

Tabnuya 1. MNakemsl ycriye no mexHudeckol noddepxke MawuH 6onbwux 0aHHbIx Ckana™p MB/.C

MakeT Maket

«9%5y» «24%7T»

«O6cnyxnBaHue komnnekca Ckana’p B pexvme 9x5»

+ —_—

(B pabouee BpemMsi No pabounm gHSIM)
«ObcnyxnBaHue komnnekca Ckana’p B pexume 24x7» +
(KpyrnocyTo4Ho)
MpepoctaBneHne poctyna K cucteme permcrpauum + 4
3anpocoB/vHUMaeHToB Service Desk
lNpenocTtasnexHne pocrtyna K base 3HaHUN + +
no npogyktam Ckana’p
MNpenocTtaBneHne o06GHOBMEHU nULEH3NOHHOro 10 + +
Ckana’p
AvarHoctuka, aHanu3 K  ycTpaHeHue npobnem
B paboTe komnnekca Ckana’p, Bkntovas:

- + +

= yCTpaHeHue annapaTHbIX HEUCNPaBHOCTEWN
= TexHun4yeckoe conpoBoxgenue MO

KoHcynbTauumn no pabote komnnekca Ckana’p + +
«3awmTa KOHuaeHUnansHom MHdopMaLmMmn»
(HencnpaBHble HocuTenu WHopmaLumn He Onums Onuusa
BO3BpaLLaoTcs 3aKasz4ymkom)
3ameHa 1 peMoHT 060pyAOBaHNA MO MECTY YCTAHOBKM 5 +
[octaBka o6opygoBaHMA Ha 3aMeHy 3a cudeT + +
npou3BOANTENS
PaclmpeHHble onuun obenyxmBaHns — +
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Maket Maket

«9%5y» «24x7»

BpemeHa pearmpoBaHust U oTKNuKa, He Gonee:

30 MUHYT, 30 MUHYT,
Bpems peructpaummn obpaieHmn paboune yachl KpYrmocyTo4HO
(9%5) (24%7)
n B TeueHne B TeueHne
OOKNIOYeHMEe crneunanncta K peleHuno MHUWMOEHTOB
N 1 pabo4ero yaca 1 yaca
KPUTUYHOIO M BbICOKOrO YPOBHEMN (9%5) (24x7)

MNpumeyaHne Kk cpokam pemoHTa 06opyaoBaHUS

Komnnekc MawwuHa 6onbwmnx gaHHbix Ckana” p MB.C apxuTeKkTypHO SBNSeTCA YCTONYMBbBIM
K BbIXOA4Y M3 CTPOS OTAENbHbIX KOMMOHEHTOB N AaXe y30B, MO3TOMY HET HE06X04MMOCTH B
obecneyeHMn JOPOrocTosLLEro cepBuca CpPOYHOro BOCCTaHOBIEHNst 060pyA0BaHUSA B TeYeHne
CYTOK U MeHee. B komnnekce npeaycMOTPeHO, Kak MMHUMYM, L BOMHOE pe3epBMpoBaHme
OCHOBHbIX KOMMOHEHTOB, NO3BOMAKLEE COXPaHATb AaHHbIE N paboTOCNOCOBHOCTL Aaxe npu
BbIXO4e U3 CTPOsi HECKOMBbKUX ANCKOB U/MNN cepBepoOB.
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14. NOCTABKA U IMLEH3UPOBAHUE MO

KomaHga Ckana’p akTMBHO 3aHMMaeTcd pasBuMTMEM MpPOrpamMMHbIX Mpoayktos MawwuH
6onbwux paHHbix Ckana’p MB[M.8. HanpaBneHus pas3BuTus (OPMUPYIOTCS Ha OCHOBE
aHanuaa MMpOoBOro OMbITa UCNOMNb30BaHUS CUCTEM NOJOBHOro Knacca n NoxenaHun 3akasynkos
N naptHepoB. HoBble QyHKUMM peanun3ytoTca B (hOpMe MaKOPHbIX U MUHOPHBLIX PENM30B:
Ma)OpPHbl€ penu3bl BbIMYCKATCA pa3 B KBapTarn, MWHOPHblE penu3bl BbiNycKalTCA npwu
HeobxoanmocTn ©Oonee ObICTPOro BBEAEHMSI B 3IKCMfyaTauuilo HebonblMX  YyrydleHun
B CUCTEME.

MporpammHoe obecneyeHne CYB[ Arenadata Streaming (ADS) nuueH3aupyeTcs cornacHo
ob6bemMy pecypcoB B Mogynsax BbluMCNEHUs U XpaHeHus u Moaynsx obpaboTku gaHHbIX, npu
9TOM Ha kaxabii Mogynb BblgaeTcst eanHas nuueHsms.

MporpammHoe obecnevyeHne Ckana“p TeHom, Ckana“p BuanmoH nocraesnsieTcs
NCKIounTENbHO B cocTaBe MawunH 6onblumnx gaHHbIX Ckana”p MBA.C v nuueHaunpyeTca no
METpMKaM KOMMJIeKCa B COOTBETCTBUN C €r0 pa3MepoM.

Monutuka ooHosneHusa NO

KomaHga Ckana’p akTMBHO 3aHMMaeTCs pa3BUTMEM COOCTBEHHbIX MPOrpamMMHbIX MPOAYKTOB.
HanpaeneHus passutua (oOpMUPYIOTCS Ha OCHOBE aHanmsa MUPOBOrO OfnbiTa UCMNOSb30BaHNUS
cucteM nodobHOro knacca KW noxernaHvi 3akasyMkoB W napTHepoB. HoBble  dyHKUMK
peanunsyoTcsa B pOpMe MaXOPHbIX U1 MUHOPHbBIX PENN30B: Ma)KOPHbIE penu3bl BbiMyCKaloTCs pas
B KBapTasn, MMHOPHbIE penn3bl BbiMyCKarTca Npyu HeobxoanmocTn 6onee GbICTporo BBeAEHUSA B
aKcnyaTaumio HebonbLUNX YNy4LIEHNA B CUCTEME.
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O KOMMNAHUN
KomnaHma Ckana“p — pa3paboTyMKk W Npou3BOAMTENb MOAYMNbHOW NnaTtgopmbl  ANns
NOCTPOEHUS KoprnopaTuBHOM UT-nHMppacTpyKkTyphbl. KomnaHus BLINOSIHAET  POsib

TEXHOJSOMMYECKOr0 KOHTPUOLIOTOpa N 00beanHSIET B 3KOCUCTEMY 25 mapTHEPOB — NUAEPOB B
CBOEM Knacce peLUeHuUi.

Ckana”p c 2015 roga BbinyckaeT nporpamMmHo-annapaTtHble Komnnekcbl (MawmuHbl) 1 cerogHsa
npeanaraeT LWMPOKMIN TEXHOSOMMYECKMI CTEK ANS pelleHnsa 3adady BUpTyanusauun, co3gaHus
TpaH3aKLUMOHHbLIX Ba3 gaHHbIX, XpaHEHUs1 MHOPMaUMM U aHanUTUYeckon obpaboTkn BonbLINX
o6bemoB AaHHbIX. lMpoaykTbl Ckana’p BkMtoYeHbl B PeecTp npoMbIWNEHHON MpOAyKLMMU,
npounsBedeHHoON Ha Tepputopum Poccunckon depepauun, n B EQnHBIA peecTp POCCUNCKMX
nporpamm ans 9BM v B[1.

MawunHbI CKana’\p ABNAOTCA CGpI/II7IHO BbllMyCkaeMbiM npeaHacTpoeHHbIMX KOMMNekcamMmn n
NOo3BONAKT OCYLLECTBINATb 6blCTpO€ pasBéprlBaHme 1 BBOA B 3KCnyaTauuio.

MogynbHblA  NpyHUMN  obecrneynmBaeT MHTErpauuio  pasHOpPOAHbIX  KOMMOHeHToB  WT-
MHQPACTPYKTYPbI B €ANHYI0 NnaTgopMy NpeanpusTi, Koprnopaumn n Be4OMCTB.

EavHble nopaepxka n cepBmcHoe O6CJ'Iy)KI/IBaHVIe Ana BcexX NnpoaykrtoB NUHENKN CKana’\p oT
npounssoanTens obecneumBaloT onepaTtunBHoe paspelueHne NHUMOEHTOB Ha CTbiKe TEXHOMOMMN.

[ononHuteneHas nHpopmauna — Ha cante www.skala-r.ru.
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