et S

%
o2
T
2
2
s
I
w
I
<
80
X
<

7




Ckana”p cerogHs

pa3paboTka n NPoN3BOACTBO MOAY/IbHOWN NNaTdOPMbI 0159 BbICOKOHArpPy>XEHHbIX
rocyfapCTBEHHbIX N KOPNOPATUBHbBIX MHPOPMALMOHHbIX CUCTEM

9. 600. 8500.

CepI/IIZHOFO KOMTI1eKCOoB BbIYNCJTNTEJIbHbIX

BbIMyCKa B NMPOMbILL/TEHHOW y3/10B
aKcCMnyaTaumm



% JuHamunueckasa nHppacTpyKkTypa

MawwuHbl BUpTYanusauum Ckana”“p VB

Ha ocHoBe pelueHuin Basis nna cospanuns
A/HAMNYECKON KOHBEPreHTHOW 1 rMNepKOHBEPreHTHON
nHopacTpykTypbl LIOL n BUpTYanbHbIX pabo4ynx mecTt
nosnb3oBaTenen

% BbicokonpousBoguTenbHblie 6a3bl AaHHbIX
MawuHbl 6a3 gaHHbIX Ckana"p Mb[1

Ha ocHoBe pelueHnii Postgres Pro nnga samenb
Oracle Exadata B BbICOKOHarpy>xeHHbIX cuctemax
C obecneyeHnemM BbICOKO AOCTYMHOCTN

1 COXPaHHOCTI KPUTNYECKM BaXHbIX JaHHbIX

JlnHenka npopaykToB Ckana”"p

peLueHns ans BbICOKOHArpy>XeHHbIX KOPNopaTUBHbIX U FOCYAAPCTBEHHbIX CUCTEM

5

YnpasneHue 60nblWIMMN AaHHbIMA

MawwuHbl 60onblinx gaHHbIXx Ckana”p MB[1.8

Ha ocHose pewernin Arenadata n Picodata on«
CO3AaHNS NHPPaCTPYKTYPbl XPaHEH NS, MpeobpasoBaHug,
aHanMTNYECKOW, CTaTUCTNYECKON 06PaboTKI AaHHbIX C
npumeHeHnem VI, a Takxe pacrnpeneneHHbIx
BblYCNEHNI

VIHTenneKTyaanoe XpaHeHne AaHHbIX

MawwuHbl XpaHeHus aaHHbIX Ckana”™p MX[

Ha OCHOBE TEXHONIOrNN 06bEKTHOro XpaHeHus S3
ANg reopacnpepneneHHbIX KaTacTpodoyCTONUMBbBIX
CUCTEM C MUNNIMapaamMmmn o6bekToB Pas3fIMYHOro Tuna
n ob6ecneyeHunst 6bICTPOro goCTyna K HIM

icnonb3oBaHme orbiTa TEXHONOrMYECKNX NAEPOB (rMnepckennepos)
licnonb3oBaHmne cambix 3penbix 1 NepCnekTBHbIX TEXHOOMMIA B KOONepauumn C TEXHONOrMYeCKNMI NngepamMmimn POCCUNCKOro pbiHKa

B Ka>XgomM N3 CermeHToB



MAK Ckana”"p B Peectpax PO N

MaLlnHbI
IA ggggﬁﬁMTopr : Bce cepeuce FTUCI

Mopnynwu . :

PeecTp npomblILLINeHHON NpoayKUnn, NPOnN3BeaEHHON Ha TepPUTOPUN

Poccuinckon ®enepavnmm
KOMNOHEeHTDbI Aepaul
MaLinHbl

$3iit  PEECTP m
MOD.WW' $3° POrPAMMHOIO OBECTIEHEHMS Pl vion |

[MporpammHoe obecneyeHmne

MaLunHbl CoOTBETCTBYIOT KpUTEpUSM goBepeHHoro MAK

=  TexHonornyeckas He3aBMCUMOCTb
= IHbopmaLmoHHas 6e30nacHOCTb

I'IporpaMMHoe o6ecnequme = DyHKUMOHaNbHasa yCTONYNBOCTb

Moaynwu




MawwuHa xpaHeHnsa gaHHbiXx Ckana”p MX[O.0

ANg XpaHeHnd MuiinapanonB OO6BbEKTOB 1 6bICTpOFO AOCTYIMNa K HUM

— CueHapun npnMmeHeHus

= XpaHeHI/Ie TersiblX N XONMOOHbIX OaHHbIX O14 I'IpI/IJ'IO)KeHI/IIﬁ l_lpOVISBO'D'VITeanOCTb
= XpaHunuwe pe3epBHbIX KON C BbICOKOW CKOPOCTbIO ao 50 OO %
BOCCTaHOBJ/1EHWNA o §
§ . onepauumin
* Peannsauus katacTpodOyCTONUYMBBIX PELLEHN :
Ha OauH y3en X
B CeKyH[ 3
~ OcobeHHOCTHN yRRy :
=  CoBmecTumocTb ¢ Amazon S3 API
= Bbicokas n on3BoanNTesibHOCTb 1 OTKaAa30 CTOVIHVIBOCTb
P y no 20 pas

= CxaTue gaHHbIX C HAaCTPOWKOWM No BakeTam

. . CXaTune AaHHbIX
=  MynbTUTEHaHTHOCTb C MHAMBMAYaIbHbIMI HACTPOVKaMU YPOBHEN

XPaHEeHNS N TEXHOMOM M OTKa30yCTONYNBOCTHN

= Knaccbl 06CnyxmnBaHms no 32 |_|63|7|T

= B npouecce cepTtudpukaummn PCTIK
06beM OaHHbIX

3amMeljaemMble TEXHOI0rn Ha MaLuuHy

=  TpaguumoHHble cuctembl xpaHeHns dannos SAN, NAS, HDFS

= Cepsucbl Amazon S3




MawunHa xpaHeHud gaHHbix Ckana“p MXO.0
KOHKYpEeHTHbIe NpenmyuiecTBa

— HapeXHocTb

[fapaHTMpoBaHHad
HaOEeXHOCTb XPaHEeHs AaHHbIX
3a cYeT ONTUMN3NPOBAHHON
KOHUrypauum v
nono6paHHbIX KOMMNOHEHTOB

be3rpaHnyHoOCTb

OTcyTCTBIME OrpaHnNYeHn B
KONnYyecTBe XpaHMbIX OObEKTOB
Mo CpaBHEHWIO C GalnioBbIMN
cucTeMamm XxpaHeHns

TexHn4yeckasa

[NnHamunka

| nopaepxka

24/7

Ha Tepputopun PP (B oTnnune
OT MMMOPTHbIX aHaOroB)

N

OnTnmanbHOCTb

C)KaTV|e O6'beKTOB Ha neTy:
PDF, DOCX u T.n. - Ha 10=15%

JSON, XML uT.n. - o X20 pa3s

(xpaHuTca 5% oT ncxogHoOro o6vema)

NHPpopmaumnoHHas

pa3BUTNS

[NlocTOgHHOE passnTne
nporpammHoOro obecrneyeHuns
MnaaHoOBO M MO 3arnpocam
3aKa341KoB

6e30nacHOCTb

VHTerpaung c KeyCloak
Ponesaga mogenb gocTtyna
VHTerpaunn c LDAP nnn AD
HacTpanBaemoe nornpoBaHue




MawwuHa xpaHeHus gaHHbIX Ckana”p MX.0 N

TexHnuyeckne xapakTepucTnkn

Knaccbl o6¢cnyxmnBaHng gaoT BOSMOXHOCTb ONpenend b Ha KakoM Thne ANCKOB ByaeT XPaHUTbCS OO6beKT,
NO3BOMSIOT NO4OBPaTb ONTUMAasbHbIN HAOOP N CKOPOCTb ANCKOB

Tun MawwuHbl XpaHeHuna gaHHbix Ckana®p MXO.0 ‘ Tun1 ‘ Tun 2 ‘ Tun 3 ‘ Tun 4 ‘ Tun 5 ‘ Tun 6
[JocTmxkmnmasa emkocTb Ha ogHy Malunny (TeanT) 7134 1565 3130 32000 2250 4 500
Y *
Qgsgsfsgzgegg:;f“' Ha 1 TOANT XpaHeHNs MPU UTeHA™ | nin/cex) 56 1081 540 16 1020 525
Y *
[Mpon3BoanTenbHOCTb, Ha 1 T6ANT XpaHeHNs NPW YTEHNN (onepaLwii/cex) 0 197 08 5 189 97

obbekToB 5 M6anT

* [pon3BOANTENbHOCTL NPy 3anucy Huxe B 1,3 pasa 7



MawwuHa xpaHeHus gaHHbIX Ckana”p MX.0 N

rpaHI/ILI,bI NMPNMEeHNMOCTHN
0,01 MN6anT 4= 32 M6anT

= Heo6xoammMocCTb opraHusauun cepsrca S3 B YaCTHOM obnake

" XpaHeHVIe pe3epBHbIX KON, BMECTO ANCKOBbIX MAaCCUBOB
N NEHTOYHbIX HaKonuTeneun

KaHana

Ha6op MawunHbl XxpaHeHus O6bem
= Peannsauyuns BbICOKOMPON3BOANTENIbHOIO XPaHUInLa 06 bekToB 060pyaoBaHus RaHHbix Ckana“p XpaHeHus
n o MX.0
ong pasrpy3ku CYB[ (BbiHoc BLOB Ha BHelLHee xpaHunuLie)
= 3ameHa dannoBbIX CEPBMNCOB B MHPOPMALMOHHbIX CUCTEMAaX .
019 NOBbILIEHNs 6€30MacHOCTN U HAAEXHOCTN XPpaHeH s i 100
(3a cueT 1CNoNb30BaHNS TEXHOMOM I KTIOY-3HAUYEHIS) | rewT/c MponyckHas
10 CMoco6HOCTb

=  Peanusauuns pacnpegeneHHbIX XpaHUuLL, ¢ OgHOBPEMEHHbIM 100
[0OCTYMNOM Ha pasHbIX Nollagkax (katacTpodoycTonymeoe M6uT/c
XpaHeHne 0OKYyMEHTOB/pe3epBHbIX KOMuin), 6e3 orpaHnyYeHns

MaLuvHbI XpaHeHus!
paHHbix Ckana”p

MXA.0

PacCTOAHNS 10

YacTHoe obnako
[MpumeHeHne MalunHbl XpaHeHUs OaHHbIX

Ckana”"p MX[.O pekomeHOoBaHO npu BbINOAHEH N
OOHOrO WU HECKOMBbKINX CAeayowmx YCnoBuiA:



ApxuntekTtypa Ckana”p MX0.O

MaLumnHbl XpaHeHns paHHbix Ckanap MXO.0 peannsyioTcsa Ha cepBepax
c apxutekTypoun x86-64 ¢ yctaHOBNEHHbIMN HAKOMUTENSAMMN

I Knme:-w S3 I I KnmeIH'r S3 I
| | I 1
Ckana"p MX[.O BkntoyaeT crneayoLie OCHOBHble MOACUCTEMbI: ! ! ! !
= CnekTp S3 obecneymBaer:
Cnektp S3 CnexTp S3
= MYNbTUTEHaHTHOCTb | S |
|
| I I
= MHTerpaumio C BHELLHMI NpoBangepamMmn ayTeHTndurKaumnm ! VLAN | I
I KnuneHTckas ceTb | 1
(lAM) : (mocTyn k cepaucam S3) : :
| 1 1
1 - 1 - 1
= paclUMPeHHOe XypHanupoBaHme v v v VY v vy
() @ (o9 ) @ o9 () @ (o9
= cxaTtune obbekToB [0 20 pas /) % /) % )

= 6aslaHCUPOBKY HarpysKu |

|

r--

-1
v

=

| PacnpepeneHHoe AnckoBoe XpaHunuLLe

= Pacnpe,u,eneHHoe ONCKOBOE XpaHwuiunwie, npeactasrgdiollee L
JNIBC xpaHeHns faHHbIX

coboln knactep ¢ PpyHKLMOHaANOM obecrneyeHs BbICOKO
OOCTYMHOCTW CNYX6 1 AaHHbIX

-—-=p HocTyn nonb3osateneii k APl S3

---br BbinonHeHune onepauuii ¢ o6bektamu S3

S

Yaen

CnekTtp S3



OtnnuntenbHble ocobeHHocTn Ckana”p MXO.0

[MopnepkKa TEXHOMOrMN 06 BbEKTHOMO XPaHEHVS C OCTYNOM MNo NpoToKony S3:

XpaHeHne MnnnnapaoB 06bekToB B popmaTe Kou-06bekT

-

BT
iy

%M

yl'lpaBﬂeHVIe XWN3HEHHbIM LKNIOM O6bEeKTOB

I

P
L))
[ 1]
PR
A 700

N

PacLumpeHHble MexaHn3Mbl pasrpaHnYeHns gocTtyna

KnneHTt S3

7y

| KnneHTt S3 |

| KnneHTt S3 |
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TexHonoruueckue npeumyuiectsa Ckana’p MX0.0 A\

= [lopgaep>Ka TEXHONOIMN O6BEKTHOIO XpaHeHns ¢ AOCTYNOM Mo npoTokony S3:

= API, coBmecTumoe ¢ Amazon S3, nossonsioLlee * [logaoepxka napannenbHOn 3arpy3kmn YacTen
NCMONb30BaTb XpaHUINLLE B COCTaBe CIIOXHbIX KpYMHbIX 06bekToB (Multipart upload)

VIHCI)OpIVIaLl,VIOHHbIX cncrtem
* ‘ - _____-___________-n
N ]
V ---------------- 1
T T = > -------------- !

& SBER CLOUD
S3

’
=)

2
Il

t1> t2

oS }---->

1



TexHonoruueckue npeumyuiectsa Ckana’p MX0.0 A\

Moppepxka oo 254 knaccoB 06CnyXnBaHNG* 0ns Bolibopa
ONTUMaNbHON MPON3BOAUNTENBHOCTI N CTOUMOCTU XPaHEeHNs
NS KaXaoro Tuna o6bekToB

=  [n6koe MacLuTabupoBaHNe eMKOCT XpaHeHns no 32 MNéant .

(2]
w

S3
Ckanap

4--------
4+ ------

-
(

o, R '
1
| |
(ITITITE N ) - |
| 1 |
- v
S. v o
LTS - —

k I

LTS
LTS
IIRHIRNIRS
IIRHIRNIRS

[T

Ckanap
(e % — —

TIE D p D D

Ckana”p |
I

+ (e |

T

L

T

L

|
1l

12 T6éant

32 MN6ant

*aHanor Amazon S3 storage class, 4 knacca no ymonyaHuto

SSD ot 1.92 T6ant

GbICTPbI
BbICOKas CTOMMOCTb 3a

6anT

HDD 16 T6ant
MeO1IeHHbIN
HN3Kasd CTOMMOCTb
3a 1l 6ant
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TexHonoruueckue npeumyuiectsa Ckana’p MX0.0 A\

"= BCTpOeHHble BO3MOXHOCTIW KaTaCcTPOoPOyCTONUYNBOCTI N reo-

=  OTKa30yCTONYNBOE NCTONHEHNE 6e3 eqnHON TOUYKI 0TKas3a, g
pacrnpefeneHHblX peLleHnin

COXPaHHOCTb AaHHbIX Npu oTkaze 0o 50% y3noB XpaHeHns

C= )= JC=]C=

[mmime]  [immime]  [nnng] - [innnns) , !
[mmime]  [imimime] | [nnnng] - [imnms] : l
""" > [mmnme] ||||||||||||||z*"""uus| [Imms] i ¥
[mmme) i) 73] IS !
TR S IR R T s ] v
— (e) [e] - [Ime) e g _—
o [mimie]  [immimime] L] [ie]
T B IIE |||||||* A

([TTTITITITIINES o CTTITHINININES o (XTI AlT8]
(TINININININTES e CTTINININININES o CNININININIYES S TN
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Cdepbl npMeHeHNa 06bEKTHOIo XpaHeHnsa S3

XpaHeHne pas3Ho06pa3HbIX
06bEKTOB NHGOPMALMOHHBIX CUCTEM

XpaHeHune
pPEe3epPBHbIX KOMUIA

O—= g T
—
XpaHeHne 0OKYMEHTOB

CncCTemMbl ﬂ,OKyMeHTOO60pOTa

G5

> v

Web, megna,
pa3BrieYeHns

Postgresz):}

—

OnTummnzauuns paboThl
CYb[L Postgres

7"

BuoeoHabniogeHne

14



Ontumnsaumng pabéotbl CYB[ Postgres

10 T6éanT
ID PN Date Object |
1 78293-HF 10.03.2021 == |
,
105 G8304-890 3.04.2021 —
106 GF5789-345 | 3042021 | &3 -
L] 107 LBNOOO-17 3.042021 | &3
108 MSN30175 28052021 | £33
109 SFA7382-18 28.05.2021 —
2096135 | 903783-NMS | 17.01.2022 —

XpaHeHue obbekToB CYB[ B Ckana”p MX.O:

yYMeHbllaeT pa3Mmep 6a3bl AaHHbIX
noBblIlaeT ee Npon3BoanNTesIbHOCTb
CHWXaeT BpemMd pe3epBHOIro KornmnpoBaH4
N BOCCTaHOBJIEHN4A

XpaHeHne 06bekToB B 6a3e CyLLEeCTBEHHO YBENNYMBAET ee
pasmep, CHXaeT 6bICTPOAENCTBINE, MOBbLILLAET CTOXHOCTb
06CNyXVBaHWS, yBENNYMBAET BPEMS Pe3epPBHOIo
KOMMPOBAHMS 1 BOCCTAHOBEHINS

1 TeanT
ID PN Date Object

_ 1 78293-HF 10.03.2021 Ccbinka 1
Postgres
105 G8304-890 3.042021 | Ccbinka 105
106 GF5789-345 3.04.2021 | Ccbinka 106
IS 107 LBNOOO-17 3.04.2021 | Ccbinka 107
108 MSN30175 28.05.2021 | Ccbinka 108
109 SFA7382-18 | 28.05.2021 | Ccbinka 109

2096135 | 903783-NMS | 17.01.2022 ; Ccbinka N
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TexHnueckas nogaepxka n ycnyrim

N

MawwwuHbl Ckana”p nocTaBASOTCS C NakeTamMmu yCiyr TEXHNUYEeCKON Nopae pXXKu:

24x7

TexHuueckast C NoAAePXKON

X ' 1-5 ner

© BO3MOXHOCTb aBaHCOBOI 3aMEHbl 1 PEMOHTa C BO3MOXHOCTbIO

nopaepxka n3 : CNyXx6 akcnayaTauunm 060pYyROBaHNS MO MECTY YCTaHOBKU; : npogneHns
«OHOro OKHa» . B KPYr/IOCYTOYHOM pexunme onuung HeBo3BpaTa HakonuTenen ¢ faHHbIMN
KpyrnocyTto4yHo

= 8-800-234-23-25

= tac@skala-r.ru

" JINYHbIN KabuHeT Service Desk
= https://tac.skala-r.ru

B nporpammy nogaepxkiu BXOOUT:

" pelleHne NnHUnaeHToB
" KOHCYJIbTauunwn no akcrityatTaunmm MaLunH

= npepocTaBneHne obHosneHnin MO

[lononHunTenbHbie
npodeccroHanbHble yCyru

[Nporpammbl LONOAHUTENbHbIX KOHCYbTaLNA
agMNHNCTPUPOBaHNE 1 akcnnyaTaunm MawmnH

16



[Touemy 3aka3uunku BbibupatotT Ckana”p

[(ny6okasa nHterpaumns n BCTpeyHasa ontummn3aauns
KOMMOHeHTOB OT nnatdopmeHHoro N0 o
MUWKPOKOHTPOS1EPOB:

Bbicovaniuas yCToON4YnMBOCTb
IKcTpemanbHag Npon3BoaAnNTENbHOCTb

CTtabunbHble NokasaTenun Ha nNpenenbHbIX Harpyskax

CepuiiHbI BbiMyCK, NogaepXKa N CepBUCHOE 0bCnyXnBaHne 24*7
BbicTpoe pa3BepTbhiBaHVE U BBOA, B SKCMyaTaumio

CooTBeTCcTBIME TPE60BAHNAM K KPUTUYHbBIM, BbICOKOHArPY>XEHHbIM
NHGOPMALVOHHBIM CUCTEMAM

CHmxeHne coBokynHowm ctonmocTuy BnageHuns (TCO)
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MALNHA XPAHEHWSA DAHHBIX

MALIVHA BA3 DAHHDBIX

ckana’p I | ckana’p

!
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mailto:info@skala-r.ru

