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Ckana”p cerogHs

pa3paboTka n NPON3BOACTBO MOAY/IbHOW NNaTdOPMbl 019 BbICOKOHAr pPy>XEHHbIX
rocypapCTBEHHbIX N KOPNOPATUBHbBIX MHPOPMALMOHHbLIX CUCTEM

8.. 400. 6500.

Cepl/ll\/'IHOF0 KOMTI1eKCoB BbIMNCJINTEJIbHbIX
BbIlMyCKa B I'IpOMbILLIJ'IeHHOM y3J/10B
SKCriyatTaumnnm



JlnHenka npopaykToB Ckana”p

O/191 BbICOKOHArpy>XeHHbIX KOPropaTUBHbIX N FOCYAapPCTBEHHbIX CUCTEM
KnacTepbl BbICOKON AOCTYMHOCTU, KaTacTpPodOoyCTONUNBbIE N METPOK/1aCTEPbDI

% OuHamMuueckasi MHpPacTPyKTypa %.'}% Big Data & Data Science
MawwuHbl BUpTYanusauum Ckana”“p VB MawuHbl 6onbumnx aaHHbix Ckana"p MB/1.8
Ha ocHoBe pelueHuii Basis nng cospanmng Ha ocHoBe pelueHunii Arenadata, Picodata v
OVNHAMUNYECKOW KOHBEPreHTHOWM 1 FMMNepKOHBEPreHTHON Datamart
WHCIDpaCprKTbeI LIO[ n BupTyanbHbix paboynx mect NS co30aHns MHPPaCTPYKTYpbl XPaHeHNs,
nosnb3oBatenen Npeo6pasoBaHs I OAHOBPEMEHHOW aHaNNTUNYECKON 1
cTaTncTnYeckonm o6paboTk 60bLINX O6HEMOB
nHdopmMaLnn
% BbicokonpousBoguTenbHblie 6a3bl AaHHbIX NHTennekTyanbHoe XxpaHeHne gaHHbIX
(Ce09)
MawuHbl 6a3 gaHHbIX Ckana"p Mb[1 MaluvHbl XxpaHeHus gaHHbIX Ckana™p MX[
Ha ocHoBe pelueHun Postgres Pro ong savenbi Ha OCHOBE TEXHONOrN 06bEKTHOro XpaHeHus S3
Oracle Exadata B BbICOKOHarpy>eHHbIX cuctemax ANS reopacrnpepeneHHbIX KaTacTpogdoyCTOMUMBbIX
c obecrneyeHnem BbICOKO OCTYMHOCTH CUCTEM C COTHAMU MUIJIMOHOB O6bEKTOB
1 COXPaHHOCTI KPUTNYECKM BaXHbIX JaHHbIX pa3nn4YyHoro Tuna n obecrneyeHunst 6bICTPOro

AocTyna K HAM

icnonb3oBaHme orbiTa TEXHONOrMYECKNX NAEPOB (rMnepckennepos)
licnonb3oBaHmne cambix 3penbix 1 NepCnekTBHbIX TEXHOOMMIA B KOONepauumn C TEXHONOrMYeCKNMI NngepamMmimn POCCUNCKOro pbiHKa

B Ka>XgomM N3 CermeHToB



MAK Ckana"p B EquHom peecTpe N
POCCNNCKON PagnoaneKTPOHHON NpOoAyKL 1A

MaLluunHbl

M Onyn M NpOMBILEHHOCT l- POCCHMU T

PeecTp npomMbILLNEHHOR NPOaYKLUK, MPOM3BENEHHON HA TEPPUTOPUN
KoMMNOHeHTbI Poccuiickon deaepaLim

MaLluunHbl

" NMPOrPAMMHOIO OBECTIEYEHUSA |_Espaswiickuii |

[MporpammHoe obecneyeHmne

*  [lpogykumns Ckana”p BkoyeHa B EQUHbIN peecTp pOCCNNCKON PaanodneKTPOHHOW MPOoayKLmin
=  TexHuueckue cpegctea MawmnH n Mogynen Ckana”p Bk/ItOUEHbI B EQMHbBIN peecTp pOCCUNCKOW pagnod1ekKTPOHHON NPOoayKLAN
= [lporpammHbie KomnoHeHTbl MawwunH Ckana”p BkIOUYeHbl B EQnHbIN peecTp poccuincknx nporpamm ans OBM v 6a3 gaHHbIX



MalunHa BUpTyasibHbIX pabounx MecT N

Ckana”"p MB.BPM

IHdpacTpykTypa BUPTYanbHbIX Ppabounx MECT «of KTHouU»

Bnok kommyTauuun —
[MpenmyliecTtBa

BbICOKOI'IpOI/ISBO,D,VITeJ'IbHaQ ceTb ]

BUPTYANMU3ALUUN

" VIHppacTpykTypa BUPTYyasibHbIX

PaBoYNX MECT «MOM KITOY»

Bnok BbluncneHns n XpaHeHuns —
r KnaCTep BbIYNCNINTESIbHbIX Y3J/10B

MALLUVHA

" ynpaBneHme XN3HEHHbIM LINK/TOM

CocTaB npoaykrTa: pPabo4mx CTONOB N NPUIOXEHNIA

= VDI-peweHne basunc.\WorkPlace =  (OTkasoycTonumBag apxmTekTypa

= MacuwTtabupoBaHue go 16 000
nonb3oBaTenen Ha ogHy MawunHy

= [lnatdopma Buptyanusauumm ot Ckana”p

= [lporpamMmmHO-onpenensgsemMmoe XpaHnnnue
= CepBepHoe obopyagoBaHme
= CeTeBoe 060pynoBaHue




[TOTOBbI K 1I06bIM MacLUTabam

MprMmep BO3MOXHbIX CLLeHapUeB 1 Yncra Nosib3oBaTenen

400 2000

Hebonblioe OpgHoBpemMeHHo 1 BPM
BHeppeHne BPM N TepMUHanbHble cepBepbl
Myn BPM [Myn TepmMuHanbHbIX
. - - cepBepoB
-

A
20 000

OrpomHad, opraHn3aunoHHO
CrnoXxHas MHPpacTpyKTypa

Myn TepMUHanbHbIX
cepBepoB

Myn BPM
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Kak ycTpoeHa
MalunHa BupTyasnbHbIX
pabounx mect Ckana”"p MB.BPM




MalunHa BUpTYyanbHbIX pabounx mecT
Ckana”"p MB.BPM

NHdpacTpykTypa BUpTYanbHbIX
pabounx MecT «nog, KJlou»

CocTaB npogyKra:

VDI-peweHne basnc.WorkPlace
[MnaTdopma Buptyannsaumm ot Ckana”™p
[TporpammHo-onpeaensemMmoe XpaHunuLie
CepBepHOe ob6opynoBaHmne

CeTeBoOe 0bopynoBaHume

Bnok kommyTauun —

Bnok BbiuncneHns n XpaHeHna —
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3ayem HyXXHa BUpTyannsaumns paboymnx mecT?

S—
o=

BezonacHocTb
faHHbIX

3a CYEeT LueHTpanusaummn
OaHHbIX Mofib3oBaTeneun

e~
S — 1

—
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|

([

YpeweBneHune
agMNHUCTPUNPOBaHNS

3a CYeT TUNn3aunm
pabouynx MecT

5

Bo3MOXHOCTb
Murpaummn

3a CYeT BO3MOXHOCTN
MCMOMb30BaTb MPUIOXEHNS,

He nogaepXnBaemble

Ha OC nonb3oBaTend



OxunpaHune | BPM — aT1o npocTo

= [lopbepem pelueHmne
= Hactpoum BPM )

- |_|O,EI,KJ'I+OL4I/IM nosib3oBaTenen \
//Q\ Myn BPM
] L lc

—_—
4 / BM BM BM
‘ | | L
N3 odpuca
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PeanbHocTb | BPM — 310 cnoxHo

Heobxopgnmo yyecTb TpeboBaHUS B TakKNX 061aCTIX KakK:

* [logknoyeHne Nonb3oBaTeNnen B pasHbiX CLLEHapUsX n
= bBanaHcumpoBKa Harpyskum
= Bes3onacHoCTb

—
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CB43b
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JdomaluHunn
Wi-Fi

T

N3 oduca

BupTyanbHble paboune mecTa 1 TepMrHasbHble CepBepbI
[Mnatdopma BupTYyannsaumm
PernameHTbl agMUHNCTPATOPOB 1 Xenngecka

/'

Myn TepMuHanbHbIX
cepBepoB

.
amee
aEEem
Myn BPM

BM BM BM

LTS
LTS

2, il

LDAP
Mpodunn
MoHuTopuHr
Xennpgeck

1



Uto ns aToro ecTb B coctaBe Ckana’p MB.BPM? A\

= [lnatdopma BPM basuc.\WorkPlace * BanaHcupoBLVIK CETEBOWN Harpy3ku

= [Inatdopma cepBepHO BUPTYyann3aumnm = @yHKUMN 6€30NaCHOCTM

= [lporpammHo-onpegengdemMmoe xpaHuanLLe = OyHKUNN aOMUHNCTPUPOBaHNS N NOLAEPXKKIW NOSb3oBaTeNeu
= CepBepHOe 1 ceTeBoe 060pyaoBaHmNe = *MOHUTOPUHT (BCKOpPE)

Mnatdopma BPM

| ﬁ@( ) &= o epmman

/ L
aEmee
\ 1117 S 2 o\/ﬂ
Corosas BanaHcrpoBLLMKA \ AL «— I:I D I:I
_ CBA3b BM BM BM
] =_ - LDAP
L1\ ., ° = [Mpodunu
KnueHT n npotokon " MOHI/ITOpI/IHr

JdomaluHunn

ons pabotbl 1 ¢ Linux

LIS

Wi-Fi _ *MOHNTOPUHT
|| LTINS
L L = Xennpgeck

N3 odunca O6opynoBaHue

DyHKLMM g Xenngecka
lMnatdopma
BUpPTYyanm3aunm . 12




ApXnTekTypa /\

___________________

= [lncneTyepbl NOAKOYEHWIA SBNSIOTCS Flyn TepMHanbHbIx

: i : cepBepoB
«Lu03amMny Ang nonb3osaTenel : l — =
: ; (T 1T ]
= Bpokep BPM otBeuaer 3a: : : T e
' | Ancnetuep E (R 0 ; Myn BPM
"  XpaHeHune KoHurypauum B b ! |nonxniouenuii . = T | N En
= B3aumopeiicTamne c LDAP BPM : ! B &
= ynpaBsneHnem onepaunamun ¢ BM : i >< P10 [am] [m] [m]
‘ Lnios BPM ——> | e s « >
= Pa3BepTbiBaIOTCS B HECKOMbKINX 3K3eMMNIspax | Dbhuzesd LTI S
015 pe3epBNPOBaHNS 1 MacLUTabnpyemMocTy e ) Bpokep BPM TIIE
Mnatdopma
BUPTYyanusaumm

| Ay S

e

LDAP Postgres

13



TexHnyeckasa nHpopmaLlus
peweHund Ckana"p MB.BPM




Pa6oTa B KOMNIEKCHbIX CLEeHapusx N

BupTyanbHoe paboyee MeCcTo 1 TepMUHalbHbie CepBepbl, MybAnKaumnsa oTaeNbHbIX NPUTOXEHUNA,
pocTyn K pusnyecknm MK

S & |
o iy o= g N =

[MepcoHanbHbIN CeccunoHHble (0OQHOTUMHbIE) TepMunHanbHble cepBepbl
pabouuninn cton paboune CTosbl N Nyenukaumsa npuioXXeHunin
= YHukanbHbIi Habop MO = CraHpapTunanpoBaHHbIi Hatop MO = CTaHpapTn3npoBaHHbI HAboP
= MOHOMOMbHbI OCTYM OAHOrO C BbICOKOW HarpysKou MO ¢ HM3KOW Harpy3Kowu
nonb3oBaTens = OpanH nonb3oBaTtesb paboTaeT = Heckonbko nonb3oBaTtesnen paboTaioT
= Bcerna BK/loueH 6e3 NoTepy Ceccin B ogHon BM ogHoBpemMeHHO B ogHon BM ogHoBpemMeHHO
= PoTtaums pabounx CTONOB Mexay =  ABTOMAaTM3aLMs cO30aHNS
nonb3oBaTenamm N 06HOBNEHNE WabfoHa

=  ABTOMAaTM3aLNd CO30aHNS yoaneHns
1 06HOBNEHMe WwabfioHa
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Pa6oTa B KOMM/IEKCHbIX CLLeHapUax

Mopnepykka CBA3aHHbIX KIIOHOB: Onepaunn YTeHns

= DKOHOMUS MeCTa Ha XpaHunuLie l l l l
= bBbICcTpoe pasBepTbiBaHNE

| | | |
= =28 g =

MacTep-o6pa3s Onepaunn 3anucu

17



LLiInpokne sBoamoxxHocTu ang OC

MoppepxxkKa pasHbiX BEPCUM:
= [lopoepxka Windows n Linux kak Ha KITMEHTCKOW, TakK 1 Ha CEPBEPHOIN CTOPOHAaX
= [logknoyeHne K BUpTyasbHbIM paboynmMm MecTam 1 TeEPMUHaNbHbIM CepBepam

= [lopggepXka WNPOKOro crekTpa YCTPONCTB AoCcTyrna

OnepaunoHHas BupTyanbHbinn TepMunHanbHbIN YctponcTea
cucrtema paéouunn cTon cepBep pocTtyna
+ + +

AnbT

Pen OC + + +
Astra Linux + + +
Ubuntu - - +
KnneHtckne Windows + - +

Windows Server + + +




3awmLLeHHbIN TepMuHan Ha 6a3e Kaspersky OS N

MopknioueHnss [MapameTtpbl  VIHCTpyMeHTbI

= PagpaboTaHa Bepcus KneHTa
Basunc.WorkPlace ons
KasperskyOS

MopknioyeHne

*  [lpuHumnunansHo HoBag OC
Ha 6a3e MUKPOSAEepPHON
apxutekTypbl (He Linux)

= LleHTpannsoBaHHOE ynpaBneHne
TepMuHanamun Yepes Kaspersky
Security Center

Mpsmoe RDP-nopknioueHne MopxnoueHwne k basnc.Workplace

= CoBmecTHad pa3paboTka
N TECTUPOBaHME 019 co3naHnd
COBPEMEHHOIN 3aLUMLLIEHHON
NHopacTpykTypbl BPM

KTC-13435 @ Her cesian c Kaspersky Security Center  EN 27 sHB. 14:16
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Pokyc Ha aKcnayaTauumio

= Peannzauuns MHOMMX GYHKLINIA 06CNYXNBaHNS

=  OTnpaBKa coo6LLEeHNI NOAKIOYEHHbIM MONb30BaTENSaM

= C60p ANarHOCTUYECKNX AaHHbIX C YCTPOMNCTBA 4OCTYNa Nosb3oBaTens

= [logknoyeHne B ceccunio NoNb3oBaTens ang okasaHnug TEXHNYECKOW

NoOAEPXKN

= OT4eTbl NO paboTe nosb3oBaTesnel i CUCTEMbI

= [lpenocTtaBneHmne nonHbix APl ong octanbHoOro

R~ OTBA3aTh Nonb3oBaTenei

Myn

UTHDHBMTI:: coOo6LEHWE NOAKNHYEHHBIM KNMeHTam

OBHOBWTE areHT

PC roToBbix K NoOKMK

PC He roToBbIX K NOOKNHYeHWH

HocTynHbIR ropAYKiA pesepe

MNapameTpbi

OoctynHoCTh

Twn nyna PC

Pexum cospnaHm:

KTC-01085398

N

WHdopmaums OuardocTuka

KTC-01085398
95672d4a-fd32-4bd1-a94a-26439
eda9c73 W
10.0.244.10

21.09.2022,15:13
21.09.2022, 1525

vdi-user02
vdi-user02

Paspelwen

21.09.2022,15:13

Bepcua knveHTa 1.6
OnepayuvoHHas cUcTemMa KasperskyQS-SDK-TC-2.0.0.589

MamsaTs 0MB

Network adapters 10.0.215
52:54:00:12:34:56
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Pokyc Ha 6e30MacHoOCTb

CKana"p Cospars ~

CobbiTus

XypHan onepauun

CepbesHocTb Monb3osar.. ID nonb30s... |P-agpec Onepauus

= [IByxdakTopHasg ayTeHTudunKaums = KaTanoru nonb3oBaTeneu
= PyToKeH = Microsoft Active Directory
= eToken = SambaDC
= ESMART Token = OpenLDAP
= JaCarta =  FreelPA

= WHTterpauwns c Kaspersky =  PaclwunpeHHoe XypHanmpoBaHme

Obvekr

Tun obvekra
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boraTbin pyHKLUNOHaN peLlleHns

YnpaBneHue

My6nunkaung BupTyanbHbiX padounx ctonos Windows n Linux

MapkupoBaHune paboyrx CTONOB 1 TEPMUHabHbBIX CePBEPOB,
Ha yCTapeBLleM LabnoHe

CwmeHa WwabnoHa pa6oqero CTONa nnm tepmMmmnHasibHOro
cepBepa C aBTOMaTn4eCKnNm rnepecosgaHmnem

3agaHue hostname pabouyero ctona Ha Linux B COOTBETCTBUM
c mackon B nyne PC. MapkunpoBaHue pabounx CToNoB C
yCTapeBLUNM areHTom

MepemellueHne paboynx CTONOB MexXay nynamm

CBOOHbI 3KpaH nyna paboynx CToNoB

Be3zonacHocCTb

3agaHue NpuBUNernin Nnonb3oBaTtesiel B CECCUOHHOM MyJsie Ha
6a3e Windows B HacTpowkax nyna, a He B HAaCTPOWKaxX areHTa

TarmayT HeakTUBHOCTW AN NepcoHann3npoBaHHbIX nynos PC

AoMnHUCTpUpoBaHmne

[My6nunkaunsa TepmMmmnHanbHbix cepBepoB Windows v Linux

3apgaHue VLAN B HacTporikax nyna paboumnx CToNoB
N TEPMUHaNbHbBIX CEPBEPOB

ABTOMaTM3NPOBaHHOE O6HOBMEHNE areHTa BPM

O6paboTka HegocTynHocT BPM B KOHCOM agMUHMCTpaTopa

Moppoepxka

OTI'IpaBKa COOOBLLIEHNI NOOKMIOYEHHbIM MOJIb30BaTENAM

[logknoueHne B ceccuio Nonb3oBaTend o okasaHus
TEXHNYECKOou nogaepPXKn

OTyeTbl NO pa60Te nonb3oBaTenen n CUCTEMbI

C60p AnarHoCTNYEeCKMX AaHHbIX C YCTPOMCTBa AOCTYNa
noJib3oBaTens
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[ nnepkoHBepreHTHada nnaTtdopma
MawwnHa BnpTtyannsauum Ckana”p

MawunHa BupTyanbHbix pabounx mect Ckana"p

YnpasneHue
MB.BPM BkniouaeT cnegyrowme KOMMNOHEHTbI
nnaTdopMbl:
= [unnepBn3op, obecrneynBaoLLnii KnacTep BbICOKON
= [IporpammHo-onpegensemMas cnctema XpaHeHus, % %
peanunayoLlas MHOroypoBHEBOE BbICOKOLOCTYMHOE { {IITITIITH , \ (I ,
XpaHeHne gaHHbIX @
= CucTema yrpasfeHuns, obecrneynsaloLas yrpaseHne @
KOMMOHEHTaMU <13 OOAHOIrO OKHay, 1 Takmne GyHKLNN Kak
KnacTep 6anaHCMPOBKMN Harpy3ku e <

XpaHeHue gaHHbIX

—
—



TexHnueckas nogaepxka n ycnyrim

N

MawwwuHbl Ckana”p nocTaBAsOTCS C NaKeTamMmu yCiyr TEXHNUYECKON Nopae pPXXKI:

24x7

C NopaepXkon
CNyXx6 akcnayaTauunm
B KPYr/TOCYTOYHOM pexumme

TexXHn4yecCkKad
nogaoepXxka mns
«OOHOINo OKHa»

X

BO3MOXHOCTb aBaHCOBOW 3aMeHbl 1 PEMOHTA
060pYyROBaHNS MO MECTY YCTaHOBKU;

1-5 net

C BO3MOXHOCTbIO
NPOANeHNs

onunyg HeBO3BpaTa HaKkonuTenewn ¢ AaHHbIMK

KpyrnocyTto4yHo

O B nporpammy nognepXku BXOAUT:
= 8-800-234-23-25
s tac@skala-r.ru "  peleHne NHUNOEHTOB
s YHbI KaBUHET Service Desk " KOHCy/nbTaumm no akcnnyataumm MawwmH

. y
= https://tac.scala-r.ru npepocTaBneHne obHosneHnn MO
[ononHutenbHble = [Mporpammbl SONOMHUTENbHbIX KOHCYbTaLiA
npodeccrnoHanbHble YyCnyri agMUHNCTPUMPOBaHNS 1 akcnayaTauum MalwmH
—
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[Touemy 3aka34yunku Bbibupatot Ckana”p

[[ny6okas nHTerpaumsa n BCTpeyHas onTuMmnsaung
KOMMOHeHTOoB OT nnatdopmeHHoro N0 o
MUKPOKOHTPOSEPOB:

Bbicovaniuas yCToON4YnMBOCTb
IKcTpemanbHag Npon3BoaAnNTENbHOCTb

CTtabunbHble NokasaTenun Ha nNpenenbHbIX Harpyskax

CepuinHbin BbINYCK, MOAOEPXKa N CEPBNCHOE 0bCnyXunBaHne 24*7
EbicTpoe pa3BepThiBaHVE 1 BBOA B 9KCMyaTaLmio

CooTBeTCcTBIME TPE60BAHNAM K KPUTUYHbBIM, BbICOKOHArPY>XEHHbIM
NHGOPMALVOHHBIM CUCTEMAM

CHmxeHne coBokynHow ctonmocTy BnageHuns (TCO)
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MALNHA XPAHEHWSA DAHHBIX

MALIVHA BA3 DAHHDBIX

ckana’p I | ckana’p

!
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